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Preface 


This  publication  represents  lui  efibri  by  teachers  and  researchers  at 
Uic  Naval  War  College,  Harvard  University,  and  the  Institute  lor 
National  Strategic  Studies  to  develop  a  practical  textbook  on 
command  and  control  for  those  military  officers  and  civilian  oflicial 
who  tire  preparing  to  meet  the  special  challenges  ol  Icadciship  in  the 
years  aliead.  It  recognizes  the  traditional,  time-honored  functions  of 
command,  explains  more  recent  developments  in  the  process  of 
command  and  control,  and  examines  hotli  die  useful  capability  iuiil 
the  peihaps  imperfectly  understood  limitations  of  modem 
communications  and  computer  systems. 

We  have  all  progressed  from  a  world  in  which  global  strategics 
were  paramount  to  one  in  which  regional  ,stratcgies  and  joint, 
combined,  and  coalitional  operations  have  become  the  nonn.  In  this 
new  world,  the  military  may  be  increasingly  called  upon  to  assume 
moic  noncombat  roles  and  peacekeeping  missions.  The  challenges 
to  leadership,  to  command  and  control,  grow  more  complex  each 
year,  as  docs  die  tecluiology  supporting  the  commander.  But  the 
baltince  between  h.ow  individual  commanders  operate  and  how  the  C4 
system  itself  tiffccts  their  operations  must  be  constandy  rcaddres.sed 
and  refined.  This  collection  of  readings  and  commentary  intends  to 
do  just  that. 

All  who  have  contributed  to  the  writing  and  publishing  of  diis 
pioneering  text  are  united  in  the  desire  to  make  it  the  most 
serviceable  and  practical  C4  text  available.  Coasequendy,  we  will 
welcome  comments,  suggestions,  and  criticisms  from  faculty, 
students,  and  general  readers — in  short,  any  feedback  that  will  help 
improve  the  text  for  its  next  edition.  Please  tiddress  your 


Director,  Command  &  Contn)l  Research  Prognun 
NDU-NSS-CCRP,  Fort  McNair 
Washington,  DC  20319-6000 
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Executive  Summary 


Comm  ciliary  and  readings  on  command  and  control  liavo.  been 
organized  to  t'onn  a  course  ol  ten  sessions  tor  military  officers.  1’hc 
major  lopics  of  the  course  are: 

»  The  functions  of  command, 

»  The  process  of  command  ;uid  control,  and 
»  The  principal  features  of  supporting  comimuul,  control,  com¬ 
munications,  aid  computer  systems. 

Themes  developed  by  llic  commentary  aid  readings  include  the 
following: 

▼  Appreciation  for  commaid  aid  control  begins  with  ai  undcr- 
staiding  of  Ixith  the  responsibilities  of  commaid  and  the 
nature  of  warfare. 

▼  There  arc  real  aid  importait  distinctions  hclwccn  the  process 
of  commaid  and  control  aid  the  C*  systems  that  support  it. 

»  The  process  of  commaid  aid  control  is  chara.cieri/ed  by  the 
establishment  of  ai  orgaiizaiional  sttaclurc  tif  decision 
makers  and  by  a  reduction  of  uncertainty  sufficient  to  pcntiit 
comnuuidcrs  to  malic  situation  assessments  aid  operational 
decisions. 

▼  The  logic  of  the  commaid  aid  control  process  is  the 
logic  of  die  military  plauiing  process: 

-  to  decide  on  a  course  of  action, 

-  to  develop  a  plai  to  execute  it. 

-  to  direct  sulxirdinatcs  to  execute  the  plai,  and 

-  to  supervise  Uic  execution  of  die  plained  action. 

”  The  making  ot  situation  assessments  (rcfciTed  to  during 
the  course  as  infoniiation  dccision.s)  normally  requires  a 
flow  of  informalioii  from  sensors  aid  reporting 
cominaidcrs  through  a  variety  of  correludon,  tillering. 
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aiid  analysis  pniccsscs  that  cniivcH  tJala  into  infonnalioii, 
and  infomiatinn  into  operationally  useful  knowledge. 
Although  the  reduction  of  unccrtaiitty  is  ;ui  ohjcclivc  of 
tnuch  of  the  command  and  control  patccss,  the  utility  of 
unccrl;unty  reduction  is  ultimately  limited  by  the  IVA)- 
sided  nature  of  combat,  and  the  fact  that  outcomes 
depend  on  decisions  made  by  m;my  commanders  on  [ynth 
sides. 

A  commander  is  clearly  an  integral  part  of  the  comnuuid 
and  control  process,  and  should  be  .seen  as  part  of  the 
supporting  systems,  not  separate  fntm  them;  although 
there  is  debate  about  whether  systems  should  be 
designed  to  adapt  tr.  a  commttnder’s  “style,”  or  whether 
commatidcrs  should  have  to  adapt  tlieir  command  styles 
to  that  of  tlte  supixrriing  .systems. 

The  comnnmd  and  control  pnreess  relies  on  the  shared 
understanding  of  separated  commanders,  ;m  understan¬ 
ding  that  itself  relics  on  doctrine,  teanrworic,  ;uid  previtrus 
information  exchange. 

Reliance  on  sophisticated  systems  and  new  technol¬ 
ogies  (bccau.se  tlicy  offer  incrca.sed  capabilities)  may 
create  some  new  and  unprovided  for  risks  atid 
vulticrabilitics  that  need  to  be  recognized  and  examitied. 
As  It  becomes  clearer  to  commanders  on  each  side  tliai 
the  exercise  of  command  by  the  opposing  commander 
depends  heavily  on  O’  systems,  such  systems  will 
become  more  attractive  as  targets  for  exploitation, 
manipulation,  or  destruction. 

Evaluation  of  a  C*  system  may  (and  pn»bably  should)  be 
undertaken  in  tenns  of  three  typc.s  of  criteria; 


the  perlormance  of  its  suhsy.stcms, 
its  perfomtanee  as  a  tot;U  system,  and 
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his  course  on  (he  eomiuaiid  ;uk1  control  ol  military  Ibrccs  is 
inleiuJed  inimaril)  lor  militaiy  oHiccrs  who  have  already  served  in 
cominatui  or  wlio  expect  to  serve  in  command  in  llic  luture.  The 
course  was  originally  created  in  response  to  a  reijucst  by  the 
I'residenl,  National  Delensc  lliiivcrsity.  who  asked  tluit  retidings  on 
the  subjccl  ol  coinmiuid  ;uk1  control  be  idcnliiled  ;uul  airanged  in  a 
lomiat  usetul  to  faculty  who  teach  the  subject  iit  the  Senior  Seredee 
Schools.  Its  ten  sessions  review  (he  function  of  commainl,  the  irrocess 
ol  commtuid  ;uid  control,  ;uul  (he  iirincipal  features  of  the  su]ipoiling 
coiimuuid,  conircd,  communications,  :uid  computer  systems. 


Peadiiii’s 

Hihlidiiraphv.  Most  ol  the  readings  are  drawn  from  the  books  listed 
as  ‘’lexis"  in  the  bibliography  following  this  prelace;  the  remaindei' 
are  either  selected  chapters  from  the  hooks  listed  in  the  “Additional 
Sources"  or  are  articles  cirawii  from  periodicals.  The  "Reiiuired 
Readings"  are  listed  in  the  order  in  which  they  arc  recommended  to 
be  read,  but  all  bibliographies  iuitl  lists  of  su|r|ilemenlary  reatlings  are 
arTtiiiged  iit  re'vcrsc  chrontihtg.'.ca!  order  td  ptiblicalioii,  the  most 
recent  first.  The  call  numbers  that  lollow  entries  in  the  Bibliography 
are  those  ol  the  Library  ol  C’ongrc.ss  C!la,ssilicalion  System. 

Conmwnuiry.  'flic  coniincnlary  ftir  each  sc,ssion  highlights  the 
main  themes  tliat  will  be  considered  during  seminar  discussion,  and 
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may  also  cover  supplementary  iiilonnalioii  nui  included  in  the 
required  readings. 

Required  Retidini^.s.  Following  the  commentary  on  the  principal 
to[)ics  of  each  session,  there  is  a  .summary  o I  each  required  reading, 
togeiher  with  a  few  questions  inicntled  to  stimulate  sendiuii' 
discussion  or  l  urtfier  individual  thought,  Near  the  end  of  each  chapter, 
there  is  a  list  of  readings  and,  for  some  sessions,  a  case  study.  The 
readings,  all  unclassilied,  arc  ideittificd  as  eitl.cr  required  or 
supplementary,  a  distinction  the  instructor  may  wish  to  iunend. 
,Supplctncntai7  leadings  arc  listed  separately  lor  each  major  subject 
of  a  session,  and  most  of  them  readings  arc  summari/cd  |in  hrackctsl 
following  their  listing. 


Scssiotfs 

Organization.  The  course  as  written  consists  of  ten  seminar  sessions 
at  which  the  assigned  readings  arc  to  be  di.scusscd,  ;ind  at  four  ol 
which  students'  papers  al.so  arc  di.scusscd.  The  course  oiiens  with  a 
session  on  the  functions  of  comniiuul  iuid  llic  nature  of  warfare.  Pah 
Two  of  the  course  examines  the  command  and  control  proccs.'t  over 
a  sptui  of  live  sessions.  The  lirsl  three  sessions  of  this  part  are 
focu.sed  on  decisions  made  during  the  cominaJid  luul  control  process; 
decisions  about  situation  a.ssc.ssmcnt,  al»ul  orgmti/alional  .structure, 
and  about  actions  to  be  tasked  to  subordinates.  The  final  two  sessions 
of  this  second  part  are  devoted  to  battles  and  crises  in  hisloiy  in 
which  the  success  or  failure  of  commmid  and  control  is  thought  to 
htivc  inlluenccd  the  outcome.  Ptirl  Three  consists  of  lour  sessions  on, 
the  systems  that  support  comnuuid  ;uid  control:  the  first  two  on  CT* 
systems  (or  conventional  ;uid  strategic  warfare,  the  final  two  on  C* 
system  architecture  and  on  methods  that  might  he  u.sed  to  evaluate 
the  cffcctivcne.ss  with  which  C*  sy.stenis  support  the  comnuuid  and 
control  process. 

Sequence.  The  .sequence  of  sessions  was  cho.sen  .so  that  several 
of  fhc  principal  fexfs  (particularly  those  by  vati  Crcvcld,  Orr,  and 
Bcaumonf)  could  be  read  straight  through  over  a  numlier  of 
successive  sessions.  Furlhcnnore,  the  sessions  dealing  with  the  types 
of  decisions  made  during  the  comnuuid  and  control  process  have  been 
scheduled  early  in  the  course  so  that  students  will  have  sufficient 
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time  to  prepare  their  papers  mi  liistorieal  eases  or  on  systems, 
[laix^rs  tluit  will  he  discussed  during  Sessions  5  tlirougli  X. 

Topics.  Topics  o|  the,  sessions  arc  as  Inllows: 

Session  1.  Introiluetion:  ('otntiiand  and  War 

Session  ?.  Inlonnation  Dccisions/Intclligcnec 

Session  Organizational  Decisions 

Session  4.  (Jjxmitional  Deeision/Deeision  Aids 

Session  S.  ('oiiimtuid  tutd  Conlrol  in 
('oinbat/TcIccommunicalions 

Sesstoti  0.  (,'oimiiand  ttnd  (lonirol  during  ( 'nses/Ooinpuleis 

Scssioti  7.  (!'“  Systems  lor  (ionveniional  l•otce/lnleropet■ahllily 

Scssioti  X.  (7*  Systems  lor  Siralegic  l•orce.s/Survivi^hiiily 

Se^dion  9.  .Sysieiii  Ai'cliitCCiUiC 

Session  It).  I'ivttluation  ol  ('■' Sysicms/Conclusion 

f'liriti  ipatlon.  Intdi  student  ts  cxpeelcd  to  iiarlidpaic  actively 
in  the  discussions  ;tl  eaeli  seminar  session  tutd,  in  addilion.  lo 
prepare  a  ten-page  jiaper,  either  a  etisc  study  on  how  well  or  how 
poorly  the  coiiiimuid  tind  cotilrol  procc.ss  Uitielioncd  during  some, 
[last  haltlc  or  crisis  (lor  Se.ssioii  ,S  or  or  a  dcscrijilion  ol  some, 
tactical  or  strategic  (*'  system  (lor  Session  7  or  Xg  A  paper  on 
some  other  ((iinmand  and  control  topic,  including  a  sumtnary  and 
discussion  ol  the  key  ideas  in  one,  or  more  ol  the  sup|)lemenl;iry 
readings,  miglil  he  suhsliiuled  v/ith  Ihe  concurrence  ol  the. 
iiislruclor.  All  ptipers  are  to  be  unclassilied.  'I'he  writer  is  to 
distrihute  co|iies  ol  Ihe  paper  lo  Ihe.  oilier  studenis  in  the  seminal 
;md  lo  the  in.siruclor  on  the  day  prior  lo  the  session  at  which  it  is 
lo  he  discussed.  Ihe  author  ol  a  jiapei  will  letul  its  discussion. 
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riir  itnlx  pn:r  mwh  i  iiii'd  for  by  ihr  powcijul  is  iKnver.  Thi'  prize  of  the 
yenerai  is  not  a  hiyyer  lent,  bin  evmmuiui 

Oliver  WetuidI  lldlmes.  Jr. 


H  e  hiiee  decided  la  call  Ibe  eniirr  field  of  conircl  and  comnnnnraaon 
ihenry.  wfu'ihi'i  III  the  machine  or  in  the  animal,  by  the  name  of 
Cs'henieiii  which  we  form  from  the  <  ireek  fir  steersmair 

Niirbcri  VVicner 


fundamental  to  undei stiindiny  C'f.ds  to  know  who  yoit'ie  talkiny  to.  If 
he  is  a  technoi  rat  you  cun  talk  to  him  in  terms  of  a  "C'  system  "  If.  on 
the  other  hand,  xoii're  lalkiny  to  a  manager. ..you'd  be.si  talk  about  C'l. 
because  you're  talkiii.y  about  a  program-  -a  chunk  of  the  Department  of 
Defense  hiidyei.  If  you're  talktny  to  an  operator,  .then  you're  lalkitn; 
about  a  process. ..facilitated  by  a  pniyram.  I  flhe\  lalll  have  a  ditferin.y 
perspective  on  what  it  is  you' re  talktny  about  when  you  .say  command 
anil  control. 

Lee  Pa.scliall  (I'JHO)  quoted  it) 
('  7  Issues  of  (.'omiiiaiid  anil  Control 
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i  liis  session  provides  m)  overview  ol  (lie  course  ;uid  cxmnincs  the 


nature  of  command  and  the  nature  of  warfiirc. 


Course  Overview 


The  pur|iosc  of  tliis  course  is  to  cnliance  the  students’  understanding 
of  the  role  of  command  and  cotilrol  in  military  operaliotis  ;uid  war. 
Tlic  intention  is  not  ncccssmily  to  prepare  officers  to  take  up  duties 
within  what  might  he  called  the  command  and  control  or  the  C* 
system  cstahlislimcnt.  Tlic  course  is  primarily  for  officers  who  aspire 
to  higher  command  or  who  expect  to  serve  as  operations  or  phuis 
officers.  The  general  purpo.se  will  be  to  identify  tlic  kinds  of 
problems  whose  solution  may  require  some  understiuiding  of  the 
command  <uid  control  process  and  of  the  general  capabilities  and 
limitations  of  C'  systems. 

The  importance  of  command  and  control  etui  best  be  appreciated 
by  considering  the  pctitillies  for  its  failure.  In  a  tactical  engagement, 
failure  iti  contmand  and  control  mtiy  result  in  a  tactical  deletil, 
because  a  commander  is  unable  to  bring  all  available  forces  itito 
aciion,  to  apply  them  cfftcietilly  and  effectively,  or  to  prevenf  them 
from  firing  ott  each  other.  At  the  strategic  level,  failure  in  cotntnand 
and  control  may  result  iti  the  lo.ss  of  an  opportunity  citJier  to  employ 
or  to  disengage  military  forces,  or  may  caase  an  utinccessary 
c.scalation  of  hostilities.  Tcti.se  iiucniational  situations  provide  such  a 
small  margin  for  error  in  the  application  of  force  that  cxfraordinary 
measures  are  often  taken  to  make  sure  that  command  and  control 
docs  not  fail. 

The  course  begias  witJi  consideration  of  the  function  of  command 
and  ific  nature  of  warfare.  The  course  continues  witli  five  sc.ssions  on 


the  comnnuid  and  control  proa-ss  tuid  conciUues  wiin  luur  sessions 
on  C*  systems.  The  coinmarid  ;uid  control  procc.ss  is  extunined  pri¬ 
marily  from  tJic  jxirspectivc  of  decision  making,  where  a 
commander — the  decision  maker— is  di.stinct  botli  from  the  jicoplc 
reporting  the  phenomena  on  which  decisions  jirc  based,  and  from  the 
people  who  will  be  tasked  to  execute  the  commander’s  decisions. 

Because  tlic  term  "command  and  control”  is  often  used 


inti  changcably  witli  iJic  terms  “command,  control,  and 
communications,”  "command,  control,  communications,  and 
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intelligence,”  or  “command,  control,  communications,  and 
computers.”  we  will  begin  by  defining  a  few  tcims  for  die  purpose 
of  this  course,  hut  should  not  expect  to  find  everyone  else  using  the 
same  tenns  or  giving  them  die  same  meanings. 

Tlvc  starting  point  for  our  definitions  is  the  one  given  for 
“command  and  control”  in  the  Depanment  of  Defense  (DOD) 
Dictionary  of  Military  and  Associated  Tenns  (Joint  Pub  1-02): 

The  exercise  of  authority  ;ind  direction  by  a  properly  designated 
commander  over  assigned  forces  in  the  aceomplisnment  of  the 
mission.  Coiniuiuid  and  control  functions  tire  perfonned  through  ;ui 
arrjuigeineni  of  personnel,  etjuipment,  communications.  I'acilities, 
and  procedures  which  are  employed  by  a  commtinder  in  planning, 
directing,  coordimiting  ;ui(l  controlling  forces  :utd  operations  in  the 
accomplishment  of  the  mission. 

Our  defmition  of  the  command  function  in  (he  definition's  first 
sentence: 

The  excrci.se  of  authority  tind  direction  by  a  properly 
designated  commiutder  over  assigned  forces  in  the 
accomplishment  of  the  mi.ssion; 

our  definition  of  a  command,  control,  communicatioiu,  and  computer 
(C*)  system  i:.  based  on  the  middle  part  of  the  DOD  definition: 

:m  arrtmgemcut  ol'  personnel,  equipment,  coinmunications, 
fiicilities,  tind  procedures  empktyed  by  a  commiinder;  tuid 

our  definition  of  the  command  and  control  process  is  contained  in  the 
final  w.irds  of  tlie  DOD  definition: 

procedures  employed  by  «  corumandcr  in  pku’.nin.g. 
directing,  coordinating,  tind  controlling  forces  and 
o|)eraliuns  in  the  ticcomplishinent  of  the  mi.ssion. 

For  this  course,  then,  the  tenn  “command”  v/ill  Ixr  u.scd  Iti  mctui 
the  function  to  be  perfonned,  the  lenn  “C*”  will  .sttmd  lor  the 
supporting  sy.sicm,  while  the  tcnii  “commatul  tuid  control”  will  denote 
the  process  that  ctnnmtuidcrs  employ  (“in  phuming,  directing, 
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coordinating,  and  controlling”)  as  they  cxcrci.se  coiiunand  aulhorily 
and  direction  over  assigned  forces. 

The  word  “control”  when  used  separately  from  the  word 
“conimand"  (as  in  “operational  control”  or  “tactical  conlrol”)  usually 
means  ;ui  authority  that  i.s  less  than  full  command,  to  he  excrciscii 
over  only  some  of  the  aclivitics  of  a  subordinate.  For  (his  course, 
however,  the  word  “conirnl,”  when  used  in  conjunction  with  ihc  woid 
“command”  to  fomi  the.  tenn  “command  ;uid  control,”  is  lo  he 
understood  in  its  cyhemclic  .sense,  ;uui  refers  to  feedback  infonnation 
about  friendly  units  imd  the  current  situtUion  that  a  commander  uses 
to  assess  the  status  and  progress  of  own  forces  mid  to  make  necessary 
adjust  mcnls. 

The  tenn  often  used  to  denote  sysicin.s — C’— has  over  time  been 
expanded  to  hccoinc  C’l  or  or  C‘l — in  order  that  the  contrihuiions 
of  computers  and  intelligence  arc  made  more  explicit.  Adding  letters 
and  exponents  makes  no  real  climigc  in  the  inienaed  memiing.  The 
disUnction  that  is  important  is  not  about  (lie  term  u.sed  to  denote 
supporting  .sy.steins,  but  about  (he  ditjercncc  between  “sys'cm"  mul 
“process,"  During  tJiis  course,  we  wilt  u.sc  tlie  current  Joint 
tenn — C* — to  rclcr  to  ttic  systt'ni.s  Uiat  support  the  cotminuid  mid 
control  (C^)  process. 

The  cominmid  mid  control  procc.ss  includes  (lie  methods  that  tlic 
cummmider  uses  to  gaUicr  infonnation  on  which  to  base  decisions,  ;is 
well  as  the  methods  used  to  insure  tliat  decisions  arc  carried  out.  In 
e.stahlishing  a  conmimid  and  control  procc,ss,  a  commmider  at  miy 
echelon  is  likely  to  have  three  concents: 

»  Wtietticr  tlicrc  arc  adequate  provisions  (t)  inlorm  the 
comnimidcr  of  events  that  will  significmitly  ailed  current 
or  impending  operations, 

»  Wtictlicr  die  commander  (mid  stalf)  will  be  alilc  to  cope 
wiiti  iiic  irdoniiaiiuii  I'eveiveu  oiii!  to  iiaiisiorm  it  into 
sensible  and  timely  decisions  mid  directives,  and 

»  Wtictlicr  die  directives  ttiat  implcinenl  the  commander’s 
decisions  will  he  received,  understood,  mid  executed  by 
subordinate  commanders  in  a  timely  and  effective 
in  miner. 

To  accomplish  these  transitioris — from  information  to  directives 
mid  from  directives  to  action — comnimidcrs  make  decisions  ol  liircc 
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lypes:  opcraiionai,  urgaiii/alional,  ajul  inl'oniialional.  We  cuslomarily 
lliink  ol  conimaiulcrs  as  tbcusing  primarily  on  opcraliotial  decisions 
about  liie  employment  ol'  tlicir  forces,  but  such  decisions  arc  made 
ttnly  in  light  of  prior  orgiuiizational  and  infonnation  decisions.  I'rioi 
orj^unizatioiud  decisions  have  established  a  chain  of  command  for  Ihc 
execution  of  operational  decisions,  as  well  as  establishing  a  structure 
for  the  flow  of  reports,  and  for  the  intermediate  proce.ssing  of 
information.  Information  decisions  arc  tnadc  by  commanders  to 
c.stahlisb  what  they  believe  the  situation  to  be,  and  how  that  situation 
relates  to  tlic  mission  they  arc  trying  to  accomplish.  Although 
infonnation  dccisiotis  arc  not  always  articulated,  a  cominatider's 
operational  decisions  (about  what  actions  subordinate  comm;mders 
arc  to  take)  arc  always  preceded  by  information  decisions  about  what 
is  ticiually  happening. 

There  is  a  tctidcncy  to  speak  of  the  commander,  hut  there  tire  in 
fact  maJty  (interrelated)  commanders,  ;uid  each  commander  uses  a 
separate  comtnand  ;uid  cotitrol  procc,ss: 

V  To  tnakc  infonnation  decisions  (about  the  situation). 

▼  To  make  operational  dcci.sions  (about  actions  to  be 
taken),  and  llieii 

»  To  cau.sc  them  to  be  executed  (within  a  structure 
established  by  prior  orgiutizational  dccisiotis). 

In  this  course,  each  ol  thc.se  types  of  dcci.sions  will  be  examined 
duritig  Scssiotis  2.  3.  and  4,  Scs.siotis  ,‘i  and  b  will  examine  hi.storical 
extunplcs  of  the  comtntuid  and  coiitn)!  procc.ss  during  combat  and 
during  crises. 

Who  are  the  commanders?  Which  comnuuiders  arc  we  talking 
about?  These  are  importtuit  and  u.scful  questions,  but  without 
an.swcring  them  completely,  we  will  in  this  course  u.sc  the  term 

"Cuuiuiui'nJCi  '  lu  iVlCtli'J  ii'i  COirin'iaiuj  wi'iii  iirc  iu  SOiiiC  uiSlailCC 

from  their  subordinate  commatidcrs.  [In  Sc.ssion  7,  there  is  a  rcltited 
question;  who  arc  the  warriors'!]  Although  there  is  a  unique 
command  tuid  control  process  for  each  comimuidcr,  each  C‘  system 
noitnally  supports  the  command  tuid  control  processes  of  several 
conummders.  During  the  hnal  four  sc.ssions  of  this  course,  we  will 
explore  C’  systems:  systems  for  conventional  forces,  systems  fur 
strategic  forces,  the  architectures  lor  such  systems,  and  linally, 
methods  for  evaluating  tlicm. 
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Each  session  ol'  Ihis  course  is  focused  on  one  or  two  U’.cincs,  hul 
three  subtheiiies  also  run  thmugh  all  tlie  sessions.  The  first  of  these 
suhthemes  is  tJic  imporlant  role  to  he  played  by  the  in’oplc  in 
coniinand  ;uid  control,  a  role  continually  being  reexamined  in  light  of 
the  improving  cafiabilities  of  computers  and  telecommunications 
systems.  A  second  subtheme  is  the  extent  to  wltich  the  application  to 
C*  systems  of  improved  technologies  modifies  the  command  ;uid 
control  process  itself.  [Should  wc  sci/.c  each  new  technological 
opportunity  or  arc  wc  held  back  by  the  prc.sumption  tliat  such 
improvements  may  only  he  margiiud  or  that  they  create  signilicrml 
new  vulnerabilities?]  The  third  is  tlic  impact  that  the  underlying 
organizational  structure  (iJic  balance  belv/een  centralization  and 
decentralization)  has  on  the  effectiveness  of  command  and  control, 
and  the  ways  that  the  structure  affects  the  roles  that  machines  arc 
made  to  play  ruid  that  people  choose  to  play. 

This  course  is  unavoidably  bia.scd  by  three  assumptions  iliat 
underlie  it.  Tlic  first  ol'  tlie.se  is  that  decision  making  rather  tlum 
infoniiation  flow  is  at  Uic  hcait  of  the  command  and  control  process. 
The  second  assumption  is  that  decisions  made  at  the  scene  of  action 
arc  as  important  (and  may  be  as  difficult)  a.s  those  made  at  higher 
echelons.  Unfortunately,  comnituidcrs  who  are  at  the  .scene  of  action 
are  less  apt  to  v/nte  about  their  decisions  (or  write  clfcclivcly  about 
them)  than  tue  commanders  or  officials  at  higher  echelons,  In  tliis 
course  it  is  postulated  that  tlic  nicasurc  of  effectiveness  of  the 
command  and  control  process  at  upper  echelons  is  the  cITcclivciicss 
witJi  which  commander>;  make  decisions  at  the  .scene  of  action.  The 
third  assumption  is  that  commanders  indeed  make  all  the  key 
decisions.  This  historic  view  i.s  getting  more  difficult  to  sustiiin,  a,s 
new  Icctinologics  make  possible  much  increased  interchange  by  both 
the  commtuidcrs  and  their  stall's  with  other  decision  makers  and  their 
stalls,  some  of  whom  may  he  outside  the  normal  command  stnicture. 

Command  and  War 

Prior  to  exploritig  Uie  command  and  control  pn)ce.ss  or  to  examining 
C*  systems,  wc  will  consider  Iwth  the  nature  of  command  and  the 
nature  of  warfare.  Command  is  a  human  activity:  tlie  exercise  of 
authority  by  one  person  over  another.  While  command  may  ’re 
facilitated  (and  in  some  ca.se.s  may  only  be  po.ssiblc)  by  tlie 
application  of  tecluiology,  the  dominant  characteristic  of  tlic 
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CdninuuiJ  function  is  its  hunnui  i-linicnsion.  Leadership,  courage,  ;uul 
huiiian  judgment  arc  still  decisive,  not  only  in  comhal  itself,  hut  in 
the  selection  and  preparation  of  future  coiiuiiandcrs  wlio  will  cintiody 
purposefulness,  creative  thinking,  and  a  will  to  win.  This  huiinui 
dimension  of  command  :uid  control  is  not  explored  in  great  dcpili 
during  tJiis  particuliir  course,  yet  no  infonned  discussion  of  command 
and  contml  can  proceed  without  serious  consideration  of  the  character 
and  experience  of  commanders. 

Among  the  lorcmo.st  considerations  that  penneatc  the  exercise  of 
comm.'uid  arc  those  of  uncertainty  and  lime.  One  goal  of  lire  C‘ 
pmccss  (and  a  key  criterion  u.scd  during  the  selection  of  C'  systems) 
is  the  achievement  ot  a  timely  reduction  of  uncertainly,  with  the 
objective  of  facilittiting  intelligent  decision  making.  As  we  will  sec, 
much  of  the  comnuuul  luid  control  cl  tort  is  directed  toward  the 
reduction  of  both  uncertainly  luiil  time.  We  will  al.so  find  that  a  key 
charactcri.siic  of  imy  military  organi/aiion  is  the  way  that  lime  for 
phuining  and  lor  the  reduction  of  uncertainty  is  allocated  to  the 
different  echelons  ol  coiumiuid. 

Even  though  the  tintcly  reduction  of  uncertainty  is  often  viewed 
as  the  ohjectivc  of  the  command  mul  cotilrol  process,  it  is  impoilanl 
to  recognize  that  the  nature  of  v/arfare  puts  some  practical  limits  on 
our  ability  ttt  create  ‘  ideai  "  C’  sy.stcms  tiiai  wouhi  eiiininaie 
uiiceilainty  entirely.  Combat  is  tun  a  detcnnini.stic  procc.s.s.  While 
hutntui  decisions  may  inllucnce  combat  outcomes,  such 
decisions — some  rational,  some  emotional— are  tuade  by  the 
cotniiiiuidcrs  at  several  cchelotis  on  Iwih  sides,  Fmrihcrmorc,  undci 
conditions  of  stress,  commatiders  ttiay  not  always  make  their 
decisions  in  a  reasoned  way.  While  the  one-sided  a.spccts  of  .some 
military  (jperations — movcmctit  titid  support  of  lorce.s — ntay  be  seen 
as  responsive  to  reasoned  decision  making,  ttic  outcomes  of  iwo-sitied 
combat  arc  less  so, 

i^uc.slU)iis  cioiiiiiiuully  picsciil  thcnisclvcs  U> 

▼  What  is  actually  happening/ 

What  (if  anything)  can  1  or  should  I  do  about  it? 

The  lonner  question  requires  the  commander  to  make,  rut 
intbrmation  dcirision,  the  latter,  an  operational  decision.  Rc,solving 
either  question  implies  some  answer  to  a  prior  question;  What  is  the 
missioti  to  be  accomplished?  Whenever  a  commander  is  uncertain 
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ahoul  tlie  mission — wlial  tic  lias  been  clirccicd  or  is  cxpccie.i.1  li' 
do — conimajid  mid  amlrol  lims  faiicd  jusl  as  surely  as  if  there  were 
no  rclcvmil  inromiation  on  the  situation  or  it  proved  impossible  to 
communicate  decisions.  While  the  visible  mmiileslations  ol  llie 
commmid  and  control  process  arc  the  sending;  mid  receiving  ol  reports 
and  orders,  the  pioceis  is  hiiidamenlally  one  of  decision  making 
about  tlic  iiiosl  cfTcclive  application  ol'  force  in  the  accomplishineni 
of  a  mission,  a  process  facilitated  by  the  timely  reduction  of 
unccriaiiily. 

For  this  course,  the  tcnii  “operational  decision"  is  not  limited 
slricUy  to  decisions  taken  al  the  “opcralionar’  level  but  is  used  to 
refer  gcncrically  to  tliose  decisions  taken  al  any  level  that  are 
intended  to  result  in  military  ttclion.  During  combat,  most  opcniiional 
decisions  to  apply  Ibree  are  tactical,  made  by  commanders  clo.se  (hotli 
organi/ationally  and  physically)  to  llic  scene  of  action,  while 
operational  decisions  made  al  the  eoiimicncemeiit  or  termination  of 
hostilities  arc  .strategic  mid  made  at  the  liiglic,st  level.  In  either  case, 
operational  dcci.sions  have  to  be  communicated  in  a  way  that  leaves 
little  uiiccnuinty  in  the  minds  of  on-,sccne  cominanders  about  what 
objectives  they  arc  to  achieve.  This  communication  could  Itike  the 
form  of  frequent  discussions  with  .subordinates  as  to  the  general  pimi 
and  alytul  possible  ways  mi  operation  might  utilVUi.  We  will  lead  i'oi 
Session  5  how  Admiral  Nefson  exemplified  a  commmider  who 
coiumunicaled  effectively  in  this  way. 

Uncertainties  in  the  minds  of  on-sccnc  commanders  tend  to  be 
rliscountcd  by  seniors  in  the  chain  of  command,  who  would  like  to 
a.ssumc  that  decisioiis  that  arc  perfectly  clear  in  their  own  minds  will 
surely  be  fully  understood  by  subordinate  connmuiders,  Bui  decisions 
arc  not  always  comniunicaled  to  subordinates  in  a  timely  nuuiner,  nor 
are  dccision.s  as  communicated  always  clear  to  subordinales,  nor  will 
the  conditions  on  which  the  decisions  were  ba.scd  conlinuc  lo  prevtiil. 
A  decision  made  is  not  necessarily  a  decision  reliably  conimuiiirated 
or  clearly  understood,  unless  great  effort  has  been  nuide  to  creale  in 
advance,  as  did  Nelson,  the  .shared  understanding  Ihal  makes 
communication  effective.  It  is  even  possible  to  define  conmimid  ;uid 
control  as  being  "whatever  it  takes"  to  in.surc  that  connmuiders  at  the 
scene  of  action  will  lake  the  aclioiis  their  .senior  commanders  would 
want  iheni  to  take  under  whalcver  circuni.siances  they  confronl  in  a 
specific  situation. 
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Oiii.^  clniraclerislic  of  a  C*  system  that  caii  he  measured  is  “liine," 
and  (here  is  a  iialuial  presumption  lliat  linicliness  has  utility.  Most 
uiueriaintics  dealt  witli  in  the  command  and  control  process  ciui  he 
reduced  or  even  resolved — given  enough  time.  C*  sy.sicms  continue 
to  reduce  unccilaiiitics  about  ;ui  event  as  more  time  clap.scs,  s(t  the 
product  ot  elapsed  time  and  residual  uncertainty  remains  roughly 
constiUU  and  c;ui  be  used  to  characterize  the  ciTicieney  ol  a  C 
system;  the  smaller  this  product,  the  better  the  system.  A  system  that 
can  inlonn  a  comimutdcr — about  the  status  orown  loices,  about  the 
location  ;uid  apparent  intcntiiuis  of  an  enemy,  or  about  the  probable 
result  ol  altcnialivc  courses  of  action  -tiftcr  only  live  minutes  can  be 
considered  a  better  system  tluan  one  that  requires  an  hour  to  protluce 
the  same  infoniiation.  It  is  not  vei7  comforiing  lor  a  commander  to 
be  told  that  the  tacts  and  projections  needed  now  to  decide  on 
ctfcctivc  action  tnight  be  received  eventually.  Yet  while  the  tgiality 
and  timeliness  of  decisions  are  generally  presumed  to  he  depcndciii 
oti  the  accuracy  tuid  timeliness  of  relcvtuil  infonnation,  such  ;i 
prc.sumptioti  is  of  little  importance  when  the  infonnation  lias  no 
hearing  on  the  decision,  or  changes  only  slowly. 

The  limc-unccrtainly  model  suggcstexl  above  is  u.seful  as  well 
when  considering  the  command  luid  control  proce.ss  of  one’s  enemy. 
Because  the  utility  of  a  C  .sy.stcm  declines  whenever  more  time  is 
required  to  resolve  specific  uncertainties,  a  comniiuider  sltould  117  to 
add  to  tut  enemy's  uncertainties  tuid  to  lengthen  the  time  the  enemy 
needs  to  take  to  resolve  them.  Injecting  unccriainties  to  deceive  or 
confu.sc  an  enemy's  C*  sy.stcm,  orotherwi.se  to  disrupt  its  functitming, 
has  the  effect  of  increasing  the  time-uncertainty  product  ol  the 
enemy’s  system. 

There  is  also  in  command  tuid  control  the  idea  that  time  is  a  com¬ 
modity  to  1x1  allocated  to  each  echelon  lor  its  information  processing 
and  pkmning,  and  to  the  executing  commander  for  execution.  The 


xL'cee!  the 


lime  within  which  action  needs  to  be  taken  to  be  effective.  Unless 
time  is  apportioned  in  a  way  that  pertniis  lower  echelons  to  do 
phuining,  executing  comitiandcrs  arc  likely  to  be  .short-changcil. 

While  coinmanders  at  every  echelon  undcrsttuidably  view  the 
commiuul  and  control  process  as  supporting  their  own  decision 
making  needs,  the  decision-making  needs  of  coinimutdcrs  in  direct 
control  of  weapons  are  the  most  critical  of  all.  It  is  therefore 
importtmt  to  view  the  decision  making  ol'  higher  echelons  lioin  the 
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pcrspcclivc  t)t  its  impact  on  llic  actions  of  executing  conimanders. 
Tlie  command  tutd  control  process  ai  liiglier  levels  has  nol  heen 
successful  unless  the  execuling  comm tuidcr  does  the  right  thing  at  the 
right  lime. 

Executing  commanders  benelit  from  ar^anizaiiotuil  decisions 
that; 

»  Create  workable  comnnuid  relationships, 

»  Clearly  define  the  I'unctions  to  Ire  perfonnect  at  each  echelon, 

»  Insure  an  infonnatioti  How  that  ellcctivcly  su|)poris  decision 
milking  at  the  scene  of  action,  iuul 

»  Insure  enough  staff  luid  facilities  arc  aviiilable  to  suirpoil 
operational  decision  making  at  the  .scene  of  action. 

Execuiitig  comimuulers  bctiefit  Irom  opcnitioiKil  decisions  by 
comiiiiuiders  at  higher  echelons  that  provide  clear  opcnilional 
direction;  they  could  also  beticfii  from  information  decisions,  wliich, 
if  cotntnunicated,  provide  itisiglits  to  execuiitig  commanders  iiboul  the 
existing  situation  it.scif  iind  about  the  perceptions  on  which  the 
operational  directives  they  arc  execuling  were  ba.sed. 

Because  commatul  (“the  exercise  of  authority")  starts  ;it  the  top. 
and  with  modcrti  technology  tiuicli  information  is  available  at  the  lop 
as  well,  it  is  not  suiprising  that  great  effort  has  heen  made  to  lacili- 
talc  the  comtnand  atid  control  itrocess  at  higher  echelons,  panicularly 
the  processes  to  lx;  used  in  crisis  situations  luid  nuclear  war.  It  is 
possible  to  forget,  however,  that  executing  commanders  confront 
dcci.sion-nuikitig  demands  that  are  similar  in  nature  if  nol  in  scale, 
while  the  uticcrtaiiilics  attd  urgency  they  tace  may  be  evcti  greater. 
The  quality  of  decision  making  at  the  scene  of  action  should  Ihetcforc 
be  .seeti  as  the  true  test  of  the  connmuid  :uid  control  procc;  ;  at  higher 
levels  of  command. 

Commentary  on  the  Readinf'.s 

In  Command  and  War,  vatt  Crcveld  points  out  that  the  basic 
comnnmd  and  control  problem  is  as  old  as  war  iiscll.  He  u.scs  the 
term  “command  systems”  to  mean  die  oigajii/.alion,  technical  tnetms, 
;utd  procedures  used  by  a  commander  to  cxcrci.se  command,  ;md  he 
identifies  five  factors  that  he  feels  have  cau.scd  llic  great  expansion 
of  Uic  command  and  control  problem  in  recent  years; 
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»  The  evolving  miikcup  of  modem  anned  forces, 

»  The  rapid  dcvclopineiil  of  infomiaiion  technologies, 

V  The  interaction  of  lhe,sc  two  factors  so  as  to  modify  the 
nature  of  comiiuuid  and  control, 

»  The  increased  vulnerability  of  C  systems,  and 
»  The  high  cost  of  C*  systems. 

Has  die  nature  of  cotnmand  and  control  realiy  changed,  us  van 
Creveltl  asserts^  If  so,  in  what  way? 

In  describing  the  responsibilities  of  command,  viut  (acveld 
distinguishes  between  the  function-related  problems  ol  internal 
administration  ;uid  the  output-related  problem  of  accomplishing 
missions  tlespiie  the  opposition  ol  an  enemy.  Is  this  a  useful 
distinction?  If  so,  which  set  of  problems  should  we  expect  command 
and  control  to  help  resolve? 

In  outlining  the  actions  required  for  the  cxcrci.se  of  conmnuui, 
van  Crevcid  in  effect  de.scribes  the  command  and  control  process: 
gathering  infomiaiion,  eslmialing  the  situation,  identifying  olijcclives. 
developing  ulleniativc  courses  of  action,  deciding  on  a  course  of 
auiiiii,  iouisiniiiing  orders  uiuiersiood  by  recipients,  and  monitoring 
execution.  You  may  be  slnick  by  the  similarity  between  his  command 
and  control  process  and  most  descriptions  of  the  military  phuining 
process,  Van  Creveld  will  later  dc.scribe  this  sequence  ;ls  a  procc.ss  in 
which  inlonnaiion  is  used  to  orclie.slraie  men  and  things  loward  per- 
lormiiig  their  mi.ssions  in  war,  but  he  then  di.stinguislics  this 
"raiioiiar  process  Ifom  the  irralioiialily  iiihereiii  in  warfare — iui 
enlcipnse  lhai  depends  on  ;ui  apjical  to  ciiioiional  motives.  Would  vi/n 
Creveld  ayree  that  the  military  plannimt  i>roce.\s  and  his  cotnmand 
and  conn  ol  process  are  really  the  same  ’ 

Di.xon,  in  an  early  ciiuplcr  of  his  tvook  about  incllective  militiuy 
coimiiaiiders,  describes  how  commanders  failed  to  take  early  and 
elleclivc  aclion  during  a  sionii,'  He  explores  the  role  of  the 
coiiiimuidcr  as  iui  inlonnation  jirocessor,  listing  some  of  the  laclois 


'Idsati's  description  if  the  (ireal  Sainaan  Hurrieiine  if  ISftO  is  based 
on  .Stanley  Kotters,  'Iwelve  on  the  Petufort  Seale  Midrose,  l.ot\dan:  ldJ2, 
pp.  .17-5(1.  For  another  aeeouni  .see  Andrade,  Krnesi,  “The  (heat  Samoan 
llurrieune  oj  ISHd,”  Naval  WiU"  College  Review,  .lanuary-l'ehrtiary  IDS  I, 
pp.  7t-S(). 
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that  iiniiingc  on  a  coinniaiulcr’s  ability  in  wadinic  to  act 
cHeclivoly — like  a  ctanjiuter  or  iclephonc  exchanjjc — and  clisLUssiii” 
the  concepts  of  inroniialion  cotitent  (entropy)  and  noise.  |We  will 
rcinni  to  the  concejM  ol  entropy  in  Se.ssion  5  tiurine  consideration  ol 
telcconiniunications.]  /)«c.\  Dixon’s  dini^nini  of  liic  processes  ihiii  o 
eommander  follows  ns  he  nets  ns  receiver,  decision  mnker,  nnd 
irnn.xniitter  <f  informniion  inlecjunielv  porlrny  the  eoniniond  nnd 
control  process'.-’ 

In  contrast  to  most  discussions  about  tiecision  making,  Orr's  liook 
directs  our  attention  to  the  stocliastic  tiatiire  ol  combat.  Ills  liisl 
chapter  lays  the  groundwork  for  this  by  outlining  some  theories  about 
the  nature  of  vrarfarc,  pailicularly  those  of  .Sun  'I'/u,  ('hiuscwil/,  and 
Boaufre.  He  concliKics  by  introducing  some  ol  the  tenets  of  nnuieuvcr 
warlaro.  underlining  the  contrast  between  iho.se  who  .see  their 
objective  as  the  physical  de.siruction  ol  the  enemy,  and  lho.se  wito  .sec 
it  as  the  confusion  and  [xualysis  ol  the  mind  ol  the  enemy 
commtuider,  How  would  differences  oetween  these  objectives  nffeci 
the  coinninnd  nnd  control  proce.xs'.’ 

Levis  and  Aihans  suiwey  the  evolution  in  llioughl  about  comnnuid 
.ind  coalrol  lliat  took  iiiaec  during  ilu'  IvHii's.  Many  ol  the  ide.as  in 
this  keynote  address  belorc  a  rescarcli  symposium  will  be  consitlcred 
during  this  course,  including  the  distinction  between  "[iroce.ss"  and 
"system,'’  the  role  o(  oite's  enemy  as  ;i  factor  in  system  ilesign.  and 
the  disiinciiuns  helwceii  data,  information,  tmd  knowledge.  Would  von 
ni’ree  or  disnyree  with  Levis  nnd  Athnns  who  conclude  ihni  there  is 
ns  yet  no  nyreed  connnnnd  nnd  control  theory,  that  there  tniyhl  never 
be  one,  nnd  yet  the  senrch  for  one  will  still  be  worth  while'.' 

Concept.  Alyorithnt.  Decision  is  one  ol  the  volumes  in  the  .series 
on  Sov  iet  Military  'riioughl,  translated  utider  the  auspices  of  the  D.S. 
All  I'orce.  The  book  atyuji  (jic  theory  and  mell'.od.s  of  decision 
making — is  Irased  on  the  Marxist  doctrinal  premise  that  military 
activity  retiuires  a  scienlifu'  approach  for  the  solution  ol  both 
theoretical  and  practical  prohlem.s,  ;uuj  that  hunnoi  creative  ca[)in 
bililies  are  expecleti  to  increii.se  and  expiuid  in  the  near  lutuiv  ;is  man 
is  liberated  Irom  routine  lunclions  as  a  result  ol  the  automation  ol 
inlormalion  [irocessing,  'I’he  authors  chissily  luililiiiy  decisions  into 
three  ciitegories; 

▼  Infonnation  decisions,  about  what  the  truth  is; 

»  Orgiuii/alional  decisions  about  what  the  .structure  will  be; 


Commuiid  (did  War  »  2 1 


▼  Opcraiioiiiil  decisions,  al'H)ul  how  (o  ac(. 

Tile  llirec  sessions  llial  Idllow  Ihis  one  will  explore  each  ol  (licse 
three  types  ol  decisions.  Do  you  find  dial  nidilaiy  decisions  con  iw 
ideniijicd  os  heiny  ciilier  infonnaiionoi,  orf^onizatiomd,  or 
opcrotioiud'’  Arc  these  distinctions  useful'/  Arc  there  military 
decisions  that  do  not  fdl  into  one  of  tnese  enuyories'.’ 

Rtiniard  linds  Ilia'  [leople  he  considers  lo  he  executives  [vrloiiii 
ilie  lollowiiig  lunclions; 

»  Acl  as  ;i  ceiilor  ol  coinniunicalions  (holli  loritial  and 
iitrnniial), 

»  -Secure  llic  needed  huniiui  scivices.  ;uid 
»  Foniiulatc  ohjoctives. 

The  coininandcrs  in  ti  ittililury  organi/alioii  are  its  executives,  and  iIil 
coittittaiid  tuid  coiiirol  piocess  is  iiiicnded  lo  supporl  llieiii  as  lltey 
carry  oiil  ol  llie.ir  executive  lunclions.  Are  the  three  csecniive 
functions  outlined  hy  Ilarnurd  the  some  fuiu  lions  ihoi  you  find 
iniidory  i  ontmonders  jierjnrniin:f.' 

Required  Reudinps 

van  ('reveld.  ('Iiajiiei  I,  ■‘hitroduclion:  (.)n  Cdonnnaiul.” 

Dixon.  '‘(jeneialslii[)."  (dia[iter  1.  On  the  I’syiiudoyy  oj  Miliiory 
Ineotnpetem  e.  London:  Joiiallian  Citpe,  I‘l7(i. 

(dn.  (di;i|)ler  1,  “Coiiibat  (Jjieralions." 

Levis.  Alexander  II.  and  Atlians.  Michael.  "The  (duesi  lor  a  C' 
Theory:  Dicaiiis  and  Rciililies,"  I'roi  eedinps  oj  the  I  UP/ 
otntnund  and  (.'ontrol  Resciirch  Ssnijiosiuni,  jtp.  7-12,  ami 
Scietice  of  Comma nd  and  Control,  pp.  d-9. 

Dru/liiniii,  V.V.  ;uid  Konlorov,  D.S  "C'la::.silicaiioii  ol  Decisions,’’ 
C'li;i|tlcr  2,  Concept,  Alfiorilhm,  Decision:  De< ision  Makiny,  and 
Automation  (USAh' Iranslalioiid.  Moscow:  Id72, 
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Baniai'd,  Chcsicr  1.  “Tlic  Executive  Functions.”  Cliapler  XV,  The 
Functions  of  the  Executive.  Canihridge,  MA;  Haivard  University 
Press,  PJSl. 

Supplementary  Reading's  on  Command 

‘‘Tlie  Exercise  of  Command,”  Join/  Warfare  of  the  US  Armed  Forces, 
Joint  Pub  1.  Wiisliington,  DC:  Chainiiiui,  Joint  Ciiicfs  of  Staff, 
1‘jyi,  pp.  (In  a  publication  tlial  outlines  the  concepts  of 

joint  warfare,  tliis  short  section  on  coinnuuid  touches  on  issues  o) 
commtuid  structure,  on  the  importance  ol  a  “commander’s 
intent,”  tuid  on  (]uaiiiics  of  leadership.! 

Allard,  C.  Kenneth.  “Paradigms  and  Per.si)ectives,’'  “'I’hc  Roots  of 
vService  Autonomy,”  ;md  “Paradigms  on  Land  and  Sea,”  Chapters 
l-.J,  Command,  Control,  and  the  Common  Defense.  New  Haven, 
CT;  Yale  University  Press,  IWO.  (lit  a  book  about  the  tensions 
helwccit  (he  traditioits  of  Service  loyalty  and  (he  needs  of  joint 
combat,  Allard  begins  by  tracing  the  relatively  autoni'mous 
developments  of  the  anny  and  the  navy  up  to  the  end  of  Wrrrld 
War  1.  He  .shows  how  the  dilferent  combat  environnients  let  the 
Services  to  differing  paradigms  for  command  and  control.) 

U.S.  Marine  Coqis,  “I*hilosophy  ol'  Command,”  in  Chapter  A, 
Warfiyhtinfi  FMHM  1.  Wasltington,  DC:  He;ul(.)Uiir1ers,  U.S. 
Marine  Corjrs,  1989.  pp.  01-65.  (This  .shoii,  useful  mtuinal 
written  when  General  Al  M.  Gray  was  comniiuidiint.  sets  out  his 
philosophy  of  lighting.  The  cxcer]il  .suggested  here  concentrates 
on  “implicit”  communii:ations.  the  encouragement  of  initiiitive  in 
subordinates,  :uid  the  ability  to  thrive  in  the  midst  of  chaos.) 

Davis.  Ruth  M.  “Pulling  C’l  Development  in  ;t  Siralegii.  ;ukI 
Operational  Context.”  Guest  Presentation.  Seminar  on  Command, 
Control,  Communications,  and  Inielli/tence  -fiprintt  FJHH,  pp.  161- 
174.  Ciimbridge,  MA;  Progrtun  on  Information  Resources  Policy. 
Harvard  University,  1989.  |Di.  IDavis  (who  has  been  involved 
with  command  iuul  control  during  much  of  its  hisloi-y)  traces  the 
evolution  ol  comintmd  ;uid  control  that  hcg;ui  in  the  19.5()s.  She 
identilics  improvements  in  “infomiation  Iiandling  technology”  as 
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being  an  iiii|ion<uU  driver  of  dial  cvolulion,  and  witli  raising  (he 
issue  of  who  is  die  real  “on-sccnc”  commander. ) 

Foster,  Gregory  D.  “Conlcinporury  C’  Theory  and  Rescareli:  the 
Failed  Quest  lor  a  Pliilosophy  of  Command,”  Defense  Analysis, 
Vol.  4,  No.  3,  September  19XX,  pp.  201-228.  IFostcr  calls  his 
article  “a  mere  prolegomenon  to  1110017,”  and  indeed  it  is  “a 
fomial  essay  or  critical  discussion  to  introduce  and  interpret  an 
extended  work,”  in  this  case  an  i.ssue  devoted  to  the  state  ol 
command  and  control  theory  and  research.  He  feels  that  a  uni  tied 
theory  of  command  ;uid  control  c;ui  be  addressed  only  alter 
critical  scrutiny  of  the  assumptions  that  underlie  four  cultures; 
Amcriciui  national  culture,  American  strategic  culture,  ;uid 
general  military  culture.) 

Foster,  Gregory  U.,  “The  National  Defense  University’s  Command 
and  Control  Prognun,”  in  Coaklcy,  pp.  64-67  (to  the  end  ot  ihc 
first  full  paragraph,  “...national  security  establishment").  (1987) 
(Feeling  that  theory  is  important  loconimand  and  control  because 
we  live  ill  a  kind  of  global  battlefield  with  new  tensions  belwi  cn 
civil  and  military  authorities,  luid  where  previous  cxpcricnec  may 
be  less  relevant  than  formerly,  Foster  is  looking  for  a  modcni 
theory  of  ctunimuid  and  control  to  supplant  previous  theories  ol 
leadership,  authority,  ;uid  responsibility.) 

f’uller,  .lohii  Ficdcrick  Charles.  Generalshij),  its  Di.sea.se.K  and  their 
Cure:  A  Study  of  the  I’er.sonal  Factor  in  Command.  Foiidoir. 
Faber  and  Faber,  1933. )  In  this  short  hook.  Fuller  summaii/.cs  his 
views  on  the  moral,  mental,  ;uul  physical  qualities  of  suecesslul 
generals  during  ihc  19ih  century  and  the  First  V/orkl  War.  He 
notes  that  generals  are  at  their  /enith  at  an  average  iige  of  forty, 
usually  reaching  their  peak  between  thirty-live  and  loily-l  ve.J 

Supplementary  Headings  on  War 

Herres,  Robert  'f.  “liquipment ,  Personnel  and 
Procedures — Founda.tions  for  Fulurc  C’  Architecture,”  Drineiples 
of  Command  and  Control,  pp.  413-426  (1987).  lOutlincs  the 
prindplc.s  of  connmuiLl  and  contnrl  that  contribute  to  “success  in 
battle,”  emphasi/.ing  that  command  and  control  is  a  dynamic 
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clo.scd-k)(ip  process  lliat  Pikes  place  at  each  level  ul  coniinaml, 
and  coiiLludcs  Hut  the  total  coninund  iuui  euiilrol  process  should 
tlicrclbre  he  seen  as  ;i  multitiered  series  of  related  cluscd-loop 
(hut  iiitcrdcpciulciit)  processes.] 

Clatisewii/,  Carl  von.  “On  Military  Genius.”  Book  One.  Ghupter 
Three,  On  War.  (18.^2)  Priiiccion,  NJ;  Princeton  University  F’rcss, 
iy76.  ICIausewii/  describes  “inilitar,'  genius”  tuid  elaborates  on 
those  aspects  of  intellect  ;ind  .strength  of  character  that  he  feels 
distinguish  the  superior  commander:  courage,  delenninalion, 
presence  of  mind,  a  sense  of  unity,  and  a  power  of  Jiiiignient.  We 
may  wonder  whether  the.se  tjualilies  arc  enhanced,  or  perhaps 
diminished,  by  supporting  C'  sy.slcms.] 


PART  TWO: 


The  Command  and  Control 
Process 


SESSION  2 

Information  Decisions  I 
Intelligence 


T 


Many  iniclli^encc  rcpans  in  war  are  roniradiriory;  even  more  are  false, 
and  most  are  unreriain. 

Clauscwil/.,  On  Wiir 


/  can  speak  from  first-hand  experience.  We  were  enna.tied  in  !ow-lcvcl 
attack.  We  were  rifin  down  on  the  tar^et.s,  bombing  and  strafing  them  at 
treetop  level.  There  were  certain  thinn.i  we  saw  and  reported,  and  yet  it 
turned  oat.  when  we  ^toi  the  photographs  back,  that  we  were  wrony.  And 
if  you  think  that' s  changed  today,  you're  wrony,  because  it  hasn't.  What 
is  reported  about  the  battlefield  or  the  airspace,  and  the  actual  fact  of  the 
case,  may  be  two  entirely  different  thinys.  And  that’s  why  this  is  an  iffy 
business. 


Riclijird  H.  Ellis  (1982),  qiioied  in 
C  'l:  Issues  of  Command  and  Control 


/I  cardinal  rule  in  an  establishment  as  larye  as  the  llepartinent  of 
Defense  is  to  assume  that  first  reports  are  always  wrony.  no  mutter  what 
their  security  ciassificaiion,  no  inaiier  to  whom  they  are  addr'es.se.d. 

Phil  G.  Goulding.  Confirm,  or  Deny 


'There  was  a  time  when  you  had  to  fit  all  that  you  needed  to  say  on  the 
entire  world  every  24  hours  into  four  payes.  It  didn't  imttter  if  it  was  the 
holocaust  in  Cambodia  or  a  Soviet  missile  test.  You  had  to  fit  everyihiny 
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in  four  [miies...J>on' i  confuse  the  ability  to  prepare  intelliftence  in  an 
efficient  M'av  with  j^ettiny  through  to  the  person  you're  tiying  to  reach. 

Lionel  Oliiici.  Es(4.  (19H6),  qiioled  in 
C  'l:  Issues  of  Coniniand  and  Control 


Focus 

TThis  is  tlic  firsi  ol  three  sessions  aboui  the  decisions  lliat  doniinaie 
the  conimaiid  luid  control  process;  wc  will  lierc  examine  the 
inlonnalion  decisions  Ihut  commtuiders  iiiijkc  as  (hey  assesses  Ihe 
siluation. 


Information  Decisions 

Decisions  about  action  must  be  preceded  by  tlccisions  about  the 
situation.  Prior  to  making  decisions  about  wliat  action  to  take, 
commanders  make  decisions  (wiiethcr  they  articulate  them  or  not) 
about  what  is  actually  happening:  about  which  course  events  are 
taking.  Despite  till  the  mcsstiges,  biiel'ings,  and  intelligence  that  ;i 
conimaJider  receives,  it  is  the  comniaJider's  intunnaiion  decision 
about  the  “state  of  nature"  that  becomes  tlie  basis  lor  I'urther 
(opfcrationa!)  dccisiotis,  Cotnmanders  make  decisiotis  on  the  basis  ol 
wliat  tiicy  helicve  is  happetiing.  This  rai.scs  .sotnc  rundiunental  issues: 
how  do  commanders  conic  to  know  what  they  think  they  know?  wliai 
confidence  should  they  have  in  what  they  think  they  know?  luid 
despite  what  they  know  about  recent  events,  what  is  happening  now'! 

C*  systems  arc  in  great  part  devoted  to  provirling  comnianders  die 
inronnalion  tliey  need  to  a.ssc.ss  a  situation.  But  the  unceilainlics  that 
surround  such  niroriiiation  arc  many;  the  inronnation  available  is 
usuaiiy  iiicoiiipieie,  coiiiiiciiiig,  or  luniiiguous;  ii  ohen  arrives  iaie, 
alter  having  been  trairsinittcd  impcrrcctly  or  received  with  error;  luid 
it  may  be  misunderstood  or  misinterpreted.  Even  Ihough  a 
commiuidcr’s  uncertainties  about  an  event  arc  usually  rcduccti  over 
time  following  die  cvent--as  amplitying  and  clarilying  reporis  are 
received  and  understood — conimunders  usually  have  to  make  ujr  their 
minds  about  what  action  needs  to  be  taken  long  belorc  the  situational 
uncertainties  c;ui  be  resolved  completely. 

Commanders  arc  cotilinually  making  intbnuation  decisions  that 
delinc  the  current  situation  as  they  see  it.  Yet  in  nuuiy  military 
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siUiatioiis,  bolli  in  >ui(J  during  crises,  llic  crilicul  judgcinenl 

may  he  whether  llie  situation  has  duinitcd  sut'ficiciuly  to  jiisiity 
drawing  conclusions  that  enemy  strengths,  enemy  ohjectives,  or 
ciicmy  mlcs  of  engagement  have  now  altered.  Thus  the  evaluation  of 
new  infomiation  in  tlie  context  of  the  patterns  of  tlie  past  needs  to  he 
ttccompanied  hy  a  willingness  to  rccogiii/e  that  those  patterns  may 
now  have  changed.  The  tmikiiig  of  .such  evaluations  benefits  Irom 
close  iuid  frank  cooperation  between  the  operations  luid  intelligence 
portions  of  a  commander’s  staff  and  may  reveal  the  need  to  employ 
additional  sources  to  support  the  commander’s  ability  to  make 
reasonable  infonnation  decisions. 

Although  the  command  and  control  process  may  .seem  similar  at 
all  levels,  it  has  a  different  focus  at  each  echelon.  Al  higher  levels, 
policy  cun, sequences  guide  deci.sion  making;  at  lower  levels,  survival 
and  mission  accomplishment  dominate.  Infonnation  is  needed  both 
lor  planning  and  for  execution.  At  all  levels,  prudent  comimuidcrs  try 
to  atUicipatc  likely  situations,  think  them  through,  ;uul  create  plmis  to 
deal  with  them;  problems  that  have  not  been  thought  through  in 
advance  arc  less  likely  to  be  solved  effectively  under  the  pressure  of 
a  rapidly  evolving  situation. 

If  the  several  levels  in  the  chain  of  command  are  provided  with 
e.s.scntially  identical  portrayals  oi' actions  by  both  enemy  and  frietidly 
forces,  their  ability  to  discu.ss  with  one  another  their  a.s.scssments  of 
evolving  situations  will  Intvc  been  greatly  facilitated  tind  the 
likelihood  of  mind-to-mind  communications  between  them  will  have 
been  cnlianccd.  If  they  already  share  a  common  appreciation  for  the 
significance  of  unlblding  events,  they  arc  more  likely  to  achieve  a 
common  understanding  of  what  is  actually  happening. 

The  degree  to  wl.ich  fresh  reports  are  fully  understood  depends 
to  .some  extent  on  the  amount  ol  previous  inlormation  exchange. 
While  we  customarily  visualize  a  report  as  Inui.sporiing  the 
infonnation  contained  vrithin  it,  we  should  really  think  of  a  report  as 
announcing  to  its  receiver  which  one  of  the  po.ssibic  situations 
already  visualized  by  Ixith  sender  and  receiver  is  now  actually 
occurring.  Tfius,  when  a  truly  unexpected  situation  ari.scs,  we  should 
not  he  surprised  to  find  that  a  reporting  system  has  to  work  much 
harder  if  it  is  to  convey  effectively  infonnation  that  is  indeed 
unanticipated. 
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Two  recent  technological  developments  have  significjuitly 
affected  Lite  tcnipti  of  tlte  command  and  control  process.  The  first  is 
that  modem  forces,  employing  stealth  and  high  speeds,  c:m  be 
generated  and  applied  over  great  distaticcs  in  a  matter  of  hours  or 
even  minutes,  with  strategic  consequences.  Tlic  .second  development 
is  that  a  superpower  now  has,  literally,  worldwide  surveillance 
coverage  of  potentially  hostile  forces  and  activities.  Taken  together, 
these  developments  have  vastly  ctilarged  the  amounts  of  inlbmiation 
that  can  be  brought  to  bear  on  a  problem  and  have  greatly  accelerated 
the  speed  with  which  intelligence  is  needed  or  expected  by 
comimuidcrs. 

Much  surveillance  data  is  converted  into  comprehensible  lomis 
and  lused  with  other  data  luid  tlten  distributed  to  interested 
commanders  in  the  field.  TTiis  system  is  maturing  and  changing:  new 
technologies  now  facilitate  greater  tailoring  of  infoimation  for  field 
commimders;  the  same  raw  data  is  increasingly  used  to  develop 
“strategic,”  "theater,”  and  “tactical”  intelligence.  Several  risks  remain: 
that  analysts  at  one  level  will  not  always  recognize  which  data  has 
tactical  significtuicc  for  commanders  at  oUicr  levels,  and  that  muilysis 
at  all  levels  will  focus  so  na.iTowly  on  current  infcHigcncc  dial  they 
will  be  blind  to  indicators  tltat  should  pmvide  Uicm  long  term 
strategic  wanting. 

People  closer  to  the  scene  of  action  arc  assumed  to  be  .somehow 
better  informed  about  what  is  happening  there.  Commiuidcrs  whose 
forces  are  in  contact  wilJi  those  of  an  enemy  .should  indeed  be 
receiving  iiifonnalion  about  the  enemy  from  lho.se  forces. 
Coniintuidcrs  at  the  scene  ol  action  arc  directly  aware  of  local 
cnviroiuncnlal  condilions  and  how  such  conditions  cat  pennit  or 
inhibit  actions  on  each  side.  During  combat,  local  commanders  arc 
also  awimc  of  the  sirccific  types  of  weapons  being  u.scd.  a  factor  to  he 
considered  during  battle  damage  asscs.sincnts. 

Those  at  the  scat  of  govcrimient  as.sumc  that  a  liiciiler  cotiimundcr 
is  knowledgeable  alxml  local  cnvironmonl.s  <uid  about  the  kinds  of 
infomialion  needed  by  the  forces.  From  the  perspective  of  those  at 
tlic  scat  of  govcnuncnt,  a  tlieatcr  commander  Ijikcs  on  the  appearance 
of  ati  “on-, scene”  commander  and  is  presumed  to  t)c  engaging  in  a 
detailed  management  of  the  application  of  force.  To  satisfy  thc,sc 
expectations — which  may  oi  may  tun  be  justified — theater 
conmiajidcrs  ciui  be  expected  to  loccomc  more  vigorous  in  seeking 
iiifoniiution  from  oii-sccnc  commandci>;. 
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Intelligence 

Much  (hut  by  no  means  all)  of  ihc  inlonnation  on  which  a 
commander  relics  to  make  decisions  is  provided  by  intelligence 
olTiccrs  ruul  derived  fnim  the  intelligence  process.  In  that  process, 
inlonnation  rarely  moves  in  its  raw  state  directly  from  sensor  to 
decision  maker;  it  pa.sscs  not  only  through  the  “links”  in  a  rcpoiling 
system  hut  is  processed  at  system  “nodes,”  where  it  is  filtered, 
correlated,  and  analyzed:  three  functions  that  may  be  performed  at 
one  point  or  at  several.  The  observations  gathered  by  sensors  arc 
likely  to  f)c  numerous,  so  filicriiiii  is  used  to  suirpress  repoils  lltal  arc 
redundiuit  or  that  fall  outside  some  reporting  threshold.  Establishing 
thrc.sholds  to  limit  the  frequency  of  rc|ioi1s  or  to  .specify  the  range  of 
acceptable  values  may  he  important  as  control  mechanisms,  but  sucli 
thresholds  need  to  be  reevaluated  as  the  situation  changes  so  that 
necessary  hut  unexiicctcd  inlonnation  will  not  be  nilcfed  out. 

Correlation  is  the  process  ol  establishing  whether  the  .same  object 
is  die  subject  of  different  reports:  reports  by  dificrcni  scirsors  ai  the 
same  time,  by  die  same  sensors  at  different  times,  or  by  differenl 
sensor.'-  at  different  times.  Whether  or  not  two  reports  refer  to  the 
siune  object  is  not  always  obvious,  and  much  ol  the  correlaiion  cl  fort 
has  therefore  to  be  directed  toward  making  such  dcienninatioiis. 
Because  reporting  delays  may  vary,  observations:  made  ai  the  s;mic 
time  may  reach  users  at  different  times,  so  the  conelaiion  proce.ss 
needs  to  acct)unl  for  this  lack  of  synchronicity.  The  ideniification  ami 
removal  of  “ghosts,”  non-existent  targels,  as  well  as  lafse  targets 
introduced  by  enemy  deception,  arc  sometimes  aiicmpled  during  die 
correlation  process.  Correlation  may  al.so  try  to  establish  posilioiis, 
movement,  identities,  and  perhaps  the  slate  of  rcadinc.ss,  Unccnainties 
exist  here,  loo,  and  some  corrclaiions  may  be  icnlaiivc  or  made  with 
less  than  full  conlidcncc.  When  coinmiuidcrs  urgently  need  to  decide 
what  is  happening,  they  may  di.scounl  or  complelcly  disregard  .such 
uiiccrtaiiilies.  One  of  the  tough  challenges  of  (3*  system  design 
continues  to  be  the  creation  ol  graphic  displays  that  poifray  the 
degree  of  uncertainty  that  remains  after  the  correlation  process. 

A  third  process,  which  takes  place  al  die  commander’s 
headquarters  as  well  as  ai  nodes  .somewhere  lictwccn  Ihc  sensors  luid 
the  comnuuidcr,  is  analysis,  the  drawing  ol  inlercuces  from  currclalcd 
data.  Such  inferences  might  concent  ;ui  enemy’s  intentions,  tactics, 
or  rules  of  engagement.  (Jncertaintics  exfst  here  as  well,  because 
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important  inloniialioii  may  ;,till  lie  outside  llie  system,  or  Irceaiise  lire 
r'  system  itself  may  not  he  transmitting  or  presenting  tlie  available 
inronnation  with  sulTieicnt  lldclity. 

Ami  if  the  unresolved  uneeil  liniics  were  not  enough,  the 
eommtmder  needs  to  reeogni/.c  that  the  iiroeesscs  td  lilteriiig. 
conelation,  ;uid  analysis  arc  themselves  impertect,  that  ;ui  active 
enemy  may  he  engaging  in  tlcecplion.  anil  that  commandeis’ 
decisions  will  he  made  on  the  basis  ot  infomiation  as  pcrccivi’d 
through  whati'ver  biases  shape  ilieir  thinking.  Bccau.se  <d  hi.siorie 
lailures  hy  govcnimcnts  and  eominandei's  to  reeogni/e  indications  of 
warning,  having  been  "blinded"  by  current  (oreven  past)  inteliigeiice, 
some  people  have  postulated  (hat  the  failure  of  wanting  is  inevitable. 
If  the  failure  of  waniiiii;  is  not  incviiahlc,  what  ttiii^hi  he  done  u> 
reduce  the  likelihood  of  such  failures’.' 

“Fusion”  is  the  iniicess  ol  integrating  infonmiiioit  ftotn  one  two 
or  tiiore  .sources.  “Fusioit  centers"  filter,  correhite.  ami  ;tii:tly/e 
intonnation  Iroiii  a  variety  of  sources,  and  act  now  ;ls  nodes  in  the 
tictwork  of  infomiation  How  to  a  numix’i  of  commanders.  Fusion 
centers  htive  been  used  to  facilitate  wider  distribution  ol' inlormaiion 
derived  from  sensor  systems  with  severe  securily  coitsiraiiii.^,  'I'lie 
lusion  process  iinikes  possible  the  introductio.n  of  .such  inlonimlion 
whetiever  .sources  with  tow'or  security  levels  could  have  been  the 
source. 

Fusion  centers,  however,  usually  do  not  carry  out  o]X'raiional 
tasks,  and  although  they  provide  filtered,  correlated,  and  aiiiily/ed 
intonnation  to  a  tiimihcr  ol  coimnanders,  they  are  ticcessiirilv  under 
the  command  of  only  one  of  them  (or  .sometitnes  none  ol  them).  T  o 
this  extent,  an  im|rortanl  part  of  the  (''  system  th;ti  supjioris  some 
coimmuiders  nmy  be  beyond  their  diiect  or  even  itidireci  control. 
Nevertheless,  any  commandei  semed  by  ;i  lusion  center  should 
allempt  to  influence  that  center  lt>  make  its  intermediate  inlorinaiioii 
decisions  in  a  way  that  conlonns  to  the  cominatider's  sense  ol 
priorities.  Just  because  the  s;ime  raw'  d;ii;i  may  yield  inlormaiion 
uselul  to  several  echehms  ol  comniiuid,  it  cannot  be  tcssinned  lluil  all 
analysts  will  be  able  lo  recstgni/e  its  signilicatice  lor  e;ich  commander 
.served. 

As  inlormaiion  Hows  from  sensor  lo  commander,  there  is  a  sense 
ol  irrogress  from  data  to  inlonnatioii  to  knowledge.  In  a  relaled  hui 
dillerenl  sense,  inlonnalion  that  Hows  Irom  the  bottom  ol  an 
organi/.aiion  to  the  top  usually  (but  not  always)  becomes  more  ;ig- 
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gro<iaicii.  Hul  all  inlonnalimi  is  mil  equally  uiKlerslcHKl.  useliiK  or 
vakiahie.  To  he  understood,  il  needs  In  he  tlisplayed  in  lemis  dial 
inaleh  the  cominander’s  logic;  to  he  useful,  il  needs  to  he  aggregated 
al  the  level  appropriate  lo  the  types  of  decisions  hcing  niatlc;  and  to 
have  value,  il  needs  to  lie  rcliahle,  timely,  and  relevaiu  lo  some 
decision  that  the  cotiimander  will  make.  Ever  where  fu.sion  centers 
exist,  there  arc  tilways  iwo  fusion  problems;  the  fusion  of  all-source 
infonnalion,  which  t;ikcs  place  al  the  fusion  center  iiscH,  and  each 
comnuuuler’s  merger  of  rhal  infoniiation  with  the  inlonnation 
received  ilireclly  from  sources  under  their  control. 

In  a  hierarchical  organi/.ation,  authority  is  deicgaled  i;)  suhor- 
dinaic  commanders  lo  take  action  within  .some  area  ol  discretion. 
Such  a  delegation  of  authority  to  take  action  has  also  been  inlerjuctetl 
to  imply  that  siihortlinatc  cumiiuutdcrs  have  simihir  discretion  to 
screen  out  inlonnation.  Yci  senior  commanders,  looking  to  their  own 
decision-making  needs  expect  suixirdinalc  commanders  lo  luniish 
them  full  inlonnation.  On  the  as.sumpition  (hat  the  amount  of  real 
control  by  each  echelon  is  somehow'  re.hiicd  to  the  amount  of 
inlonnation  there,  some  suboidinale  commanders  avoid  sending  ii]) 
unevaluttied  infonnation  ttiul  .send  only  wdial  they  believe  then  seniors 
want  to  hear.  They  are  concerned  that  as  more  infortnalion  goes  up, 
less  authority  will  tv  delegated  downward. 

To  counter  this  tciulency,  some  .senior  comimuiders  have  sought 
out  infonmition  hy  separutc  means  in  ordci  lo  view'  it  iroiii  their 
higher  perspective.  They  do  so  hecau.se  they  are  al.so  aleil  lo  the 
possibility  that  suhordinaie  coinnianders.  operating  with  ti  diffeie.nl 
perspective,  might  overlook  or  misinlerpiet  llic  sigiiilicance  ol  some 
of  the  infonnalion  tit  their  dis[iosal.  A  senior  coiiunandei  might 
employ  what  van  ('revcld  (on  p,  7.3)  etills; 

a  diiected  te!-sco|ie  wliicli  he  eaii  direei,  at  will,  at  any 
part  ol  the  eir  iiiy's  foices,  ttie  terrain,  or  his  own  annv  in 
order  lo  bring  in  iiilornmlion  that  is  not  only  less 
.sirncliired  than  lluil  pas.sixl  on  hy  the  iioiinal  elianiiels  bill 
also  tailored  to  meet  Ins  inomeiilaiy  (and  .speeilic)  needs. 

The  conventional  view  ol  command  iunl  conirol  is  that  it  is 
“iiilormalion-inlensive,"  driven  hy  increasingiunounis  oi inlorrmitioit 
“pushed’  Ihrougli  C  systems  hy  sensors  ;uul  hy  reporting 
coitimanders.  This  Hood  of  intoniiatioii,  carefully  reviewed  ;uul 
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analyzed,  is  assumed  to  fonn  (lie  basis  for  aclioii.  Trie  allcriialivc 
view  is  that  command  and  control  is  really  “inlbmial ion- decision 
inicnsivc,”  and  (hat  da  isian  making,  not  inlonnation,  is  the  key  to 
comnnuid  and  control.  In  tliis  view,  iiilbnnation  ought  to  be  seen  as 
having  been  “pulled”  out  ol  the  syiiem  by  commanders  who  have 
requested  it.  Such  commanders  liave  first  identified  tlic  decisions  they 
can  expect  to  make,  then  detennined  what  infonnation  might 
reasonably  be  expected  to  contribute  to  Uic  quality  of  those  decisions, 
and  finally  actively  sought  out  such  infomiation,  either  by  using  ibeir 
own  resources  to  obtain  it  or  by  requesting  from  higher  operational 
commanders  whatever  essential  clemciils  of  infonnation  (EEls)  were 
unobtainable  by  their  own  resources. 

Tlic  seeking  of  inlonnation  includes  not  only  requesting  it  from 
lusion  centers  and  .senior  commanders,  but  allocating  .some  portion  of 
one's  force  for  employment  pnmarily  in  collecting  and  repoiling 
inlonnat'oti  to  .support  one’s  own  deci.sion  making  needs.  In  either 
case,  it  becomes  nccc.sstiry  to  .suppre.s.s  whatever  infonnation  is 
irrelevant  so  that  repotting  and  analysis  systems  (;is  well  as 
commanders  and  their  stalls)  can  concentrate  primarily  on 
inlonnation  essential  for  decisions.  Both  the  “infonnation  intensive" 
and  the  information-decision  intensive”  scliools  of  thought  are  active. 

Among  the  new  factors  that  comimuKlers  may  have  to  lake  into 
account  is  the  so-called  “CNN  effect,”  the  possibility  that  widely 
available  open-source  information  might  influence  the  commander’s 
decision  making.  As  a  result  ol  swill  dis.scminalion  of  open-source 
infonnation  about  contemporary  events  (luid  even  about  reactions  to 
those  events  by  foreign  governments  luid  by  senior  oflicials  in  our 
own  goveniineni),  commanders  may  now  have  more  insight  about 
events  dcscri'ricd  in  cliissilied  inlclligciice  reports  ;,uid  in  classified 


laSKing  (iircclivcs,  ■  cl  liicrc  is  a  osk  liiai  trie  coiitiiiuuu.s  “opeii-inie” 
nature  ol  such  real-time  reponing  may  encourage  commanders  to 


defer  making  their  inlonnation  deci.sions  because  of  the  expectation 


that  .some  clarifying  repoil  may  .shortly  arrive. 


Commentary  on  the  ReaJiiii^s 

Van  Ereveld  characteri/cs  tlic  period  prior  to  IXOO  as  the  “.Stone  Age. 
oi  Coinimuid.”  As  the  enduring  [larameler  that  governs  .strategy,  he 
idenlilies  infonnation  about  one’s  own  forces,  about  the  enemy’s 
lorces,  ;uid  about  the  environment,  lie  emphasizes  that  the  rate  of 
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change  of  inl'omiatioa  varies,  and  tha(  linu’liin'ss  of  inlclligeiicc 
depends  hntli  on  the  speed  with  whieli  inlnnnation  can  iravcl  mid  on 
the  rale  ol  cl'angc  of  the  infnnnation  itself.  The  factors  tliat  affect  the 
rate  of  change — mobility,  speed  of  deci.sion  making — and  the  factors 
that  detcmiine  the  rate  at  which  information  can  travel  arc  different, 
but  both  need  to  be  kept  in  mind.  He  notes  the  kind  of  tradeolTs  tiiat 
have  tdways  existed  between  speed  of  transmission  and  reliability  (or 
capacity). 

As  he  will  throughout  his  book,  van  Creveld  reminds  us  that 
there  arc  always  two  problems  for  tire  commander — liow  to  light  the 
enemy  and  how  to  exist  in  the  field — and  he  considers  the  latter 
problem  to  be  the  greater.  He  concludes  that  staffs  were  originally 
intended  to  relieve  commmidcrs  of  the  administrative  detail  of  the 
day-to-day  running  of  annics.  As  for  fighting  ;m  enemy,  vmi  Creveld 
believes  that  because  of  the  primitive  nature  ol  coinmunicatioiis, 
commanders  liavc  historically  tried  to  position  theiu.sclves  on  the 
battlefield  where  they  could  exercise  control  over  the  forces  at  the 
phice  that  was  expected  to  become  the  decisive  point.  He  concludes 
tliat  the  Romans  developed  the  mo.si  successful  solution  to  hattlclield 
command  problems  by; 

»  Relying  on  standardi/.ed  foniiations, 

»  E.stubli,shing  proitcr  organi/alion  at  the  lowc.st  level, 

▼  Employing  a  fixed  repertoire  of  tactical  movements,  and 

▼  Diffusing  authority  in  order  to  reduce  the  need  lot 
detailed  eonirol. 

Would  you  expect  to  find  such  a  command  "style”  to  he  equally 
effective  today? 

1  he  assigned  cliapter  in  Concept  discusses  iiifonnalion  sources, 
infonnation  channels,  mid  the  logic  hy  which  iiifonnalion  decisions 
are  made.  The  authors  characleri/,c  inlonuuiion  .sources  liy  their 
range,  completeness,  accuracy,  and  reliability.  Infonnation  chmincls 
arc  subject  to  both  technical  distortion  mid  .semantic  distortion,  d  he 
chapter  then  outlines  in  some  detail  three  different  logical  methods 
that  commmidcrs  miglit  use  to  arrive  at  :m  infonnation  decision: 
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▼  Correlation  (comparison):  assessing  the  probahilily  of  (lie 
irutli  ol  reports  hy  comparing  them  to  a  priori  iJircsIiolds 
based  on  experience; 

▼  Filtration:  lonnuliiling  possible  decisinns  hcldrchand, 
identifying  their  characteristics,  mid  deriving  weighted 
parameters  against  which  rc|X)ris  are  compared; 

▼  Situaiioi!  (patlcni)  recognition:  lorecasiing  outcomes 
based  on  past  experience  in  mialogous  circumsiiuiccs. 

7’hc  authors  illustrate  these  three  methods  of  decision  making  by 
showing  how  they  were  used  by  characters  in  mi  American  novel. 
How  does  the  method  that  a  eontmander  uses  to  orrive  at  itiforniatioii 
decisions  make  a  difference  in  the  desiftn  of  ("’  systems  that  support 
him? 

In  his  second  cimpler.  Orr  attempts  to  build  a  iixulel  ol  conibal 
opcralions.  He  applies  various  theories  of  warlare — a.s  well  ;ts  liie 
obscrvalion-orientation-dccision-action  miKlel  oJ  John  Boyd  ami  ll.c 
tlicrmodynauiic  model  of  J.  Lawson  —to  postulate  what  Orr  calls  the 
’■combat  operations  procc.ss  model."  ponrayed  in  his  llgure  4,  He  then 
idottlilics  two  sub.sidiary  models  -a  "power  distribiitioii  modcr' 
(really  a  motid  ol  combat,  to  be  lully  described  by  (Jrr  in  his  next 
chapter)  ;ui()  a  “tnilitary  problem-.siilving  process  model"  (in  elleci, 
a  decision-inaking  model).  He  ilicn  describes  various  theories  ol 
inlormation  processing  ami  decision  making.  Do  you  find  his 
"comhat  operations  process  ntodel"  tis(ftd'.’  Which  of  the  methods  of 
dei  isioit  makitif’  that  tie  desi  rihes  most  resembles  the  way  \ou  find 
decisions  in  tually  heiny  inode? 

I'aurcr  rlesciitvs  and  di.scus:a:s  the  lunctioning  ol  tiu'  National 
.SecLirity  Agency,  ;uid  how  signals  inlelligeiice  suirpiorl.s  the  military 
conimamier.  fie  discusses  the  role  ol  liision  centers,  how  automation 
Ikis  accelerated  tlicir  develo|)meni,  and  how  cenlraii/aiioii 
decenlrali/alion  issues  iirise.  l>o  you  apree  with  his  conclusion  that 
intermediate  fusion  centers  ore  preferable  to  direct  delivery  to 
laciiciil  commanders'.'  What  ore  the  counter  arguments  tn  favor  of 
direct  delivery'-' 

Iniiiiiii  reviews  the  intelligence  comiiiuiiily's  evolution  during  the 
I'J.SOs.  Iribiis,  ami  lh7t)s.  lie  highlights  the  scvenil  balances  that  i.eed 
to  be  struck  between: 

▼ 


(.ailleclion  ami  analysis. 
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▼  Majiual  ;uul  niadiiiic-assislcd  operations,  ;uiil 

▼  Protection  of  sources  luul  wider  tivaihihility  ol 
iittclligence  products. 

He  refers  to  tlie  tiuge  volumes  of  data  generated  during  a  crisis  whicli 
can  he  dutiiped  on  coniinatiders  and  their  ttilelligence  staffs,  tuid  hints 
that  while  “fast  and  accurate"  intelligence  is  desired,  what  is  needed 
is  the  skill  to  recogtii/c  t|tiickly  what  is  relevant  ;uid  wlial  is  tiiil.  Is 
this  consistent  with  your  own  experience'' 

Rcadint’.s 


Required  Rcadinp,s 

van  C'rcvcld.  ('hapler  2,  "'I'he  .Stone  Age  ol  ('ominand,  ' 

Uru/'liinin,  V.V.  ;ui(l  Knntorov,  D.S.  “Inloriinitiuii  Decisions,'' 
Chapter  .C  Concept.  Algorithm,  Decision:  Decision  Making  anil 
Automation  (USA!''  tntiislation).  Moscow;  1972. 

Urr.  Chapter  II.  “C'l  tuid  the  Cotiihal  Oixuations  Pnice.ss,'' 

l  aurer.  Lincoln,  "'rite  Role  ol  Intelligence  within  (''I.  "  in  (!uakley, 
pp.  32.C.L^4, 

Ininan,  b.K.,  "Issues  in  Intelligence,”  in  Coakiey  jii).  309-3 14. 

Suppletnenrary  Readi/igs  on  Injorniation  Derisions 

Wooiicoek,  ti..K,  "indications  anti  Wiimiiig  as  an  injiui  to  the  C* 
Process,"  from  I'roceedings  oj  the  R>d7  Command  and  Control 
Research  .Symposium,  pp.  X3-92.  and  .Saem  f  of  Command  lotd 
Control,  pp.  22-47.  |An  atieiii|il  to  close  Ihe  gap  Itclweeii  Ihe 
comiinuid  tuid  control  ol  forces,  tind  the  indications  ;ind  warning 
activities  that  convert  sen.sor-derived  rlata  into  alerts.  Wtaxlcock 
suggest  that  catastrophe  theory  -which  deals  with  sysletns  in 
which  iititiute  chatiges  result  in  sli;ir[)  disconliititilies  may 
provide  ittsighls  into  the  environment  of  lut'dern  comhitl.l 
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Waltz,  Kdwurd  and  Buedc,  Dennis  M.  “Data  Fusion  aiid  Decision 
Supi'xirt  for  CommiUid  and  Control,”  Principles  of  Command  and 
Control,  pp.  213-236  (I9S6).  [Distinguishes  the  data  lusioii 
function  that  assists  commanders  performing  situation  assessment 
(equivalent  to  our  “information  decisions”)  from  the  decision 
support  function  tliat  assists  coiniinmdcm  doing  alternative 
analysis  (equivalent  to  our  “operational  decisions”),  ;uid  tipplies 
Wolil’s  stirnulus-hypolhesis-option-rcsponsc  (,SHOR)  paradigm, 
which  emphasizes  this  distinction.  They  identify  typical 
parameters  for  three  different  tactical  situations— naval,  air,  and 
ground — and  dcscrihe  tlic  u.sc  of  data  fusion  and  decision  support 
in  each,] 

Jervis,  Robert.  Perception  and  Misjierceplion  in  [niernaiiona!  Polit¬ 
ico.  [’rincclon,  NJ;  Princeton  University  Pre.ss,  1976.  | Describes 
the  decision-making  process  tit  the  policy-making  level,  and 
emphasizes  ilic  irnporltuicc  ol  understtUKling  liow  allcnialive. 
actions  might  he  perceived  by  others.] 

Baniai'd,  Chester  1.  “The  Theory  of  Oppoiluni.sm,"  Chapter  XIV.  The 
Titnetions  of  the  Executive.  Ciunhridge,  MA:  Hai'vard  Universily 
Press,  19.31.  |Dc, scribes  the  analysis  that  precedes  rlccision 
making  as  the  process  of  "linding  what  conditions  arc  signilicanl 
to  the  atiainincnt  o(  the  tiesired  piuTrosc.”  Barnard  describes  thal 
process  as  a  search  for  the  “strategic  factors,”  who.se  control  will 
establish  the  set  ol  conditions  thal  accomplish  the  jruq^osc  of  the 
organization,  j 

lOlstoy,  !  .CO,  War  /jnd  Pettce.  (  Ihc  Battle  o!  Borodinot  Part  (ot 
Book)  X,  Chaplers  XXIV  to  XXXIX,  and  Part  (or  Book)  XI, 
(.'hapters  I  and  II.)  [Conveys  a  scn.se  of  the  uncertainties 
surrounding  combat  operations,  in  this  case,  at  Boroilino.  The 
novelist  describes  the  tirrival  ol  reirorts  that  advised  Na|Toleon 
and  Kutuzov  ol  the  clitinging  situation,  as  well  as  of  Ihc  frequent 
and  urgent  requests  tiicy  received  for  reinlorcemcnis.j 

Supplementary  Reudinps  on  Intellifience 

Rcchlin,  Fberhardt.  “Command  tuid  Control  in  the  Years  2()(K)+," 
Principle.s  of  Command  and  Control,  pp.  4(>4-47()  (1987). 
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IRcchtiii  describes  the  increasing  use  of  wide  area  survciliancc 
systems  and  predicts  tliat  tlie  widening  of  combat  bori/diis  will 
shrink  the  autonomy  of  commanders  at  llic  scene,  suggesting  dial 
some  oUier  organizational  changes  are  likely  to  result  as  well.  He 
further  speculates  that  to  avoid  the  effects  of  an  opponent’s  wide 
area  surveillance,  tlie  collocation  of  operational  commanders  with 
large  headquarters  staffs  will  be  unwise,  and  that  future  command 
conligurations  may  come  to  resemble  those  of  guerrilla 
comnu'uiders,  in  recognition  of  the  fact  dial  the  incrciLsing 
avtiilahiliiy  of  wide  area  surveillance  has  an  iiiijioilancc  lor 
comnniiid  luid  control  far  beyond  that  of  providing  additional 
infonnation.] 

Layton,  Edwin  T.  “And  /  Was  There":  Pearl  Harbor  and 
Midway-  -Hreakiny,  the  Seerets.  New  York;  William  Morrow, 
198.3.  D7fi7.92.L39  1985.  [A  lirst-per.son  account  of  the  role  of 
radio  intelligence  prior  to  llic  Jap;uie.sc  attack  on  Pearl  Harbor 
tmd  throughout  the  war  in  the  Pacific,  by  die  intelligence  officer 
on  ttic  .statl  ol  the  C-ommander-in-Ohiel,  IJ.S.  Pacailc  Plect.] 

Daniel,  Donald  C.  and  Herbig,  Katherine  L.,  cds.  Sirateyie  Military 
Deception,  New  York;  Perganion  Pres.s,  1982.  |A  collection  of 
articles  that  examine  the  role  of  deception  in  warfare.) 

Wohlstetler,  Roberta.  Pearl  Harbor:  Warning  and  Decision.  Palo 
Alto,  CA;  Statiford  University  Prc.ss,  1962.  |  Details  the  wumings 
of  the  Pearl  Harbor  attack  available  at  the  time  to  U.S.  decision 
makers,  who  were  neveilhelcss  .surpri.sed  in  the  midst  ot  waniing 
sigruUs.  The  book  is  based  on  congressional  hetirings,  ofllcitil 
histories,  ;uid  the  personal  memoirs.  It  vividly  outlines  the 
difficulty  in  recognizing,  selecting,  :md  correctly  inlerjireting 
rclcviuil  inlomiation  in  the  pre.scncc  of  noise,  'flic  auirior 
recommends  that  we  accejit  the  cxi.stencc  of  uncertainty  and  leant 
to  live  with  it.  A  more  recent  hook.  Pearl  Harbor:  Firuil 
Judgement  by  Henry  C.  Clausen  (apimintcd  by  the  Secrehu-y  of 
the  War  to  inve.stigatc)  and  Bruce  Lee,  New  York:  Crown,  1992 
(D767.92.C58  1992),  focu.ses  on  the  failures  of  individuals,  on 
the  .shortcomings  of  faulty  procedures,  on  die  lack  of  genuine 
sharing  ol  infonnation  between  die  .Services,  and  on  the 
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ciifficuliics  caused  hy  iJic  s|')ccial  Imiullinj;  imposed  on  tlic 
distribution  of  information.] 

Clauscwitz,  Carl  von.  “Intelligence  in  War,”  Book  One,  Chapter  .Six, 
On  War.  (1832)  Princeton,  NJ:  Princeton  University  Prc.ss,  1976, 
|T;iking  a  skeptical  view  of  intelligence,  Claii.scwitz  discus.ses 
.some  of  the  factors  that  tend  to  reduce  the  quality  of  intelligence 
repoils  and  to  ininimizc  their  iiscfulne.ss  when  received.  He 
suggests  that  because  people  tend  to  believe  bad  news  more 
readily  than  good  news,  they  should  err  on  the  side  of  hope 
rather  th;ui  of  fear.) 


SESSION  3 

Organizational  Decisions 


V 


Cumimiid  and  ivnirol  involnw  a  koihI  many  llilii)-.'!  tliai  yon  don'  i  nortnaHy 
think  uhnni:  an  origan izai ion  for  derision  ■niaktnt>:  a  sinicinrc  dun  ymi  hold 
inviolate  for  die  Iransmission  of  insirnriions  downward-ahhoniih  you  ran 
skip  erhclons  on  the  way  up  for  information  purposes,  and  people  who 
understand  the  mission,  who  are  drilled  in  the  dortrine  and  the  proredto  es 
that  runstiiuie  teamwork. 

Ricluiul  G.  Stilwi'll  (198.').  <|i)<)lc;il  in 
C  'l:  l.'isues  of  Command  and  Control 


What  makes  an  oryanizaiion  work'.’  It  is  the  men  who  rompo.w  it!  'I'hejtiwi 
thiny  you  have  to  work  out  is  whether  or  not  the  people  at  the  top  are  not 
only  y,oini’  to  he  a  fine,  imetioekina  merhatnsm  themselves  hut  whether  their 
example  is  yoiny  to  fto  on  down  throunh  the  whole  oifianization,  to  make  for 
you  a  surrcssful  fifthtinn  team. 

Dwight  D.  Fi.scnhnwci  (1950), 
AiJdrcs.s  tu  the  Nalinnal  Wiu  College 


Idin't  partition  ( .sy. stems j  hy  slirinp  ihroity.h  repions  where  hi*th  rates  of 
tnformation  exchange  are  reepdred. 

liherlijirdi  Rcduiii  in  .Sy.stem  .Anfiitei  lini; 
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Focus 

In  Uiis  session  wc  ex:iinine  the  organizational  options  available  to 
a  joint  eoinmander  (or  the  orgimiz.ation  of  forces,  and  wc  discuss  the 
implications  that  a  conimandcr's  organizational  structure  has  lor 
command  and  control. 

Organizational  Decisions 

Organizatiotial  decisions  cstahlish  a  chain  of  commiuid — the  line  ol 
aulJiority  for  getting  a  job  done — its  well  as  a  chtiin  of  responsibility 
for  success  or  hiilurc.  But  Ixiyond  dial,  orgatiizalional  decisions  create 
a  commatid  and  control  structure  ;u)d  specify  the  roles  that  each 
commander  is  expected  to  fulfill  in  the  command  luid  control  process 
by  cstabli.shing  “wlio  decides  what.”  Fimdly,  orgiuiizational  decisions 
cstahlish  iJtc  web  of  futictioits  and  rclaliotiships  that  sysicms  are 
cxix:cicd  to  support.  It  niay  be  said  that  “every  organizational 
decisioti  is  also  a  C  system  decision.” 

Organizational  decisions  cicaie  a  simcuire  that  establishes  tiot 
only  how  opcratiotial  decisions  get  executed  hut  also  where 
commanders  gel  their  infomiation  and  on  whom  IJicy  rely  for  advice. 
An  organizational  structure  .should  identify  for  commanders  the 
organizations  that  arc  supposed  to  provide  them  inputs  of  infonnalion 
as  well  as  tlie  organization  to  whom  they  will  send  Uicir  decisions 
and  reports.  'I'lius,  organizational  dcci.sions  usually  create  a  structure 
that: 

»  Rcllccts  the  lines  of  authority  ;ukI  rc.spon.sibility. 

Establishes  the  how  of  iiilonnation,  and 

▼  Identifies  which  commanders  arc  cmjxiwcretl  to  make 
which  decision. 

Whether  made  by  die  commtuidcr  or  by  .some  .superior,  or^aniza- 
tioruil  decisions: 

»  .Support  the  making  of  informution  decisions  by 
identifying  which  organizations  may  be  tasked  to  obtain 
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infoniialion,  ;uid  hy  sinicluring  Ihc  How  of  inlbnnalioii 
and  advice  lo  tlie  commander, 

▼  Support  tlie.  m.'iking  of  opc'ralionul  decisions  by 
structuring  tlie  How  of  advice  lo  the  comnuuidcr  about 
the  utilization  of  forces,  and 

^  Facilitate  the  execution  ol  operational  decisions  by 
cstablisliing  a  chain  of  cetmniand. 

On  tlie  infonnalion  (input)  side  of  tlicir  decision  mtiking, 
commanders  want  to  tap  whatever  sources  can  proviile  the 
infonnation  needed  to  support  sound  decision  making  while  avoiding, 
il  possible,  ficitig  at  Ihc  mercy  of  a  single  source  for  :uiy  particular 
kind  of  infonnation.  For  tlie  purpose  of  obtaining  inl'onnalioa  from 
sources  oulside  a  commander’s  own  control,  the  operational  chain  of 
command  upward  also  dciines  Uic  chain  for  validating  tuid 
prioritizing  intelligence  requirements;  when  a  commander’s 
operational  chain  of  command  is  changed,  so  is  the  path  for 
requesting  intelligence  support.  A  commander  sends:  essential 
elements  of  information  (EEIs)  up  the  chain  using  fomials  developed 
by  the  intelligence  community.  Because  the  validation  process  is 
intended  to  reilcct  the  operational  judgement  at  each  level  in  the 
command  chain,  comnnutders  may  find  it  necessary  to  persuade 
higher  echelons  ol  the  imitortance  of  their  operations.  With  respect 
to  advice  about  operational  decisions,  a  commtuidcr  might  w;uil  to 
rely  on  a  mix  of  ttdvicc  Irom  sources  both  inlenial  (the  commander’s 
staff)  luid  external  (other  coiiimtuidcrs,  particularly  suborditiatc  and 
component  commanders). 

On  the  execution  (output)  side,  the  objective  ol  organizational 
decisions  usually  is  to  achieve  “unity  of  effort”  in  tlie  execution  ol 
decision.  Whcttier  a  commtuidcr  believes  that  unity  of  clfort  can  best 
he  (or  can  only  be)  achieved  by  unity  of  commtmd  is  rellcclcd  in 
organizational  decisions.  Anivther  objective  may  be  lo  bahuicc  forces 
and  tasks  to  obtain  “an  equal  strain  on  all  parts,”  or  .so  that  relative 
strengtJis  of  forces  reflect  relative  priorities  of  tasks.  An  ollcn 
overlooked  implication  of  hicrarchial  organizations  is  that  they 
specify  the  immediate  sulx)rdinatc  commanders  to  whom  orders  will 
be  directed.  Even  Uiough  the  decisions  of  commanders  at  every 
echelon  may  be  intended  to  affect  operations  at  die  scene  of  action. 
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Ihcir  orders  arc  iioniially  directed  Idr  action  to  conimanders  only  at 
tlic  next  lower  ecliclun. 

The  making  ororgani/atioiial  decisions  requires  resolution  ol  the 
Idl lowing  issues: 

»  Whether  the  coinniruul  is  to  he  organized  on  ;ui  area  or 
lunclional  basis;  whether  subunits  will  he  clustered  by 
skills  or  by  tasks; 

»  Whether  the  organi/aliun  will  be  ntirrow  or  broad,  that  is, 
whether  coiiiinanders  will  exercise  command  over  a  lew 
iinmediaie  subordinates  (>r  mruiy;  and 

»  Whether  tmthority  will  be  cetilrali/cd  or  decentralized. 


Several  o[)tions  are  itvailable  lor  orgmii/.ing  a  niililtiry  lorce.  In 
general  a  cotiimand  tiiay  he  divided  and  .subdivided  by  one  or  moie 
of  the  I'ollowing  methods: 

V  By  area  (that  is,  by  grouping  togclJier  all  I'orcos  within  a 
geographic  area  Irom  whatever  Service  or  Nation  or  lor 
whatever  puqro.se). 

▼  By  Service  or  Natioti  (that  is,  by  grouping  in  each 
subdivision  all  Ibices  I’rom  only  one  Service  or  Ntilionj. 

▼  By  medium  (that  is.  by  grouping  together  all  ground 
forces,  air  lorccs,  and  scabonie  lorccs  Irom  whalc\cr 
nation  or  service),  or 

T  By  task  (that  is,  by  grouping  together  ah  lorccs  directly 
involved  in  accomplishing  tlie  siune  task  Iroiii  whatever 
service  or  nation.) 

Sotne  organizational  stfuctures  (such  as  tiie  Utiilicd  ('oinmand  I'laii) 
rcllect  a  mix  ol'  the  above  options.  One  ol  the  organizational 
dilemmas  is  that  wliile  orgiuiizing  by  lunction  (or  skill)  |'>romotes 
t'ffuii’my,  organizing  by  task  tends  to  promote  nffnctivcnrss.  Under 
wliat  circumstmiccs  or  in  what  types  ol  conllici  wouUI  you  cxjicct 
each  method  to  be  superior  to  the  others? 

Every  orgtuiizational  decision  is,  in  cKccl.  a  coinmaiul  and 
control  decision.  An  oiganiztitional  decision  cslablishcscoimmuid  and 
reporting  rclulionships  tluii  shape  the  O'*  systetn  and  coimnit  C' 
resources.  Such  a  decision  requires  .subordinalc  cominandcrs  ;uid  their 
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stall's  to  coiiiniunicatc,  to  pcrlonn  the  situation  asscssincnis  that  lead 
to  inlomiatioii  dccisiotis,  ;uid  to  in;ikc  the  necessary  operational 
decisions.  The  requirement  to  coninuinicatc  creates  llie  need  not  only 
Tor  die  physical  links  hut  also  lor  stalls  that  share  vocahularies  ;uk1 
doctrine,  and  are  ahlc  and  willing  to  he  cH'cclivc  conununicatois  in 
the  larger  sense.  Cuninianders  about  to  ii'.akc  organi/ational  decisions 
therelore  need  to  tiikc  into  account  the  capabilities  of  individual 
subordinate  (ami  other)  coinniaiulcrs,  of  their  staffs,  ;uul  ol  their  C‘ 
facilities  to  perfonn  whatever  tasks  arc  implied  by  the  ciuididatc 
organi/ational  structures. 

Organi/ational  (.Icdsions  about  l_).S.  military  forces  include  the 
following  five  types  of  decisions; 

»  Decisions  (at  the  national  level)  about  the  o.siabli.shmeni 
and  responsibilities  of  the  unified  ;uid  sitecified 
coinhatanl  coinmtuids; 

T  Decisions  (by  the  Services)  about  the  orgtuti/aiion  within 
Service  tactical  lonnations  (e.g,,  .Army  divisi'.'ns.  Navy 
battle  lorces,  Air  Force  tactical  fighter  wings.  Marine 
air/ground  task  forces); 

»  Decisions  (by  the  combaltuit  conimtuiders)  ;ibout  the 
command  stmclure  (usually  ;i  joint  task  force 
commaiidcr)  that  connects  them  with  iJicir  subordinate 
(Service)  tactical  comimuiders; 

»  Decisions  (by  the  .Services)  that  affect  the  ability  id 
Service  tactical  fonnations  to  coordinate  and  interoperate 
with  those  ol  other  Services;  and 

▼  Decisions  (by  joint  task  lorcc  commanders  ;uid  other  on¬ 
scene  commanders)  about  the  relationships  biuwecn  tac¬ 
tical  fomiations  and  the  organi/ations  that  provide  their 
intcliigcncc,  logistics,  and  Iclecomiuunicalions  support. 

Decisions  about  the  cstahli.shment  of  combatant  commands  arc 
promulga.tcd  in  the  presidcniiiilly  approved  Unified  Comnuuid  Pltui. 
Decisions  about  the  organi/ation  ol  Service  tactical  commands  arc 
nonnally  made  in  accordance  with  Service  doctrine.  Decisions  about 
tlic  command  iclations  between  comhattuil  coinmtuidcrs  and  the 
tactical  commanded  arc  made  by  the  combalajit  commanders,  who 
in  accordtuicc  with  Unified  Action  Armed  Forces  (Joint  Pub  0-2)  have 
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several  options,  including  the  cstablisluiieni  of  joint  task  f  orces.  |A 
force  is  tcmicd  “Joint”  wticn  forces  from  two  or  more  military 
departJiicnts  participttte,  and  “combined”  when  forces  of  two  or  more 
nations  participate.] 

The  level  of  interoperability  that  can  be  achieved  between  tactical 
foniiations  is  detennined  in  the  first  instance  by  the  decisions  made 
by  the  Services  as  they  equip  and  irain  units,  then  by  the  combatant 
commanders  as  they  orgtuiize  aiid  exercise  joint  forces,  and,  finally, 
by  tire  executing  joint  commiuider.  |Thc  implications  of  sucli 
decisions  will  be  cmisidcred  in  numc  detail  as  part  of  Scssioti  7,“C* 
Systems  for  Conventiotial  Porces:  Inleropcrabiiily.”]  Deci.sions  about 
the  relationships  between  tactical  fonnalions  and  orgiuii/alions  that 
support  them  arc  nonnally  made  by  .some  common  superior. 

At  what  level  in  the  chain  of  commtuid  docs  the  orgiuii/iiiional 
stixicturc  chiuigc  from  Ircing  joint  to  being  a  .Service  orgujii/.alion?  It 
is  clear  that  at  the  top,  the  military  effort  will  be  unified,  but  at  the 
bottom,  forces  expect  to  light  as  pan  of  some  (liowcvcr  small) 
.Service  unit.  The  history  of  the  Unified  Comnuuid  Plan  since  World 
War  11  has  been  the  sloiy  rd’  moving  iJiat  tnuisition  point  ever  ktwci. 
At  one  time  flic  transition  from  “joint”  to  “service”  occurred  ;it  the 
Joint  Chiefs  of  .Staff  (JCS),  when  the  .Service  Chiefs  acted  as 
Executive  Agents  for  the  JCS.  Later  it  became  clear  that  the  transition 
I  rom  “joint”  to  “service”  was  to  ttdcc  place  between  uni  lied 
commanders  and  their  Service  component  commanders.  Now  that  the 
use  of  joint  task  forces  has  become  more  prevtdent,  it  might  be 
a.ssumed  that  the  tnuisition  is  to  occur  lict ween  the  commander  ol  the 
joint  task  lorcc  and  immediate  subordinate  (Seiwice)  cotnponent 
commaiders.  Yet  commtuiders  of  joint  task  forces  may  (luul, 
arguably,  shouidj  ciioose  to  organi/.e  tiieir  Ibrees  on  a  “task  "  basis  in 
order  best  to  get  the  job  done,  dc.spiie  the  ditticuli  intcro|xirahilily 
problems  that  etui  arise  when  there  has  been  no  prior  phuining  or 
exercises. 

Whenever  task-oricnied  organizations  tire  ncedcil  on  a  more  or 
less  pennanent  basis,  as  they  arc  now  for  anti-drug  operations, 
standing  joint  task  forces  are  likely  to  be  fonued.  For  situations  that 
can  reasonably  he  anticipated,  plans  arc  likely  to  call  lor  the  creation 
ol  joint  task  forces  when  needed.  But  tor  the  truly  unexpected  cri.ses, 
the  lonuation  of  joint  task  force  is  like  to  fully  stress  the  commtuid 
and  control  structure.  Joint  commanders,  their  stalls,  and  their  lorccs 
need  time  to  jircparc  tor  a  joint  operation,  yet  a  crisis  usually  has  to 
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he  dealt  witli  so  quickly  that  adequate  preparation  time  is  not 
available.  Nevertheless,  the  use  of  joint  task  forces  at  the  scene  of 
action  is  likely  to  increase,  raising  some  inlcrc.sting  questions  about 
comniatid  luid  control:  Who  should  he  chosen  to  act  as  joint  task 
force  commanders?  Where  should  their  stuffs  come  from  ’  What 
command  facilities  should  they  use  for  the  exercise  of  Joint 
command?  Are  exisUntt  Service  facilities  adequate'} 

On  the  basis  of  experience  in  recent  years,  it  seems  clear  that  lor 
major  cri.scs  that  require  significant  forces,  .loint  Task  Puree 
comnnuidcrs  will  be  selected  from  Numbered  Fleet  Commanders, 
Army  Corps  Cotnnianders,  Numbered  Air  fsircc  Coimmuulcis,  iuui 
Marine  Expeditionary  Force  Commanders.  While  they  perform  the 
duties  of  joint  task  force  commander,  should  they  continue  to  act  in 
the  Service  capacity,  or  should  they  turn  their  Service  joh  over  to  it 
deputy'?  Should  the  staffs  of  these  comnutnders  ht  joint  all  the  time, 
or  is  it  sufficient  to  auynient  them  only  when  needed?  Should  afloat 
Jlayships  and  other  mohile  headquarters  he  considered  for  a  c  by 
Joint  Ttisk  Force  Commanders,  reyardless  of  Service'?  On  who!  basis 
will  it  he  pi'ssihle  for  joint  task  force  commanders  to  estimate  the 
level  of  inieroperahility  that  will  exist  amony  iiaUr  joint  forces  ’ 

The  trend  toward  increasing  use  of  Joint  orgaiii/.ations  is  lua  the 
only  reason  for  commanders  to  realign  their  orgmii/ational  structures. 
Historically,  Ihe  introduction  of  major  new  technologies  has  been 
I'ollowed  by  the  development  of  a  new  orgmii/ational  siaicture  to 
optimize  its  ex[)loitation.  The  introduction  of  radar  ;uid  guided 
missiles  arc  exiunples  of  (Jcvelopmcnts  tiial  created  Ihe  op|ronuniiy 
for  new  and  different  orgiuii/tttions.  The  importmil  consideration  for 
this  discu.ssion  is  that  the  creation  of  ;uty  “new"  organi/alioiial 
structure  requires  a  coiTesponding  realignment  ol  C'  sysiems  lo 
support  it. 

In  summary,  orgiuii/aiioiial  decisions  reprc.scnl  imporianl 
.structural  choices  made  by  commanders  at  every  level,  choices  that 
cxcil  a  major  iiinueiicc  on  Ihe  process  ol  command  ;u)d  control  ;uul 
on  the  structure  of  C  systems  that  will  suppoil  that  [rroce.ss. 
Whenever  organizational  options  are  being  considered,  wlictlicror  not 
an  estimate  of  the  situation  is  being  developed,  the  apitropriate  stal  l 
action  would  be  to  prepare  a  Command  ;uid  Control  Estimate 
(foniicriy  tlic  Communications  Estimate)  in  order  lo  inform  Ihe 
comrniuidcr  of  the  relative  Icasibility  with  which  C*  systems  erm 
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support  each  altcnialivc  uiiiJei  coiisidcralioii.  Finally,  wc  sliould  iioi 
forgcl  that  coinm;uidcrs  at  all  levels  lend  to  he  oricnlcd  downwards, 
greatly  concerned  with  llic  perl'onnance  of  proccs.scs  ;uid  sysicins  ol 
subordinate  coinnuuulers,  while  remaining  relatively  iiKliHercnl  (or 
even  hostile)  to  the  pcri'oninuicc  ot  .systems  of  higher  comnnuidcrs. 

The  foregoing  di.Scussion  of  orgiuii/ational  decisions  has 
emphasi/cd  structural  aspects  that  specify  llte  relationships  between 
commanders  and  establish  the  lines  along  which  onlcrs  and  reports 
may  be  expected  to  tiow.  But  stmclure  alone  is  insutlicient  to  fully 
describe  actual  command  and  control  rclalioiishi[)s.  It  is  necessary  to 
undenstaiui  as  well  what  authority  has  been  delegatetl  to  each 
comimuider.  Even  though  much  of  the  authority  ol  comnuuulers  is 
established  by  regulation  t)r  by  custom,  some  authority  may  he 
witliheld  at  will  by  senior  coinmmuler.s.  including  the  National 
('ommand  Aulluirilies.  The  authority  delegated  to  combat  imiis  to  use 
lorcc  may  be  carclully  crafted  lor  each  situation.  In  practice 
organi/ational  decisions  that  delegate  or  withhold  authority  mtiy  b(' 
in  the  lonn  of  rules  of  engagement,  which  have  Iheiclore  become  a 
key  elemeiti  orcomimuid  and  coniroi  as  it  exists  in  tlie  real  world. 

Commentary  on  the  Readiny^y 

Vati  ('reveld  describes  the  command  ;uid  stall Organi/tilion  used  by 
Napoleon.  T’licrc  aic  two  tliemes  in  his  dc.scription:  the  lirst  is  the 
htihtnce  to  he  maintained  between  detailed  ilircction  by  ti  cenlr;ih/.ed 
iiuthoriiy  on  the  one  liiind,  ;ind  the  use  ol  initiative  ;uid  discretion  by 
suhortliimte  (.■oimnaiK.lers  on  the  other;  the  .second  theme  is  the  need 
to  exploit  the  opportunities  provided  liy  new  technologies  while  at  the 
s;une  time  recogni/ing  -and  it  |ios.sible  Irttnsceiuling  the  liniilalioiis 
such  technologies  im|iose, 

Nii[ioleon  would  stilve  the  cenirali/aiion/decentrali/ation  ililemm;i 
by; 

»  (Jrgiuii/.ing  seU-conliiined  ini.ssion  orienled  units, 

»  Insliluling  ;i  system  ol  .sl;uidardi/.ed  reports  iuid  orders. 

▼  lislablishing  ;t  headijutirlers  stall  to  deal  with  reivtrts  aiul 
orders,  ;ind 

▼  Instituting  ;i  ‘‘direcled-lelescope"  system  ol  iidjiilant 
generals  to  jrrovide  alternative  sources  ol  inlonmilion. 
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Tills  dircclcd-lclcscopc  idea  will  be  revisited  by  v;ui  Creveld  in 
subsequent  cliaptcrs  as  lie  describes  liow  later  cnninianders  sought  to 
obtain  ini'oniiation  to  suppon  their  own  decision  making,  not  wanting 
it  liltercd  by  suborditiatc  coiiimaiulers  or  in  some  cases  even  by  their 
own  stalls. 

A  key  org;uii/.ation<il  decision  lor  ;uiy  commander  is  how  lo 
divitle  ihe  lorcc.  Napolcott’s  .solution  w;is  to  orgatiize  his  army  into 
coi'iis,  ciich  sutlicicntly  large  so  that  it  could  uol  lie  overwhelmed  in 
the  lime  required  for  another  corps  to  come  to  its  re.scuc.  Van 
('rcvcld’s  detailed  de.scription  ol  Napoleon’s  cotiittiand  and  coiiln)l 
process  in  action  at  .lena  illustrates  the  tendency  lor  comtnanders  to 
intcivcnc  operationally  in  a  detailed  way  at  the  place  where  they  arc 
piiysically  located,  (.Ictia  is  also  a  line  exiunple  ol  the  luiture  ol 
waiiarc;  Napoleon  Ictinis  that  he  just  won  a  gretii  balilc  that  he  had 
not  even  known  was  taking  |ilace.)  Do  Napoleon's  solulioiis  lo  Ixali 
the  eeiitraUzationldeeeiuralizalion  (lileiania  and  lo  the  tpieslion  ahoni 
the  size  of  subordinate  anils  still  make  sense  today  '.' 

Admiral  Metcall  was  the  ioint  task  lorcc  commaiulerol  {Operation 
Urgent  bury  in  IdX.k  His  dcscri[)tion  ol  the  [iroblcms  he  laced  at 
(irenada  ;ind  ol  how  be  resolved  them  spiiiis  liolh  inrornuilion  and 
operational  issues  as  well  as  organizitlional  ones,  but  is  included  here 
wilh  readings  about  organi/ation  decisions  because  it  provides  a 
revealitig  insigiil  itito  the  importance  he  placed  on  his  personal 
relalion.sliips  with  the  comimuidcrs  at  both,  biglici  and  lower  echelons 
in  the  chain  ol  coinimind.'  Metcall  concludes  that  command  and 
control  should  be  kept  simirle,  that  lace-lo- lace  contact  is  iinportani, 
and  that  iheielorc  a  joint  ttisk  torce  comnnuider  should  he  on  the 
scene.  In  order  to  be  at  the  scene,  he  shilted  Irom  his  regular  llagship 


'Mrli nil's  reinarLs  were  drlivircil  ui  a  nmfrtenrr  that  ivu.v  iwpinnnx  Jertsinii 
nuikitiy,  uiidci  cfirulilKins  I’J  atnljiyiiilv.  I  hr  "ytir  i»iyr  c  nn"  model  nj  de(  i.sitin  makiny 
ri'fenrd  In  in  Ihe  lr.\l  pn.siulairs  ihni  dn  istnns  made  in  hiryr  nryuni.'.aUnns  tclnir 
ninjc  In  ihe  ifilercsis  and  availahle  .’nery\  nj  ihr  d(’riMf>fi\  makers  ihan  m  ihe 
i/nf)nH(incr  or  nryency  oj  ap/j/irml  /jmldems  nr  in  (he  availahility  tj  nc<'v/)uddi‘ 
'>nlunnns. 
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USS  Mount  Whitney  in  Norfolk  to  the  smaller  USS  Guam,  which  he 
shared  with  his  aiiiphihious  task  force  commander.^ 

As  you  rcai.1  his  description,  consider  the  commujid  and  control 
implications  of  three  of  tiic  key  r)rgani/.ational  decisions  that  he 
made; 

»  To  establish  his  command  |X)sl  in  USS  Guam. 

▼  To  conduct  two  separate  ground  o|-)erations  (one  noilh, 
one  south)  with  the  commander  of  each  reporting  to  him. 

▼  To  retain  the  existing  commtmd  relationships  to  the 
Murine  comp;uiy  that  was  recommitted  to  the  ground 
operation  in  the  south,  ;uid  to  avoid  potential  prolilctns  of 
mutual  itUcrrcrcticc  by  chatiging  the  boutidtiry  lines. 

Admirttl  Fmiesi  J.  King,  USN,  when  he  was  Commtuidcr  in  C’hiel, 
11. S.  Atlantic  Fleet  iti  the  year  just  prior  to  the  U.S.  entry  into  World 
War  II,  wrote  two  letters  that  contain  his  effotls  to  iiiliculatc  a 
coitimtuid  phih, 'Sophy  intended  to  encourage  the  initiative  ol 
subordinates.  (The  fact  that  it  !c<.|uircd  two  letters  to  make  his  point 
preci.scly  .should  want  us  that  communicating  one’s  coiminuid 
phil  osophy  is  tiot  easy.)  Would  you  have  adopted  a  similar 
philosophy  of  contrnand  under  similar  (  ircumslances'.'  Could  siirh  a 
command  philosophy  realistically  he  pursued  loday  ' 

In  his  third  chapter,  Orr  describes  in  sotne  tletail  his  “power 
distribution  tnode!'’  of  combat.  He  argues  that  command  ol  (.'ombat 
opei'ations  is  vastly  different  troiu  command  of  otlier  njilittny  iic- 
livilies  lx;ciiuse  combat  outcomes  lend  lo  be  more  stochastic  and  le.ss 
controllable  than  the  results  ol  other  activities.  He  analy/es  lour  types 
of  systems  along  a  delenninislic/stochasiic  dimension.  He  points  out 
that  while  a  comitiatider’s  decisiotis  may  injiuence  the  prohahililies 
of  combat  outcotries,  they  do  not  determine  combat  outcomes,  and 
that  useful  predictions  of  such  outcomes  are  Iherelorc  dillicult  to 
make.  He  concluiles  lh:it  what  a  cotiimtinder  really  does  is  lo  manage 
the  sources  ol  potential  [rower  (which  Uri  c;dls  llie  powe.i 
disirihulion)  its  a  way  of  inlluencing  combat  results  in  the 


^h'or  unf’itit'r  view  tf  ihr  or^anizoiiortul  and  pnwtmal  rnltuton.\tii[).s  during 
Opf'ration  Vrf^i’nt  I'ary,  dtr  nu’mairs  if  Mt'tralf.\  di'inity,  Nnrrnan  Srhwur  /.knjf, 
in  paifcs  241-25S  (f\\,  Ni)im;in  .Soliwiuzkupf  {New  York.:  Ilanliim  Itaokii,  ldU2). 
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accomplishment  of  a  mission.  Orr  repf)il.s  that  the  particular  insight 
from  his  research  was  the  realization  that  Uie  stochastic  nature  t)f 
combat  has  great  implications  for  tlic  exercise  of  command.  He 
concludes  that  the  nonnal  practice  of  judging  commanders  on  the 
basis  of  results  they  achieve  in  combat  may  be  inappropriate  because 
of  the  stochiistic  nature  of  combat  and  tlie  actions  of  an  enemy,  /.v  ii 
possible  for  commanders  to  make  faulty  decisions  yet  emerge  as 
winners,  or  for  commanders  to  make  correct  decisions  yet  come  out 
losers?  What  are  the  implications  of  this  for  command  and  control? 

In  the  chapter  from  Concept,  the  Soviet  writers  di.scuss  aji 
organizational  decision  as  a  fomi  of  preparation  for  action.  They 
define  the  elements  of  an  organization  as  its  .structure  (.scheme  of 
relationships)  and  the  intcntal  distribution  of  its  functions  (inlonna- 
tion,  management,  action).  Note  dial  in  their  descriptions,  the 
inlbmiation  flow  characteristics  dominate,  rather  than  the  autJiority 
relationships.  They  identify  the  following  properties  of  a  good 
organization: 


•  Ability  to  react  fu  ciiiuige  ((ijnaaiioiial  capability), 

*  Controllability  (degree  of  centralization), 
autonomy,  and 

»  Viability  (after  partial  de.struction). 

The  auUiors  propo.sc  three  logical  ways  for  making  orgaiiizulional 
decisions: 

V  Modeling  (to  estimate  co.st  an  !  clfcclivenc.ss), 
y  Evolution  (from  ;ui  existing  organizaliuu).  tuid 
y  .Synthesis  (loniiulatmg  the  ta.sks  and  detining  (lie  operat¬ 
ing  conditions). 


If  these  three  methods  Jor  rnakinf’  organizational  decisions  seem  too 
abstract  and  therefore  inapplicable,  what  praclieal  methods  would 
you  propose  in  their  place? 
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Space,"  Appendix  K  id  Conduct  of  the  Rersian  Gulf  War:  Fluid 
Report  to  Consre.ss.  Washington,  DC,  April  1992.  I'l  lie  lirsl  hall 
of  this  report  (pages  K-1  through  K-2.‘i)  describe  maiiy  of  ilie 
organi/.ational  decisions  made  to  suppon  the  Gulf  War.  It  is 
noteworthy  that  halt  of  the  SECDEP’s  rcjiort  on  command  ;uid 
control  is  devoted  to  the  resolution  of  orgiuii/atiotiai  issues  tind 
wiring  diagrams. I 

Cu.shnian,  John  H.  “Ocean  Ventured,  .Something  Gained."  U..S,  Naval 
Institute  Rroeeedinfts,  Seplembcr  IW2,  pp.  8.3-88.  | Description 
ol  the  coniiiuuid  arnuigements  lor  Ocean  Venture  92,  a  major 
joint  exercise  conducted  under  Comimuidcr  in  C’liief,  tJ.,S. 
Atkuitic  Comiiiiuid.  'I'he  cxerci.se  scenario  involved  crisis  iiction 
pkuining  atid  a  torcible  entry  a,s.saull.  During  the  exercise,  the 
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commander,  naval  forces  operated  from  a  mobile  command 
cenlcr  ashore,  within  walking  distance  of  that  for  the  joint  task, 
force  commander.  The  exercise  left  several  organizational  issues 
that  require  continued  study.  Cushman  emphasizes  that  a  joinl 
commander  may  (irgtuiize  for  combat  in  any  way  that  will  best 
accomplisii  the  mission,  hut  he  is  concerned  that  this  normally 
means  using  service  components.  On  the  other  btuid,  Cushman 
sees  the  joint  ta.sk  force  commander  acting  as  a  service 
commander  with  additional  jciiisl  rcspon.sibilitics,  instead  of  acting 
as  a  truly  joint  comnnuider  wilhoui  service  rcspotisibiliiics 
(having  transferred  them  to  a  seivicc  deputy.  He  would  have  had 
the  deputy  "njn  the  tight,"  a  job  that  the  theater  commander 
might  have  expected  the  joint  task  force  commander  to  do.] 

Winnei'eld,  Jiimes  A.  atid  Johnson,  Dana  .1.  Conmuiiul  and  Control  of 
Joint  Air  Operations:  Some  Lessons  Learned  from  Lour  Case 
Studies  of  an  Endurintt  Issue.  Santa  Monica,  CA:  RAND,  1991. 
AS  3(i.R2Hl,  ito.  4045.  |Casc  .studies  about  the  command  tuid 
cuiiiiDl  of  joint  air  operations  based  on  the  battle  experiences  of 
Midway,  the  Solomotis,  Korea,  tutd  Victmuii.) 

Griffin.  Gary  B.  The  Directed  Telescope:  A  Traditional  Element  of 
Effective  Command.  Fort  LcavcnwortJi,  KA:  Combat  Studies 
Institute,  1991.  IGrifOn  explores  the  use  of  what  v;ui  Crcveld 
calls  the  “directed  tclc.scopc”  through  history,  particularly  during 
the  Civil  War  and  the  two  World  Wars.  Griffin  concludes  that 
some  of  the  lessons  of  the  past  will  apply  as  well  in  the  future.] 

Allard,  C.  Kciuieth.  “The  Quest  for  Unity  of  Command,"  Chapter  4, 
Command,  Control,  and  the  Common  Defense.  New  Haven,  Cl'; 
Yule  University  Press,  1990.  |ln  this  chapter,  Allard  traces  the 
development  of  the  orgaitizational  principles  followed  by  each  of 
the  Services  from  the  end  of  World  War  I  tJirougli  World  War  II 
to  the  pas.sagc  of  the  National  Security  Act  of  1947.  He  desetibes 
how  the  development  of  air  pov/cr  (in  the  inler-war  years  and  in 
World  War  II}  and  the  c.stahli,shmcnl  of  the  joinl  chiefs  of  staff 
and  of  joint  theater  commanders  (during  that  war)  was  perceived 
by  the  different  Services.  He  discusses  attempts  to  reconcile 
hierarchical  organizational  principles  favored  by  the  Army  witJi 
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a  horizontal  organizational  structure  tliat  emphasized 
decentralization  favored  by  tlie  Navy.] 

Kronenberg,  Philip  S.  “Command  and  Control  as  a  Theory  of  Intcror- 
ganizational  Design.”  Defense  Analysis,  Vol.  4,  No.  3,  pp.  229- 
252,  September  1988.  [Kronenberg  believes  that  the  tough 
chtUlengcs  in  command  and  control  derive  from  attempts  to 
control  clusters  of  organizations,  acting  in  iimbiguous  situations. 
Thus  he  feels  we  should  be  concerned  witli  command  and  control 
not  primarily  within  a  single  organizations,  but  across  multiple 
orgimizations.  He  surveys  the  general  literature  on  research  into 
the  dynamics  of  interorganizational  sy.stems  as  well  as  into  the 
style  of  leadership  that  is  successful  in  tlicni.  He  .seems  attracted 
to  the  idea  tliat  efforts  to  “control”  achieve  otily  inargimd  effect.] 

Deane,  Michael.  “Current  Soviet  Philo, sophy  of  Command  imd 
Control."  Defense  Analysis,  Vol.  4,  No.  3,  September  1988,  pp. 
287-306.  [An  article  on  the  historical  evolution  in  the  Soviet 
philosophy  of  command  tind  control  from  1917  through  1988 
(when  tJic  article  was  written).  Deane  describes  the  slow  (and 
often  resisted)  movement  toward  decentralization,  and  how 
changes  in  Soviet  military  philo.sophy  became  rcncctcd  in 
changes  in  their  command  structure.  Some  ot  the  measures 
adopted  by  tliis  supcipower  were  tlic  sitnic  as  those  adopted  by 
the  U.S.,  but  some  were  not,  and  it  is  useful  to  appreciate  the 
factors  that  made  tlic  dilfercnce.] 

U.S.  Statutes.  “Combatiuit  Commands  ”  Part  B  of  Title  11,  “Military 
Advice  ;uid  Command  Functions,”  The  Goldwaier-Niehols 
Department  of  Difi-nsc  Reur/^anizaiian  Act  of  i')m.  i'ublic  Law 
99-433.  U.S.  Government  Printing  Oflicc.  Washington:  1980. 
IPrescribcs  the  procedures  for  creating  uiiillcd  and  specilied 
combatant  commands,  and  for  assigning  forces  to  tiicm,  and 
spells  out  in  detail  some  of  the  s|x;cilic  comiiiand  functions  of 
the  comimuiders  ot  combatant  comiiiand.s.j 

Joint  Chiefs  of  Staff.  “Comnnuid  a.ud  Orgiuiization,”  vScclion  11, 
Chapter  3,  “Principles  Governing  Uiuficd  Direction  of  Forces,” 
Unified  Action  Armed  Forces  (Joint  S^ib  0-2).  pp.  3-1  to  ,3-36. 
[Chapter  3  declares  iJiat  “Sound  command  organization  should 
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provide  for  unity  of  effort,  centralized  direction,  decentriilized 
execution,  common  doctrine,  and  intcro|Terability,”  and  sets  out 
the  principles  of  command  and  org;mizaiion  currently  prescribed 
to  achieve  the  “unity  of  effort"  required  for  effective  use  of 
military  power.] 

Cardwell,  Thomas  A.  Command  Structure  for  Theater  Warfare:  The 
Quest  for  Unity  of  Command.  Maxwell  AFB,  AL:  Air  University 
Press,  1984.  ITliis  prc-Goldwater-Nichols  tmalysis  of  Ihcaler 
commtind  structures  is  an  examination  of  botli  the  experiences  in 
World  Wiir  11,  Korea,  imd  Vietnam,  and  the  doctrinal  views  Uiat 
each  of  the  Services  derived  from  tlicir  experiences.] 

Barnard,  Chester  1.  “The  Theory  ol  Autliority.”  Chapter  XII,  The 
Functions  of  the  Executive.  Cambridge,  MA;  Harvard  University 
Press,  1951.  |  Barnard  argues  Ural  the  exercise  ol  authority  is 
dependent  primarily  on  whctlier  directives  arc  actually  accepted 
and  acted  upon  by  the  persons  to  whom  they  arc  addressed  for 
action,  and  that  the  assent  of  .subordinates  to  an  order  is 
dependent  on  tlicir  understanding  it  and  Irclicving  it  to  be 
consistent  witli  tlic  general  purjxtsc  of  the  orgattization,] 

Clausewitz,  Carl  von.  “The  Army  Order  of  Battle.”  Book  Five, 
Chapter  Five,  On  War.  (1832)  Princeton,  NJ;  Princeton 
University  Press,  197f).  [Considers  the  i.s,suc  of  how  mtuty 
subunits  ought  to  repon  directly  to  one  commander,  as  well  as 
the  effect  of  the  length  ol  the  chain  ol  coinmajtd.  Noting  that  a 
long  chain  of  comnuuid  results  in  a  lc.s,sc.ning  of  the  vigor  of  a 
commander’s  orders  and  in  a  diminution  of  his  personal  power, 
Ciausewitz  ncvcnhcic.ss  warns  against  subdividing  an  orga¬ 
nization  into  so  mtiny  parts  iliai  confusion  results.  He  concltidcs 
that  the  appropriate  numlver  of  subunits  is  four,  or  at  most  five.] 
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An  adniinil  is  no  lime  for  calm  reflection.  He  draws,  in  .wifi 
minuies.  the  eonrlii.dons  lhai  determine  sea-power  and  affect  the  fauv  of 
nations.  Surprise,  asumi.shment,  shock  are  only  pan  of  the  problem. 

Gibson  iincl  Hiirpor,  'I'he  Riddle  of  Juilund 

Without  the  .stress  and  the  strain  and  the  limit  on  time,  nobody  can 
actually  duplicate  the  strain  that  a  commander  is  under  in  makiny  a 
decision. 

Arlcigh  Burke,  (.luotcd  in  Battle  Repori 

When  choices  must  he  made  with  unavoidably  inaUecpiale  information, 
choose  ihe  best  available  and  then  watch  lo  .see  whether  future  solutions 
appear  faster  than  future  problems.  If  so.  the  thoice  was  at  least 
adequate.  If  not.  yo  hack  and  choose  a^ain. 

Eberhiirdt  Rechlin  in  Sy.stems  Architectiny 


hocus 

TTliis  session  is  devoted  to  consideration  ol  tlic  decisions  tlial 
coiniiianders  make  about  what  actions  their  lorces  are  to  take,  and 
about  tlie  coniniiuid  and  control  processes  that  suppoii  these 
decisions. 
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Operational  Decisions 

Wliile  infonnation  decisions  require  resolution  of  uncertainties  about 
events  dial  are  happening  currently,  operational  decisions — the 
decisions  about  which  course  of  action  to  adopt — have  to  be  made  in 
the  face  of  uncertainties  abou\  future  events.  Like  other  decisions,  ;ui 
operational  decision  is  actually  an  hypothesis:  in  titis  case,  tJiat  the 
selected  course  of  action  is  the  most  effective  one  to  pursue.  So,  in 
addition  to  tlic  uncertainties  about  the  situation  (including  which 
course  of  action  the  opponent  is  about  to  adopt),  there  arc  also 
unccrttiitities  about  the  outcomes  that  would  result  from  tlic 
interactions  between  the  courses  of  action  open  to  a  commander  :uid 
those  available  to  an  opponent.  The  interaction  that  will  actually 
occur  depends  on  decisions  ttikcn  by  a  number  of  commatiders  on 
botJi  sides. 

Furthennorc,  while  operational  decisions  include  the  classic 
choices  about  what  is  to  be  accompli, shed  and  by  whom,  such 
dcci.sions  also  need  to  lake  into  account  the  impo.sition  of  outer  limit, s 
oti  the  use  of  force,  usually  received  in  the  fonn  of  Rules  of 
Engagement, 

Tactical  commanders  in  particular  mtikc  their  decisions  under 
coiLsiderahlc  stress.  For  a  seasc  of  the  attitudes  of  tactical  decision 
makers,  read  what  Commodore  Aricigh  Burke  (later  Chief  of  Naval 
Operations)  said  in  1945  when  describing  his  experiences  as  ;i 
dc.stroycr  squadron  conimtuidcr  in  tire  Solomons  Ctunpaign  of  1943 
and  early  1944.  During  tliis  period  his  squadron  participated  in  a 
remarkable  variety  of  combiit  operations,  including  the  Battle  of  Cape 
St.  George,  which  has  been  tenued  “the  almost  pciicct  surlacc 
action”; 


We  didn't  much  ciue  about  rcgulatioii.s  by  llii.s  lime, 
nor  did  we  ciue  wlmt  people  thought  of  u.s.  We  felt  that  if 
we  did  the  job  the  best  we  could,  and  the  way  we  wtinted 
to  do  it,  that  if  somebody  didn’t  like  it,  well,  they 
wouldn’t  like  it,  Appitrcntly  they  did  becau.se  we  still 
stayed  there. 

In  tiny  ca.se,  as  it  titippens  to  so  intuty  people  wlio 
hiive  been  in  battles  for  ti  long  lime,  their  idetts  of  what  is 
important  change  rapidly.  Tilings  that  u.sed  to  he  very 
important  were  completely  unimporttmt  now.  Good  foixl 
Wits  important,  a  gla.ss  of  beer  was  iinporttuit,  what  your 
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shipmates  thought  of  you  was  important,  but  what  wits 
written  down  on  a  piece  of  paper,  or  what  somebody  v,'ho 
was  not  fighting  tliought  about  liow  you  were  fighting, 
that  was  completely  unimportiint.  He  didn’t  know  what  he 
Wits  tidking  about,  we  knew,  ;uid  it  was  obvious  from 
some  of  the  letters,  ttx),  although  nobody  hiid  criticized  us. 

But  we  could  re;td  criticistn  about  other  people’s  action, 
iind  we  commenced  to  believe  that  it  took  a  combiit  mim 
to  aniilyze  tmolher  combiit  man’s  action,  and  even  llien  it 
ciui’t  he  done,  because  nothing  can  ever  he  completely 
written  in  action.  The  reasons  why  a  commander  made  the 
decision  that  he  did  make  is  probably  oKscured. 

I’ve  tried  keeping  logs  on  the  bridge,  keeping  ;i 
yeoniiin  to  write  down  till  the  reasons  why  I  wjis  going  to 
do  a  certain  thing,  but  then  when  the  stress  came  I  would 
probiibly  think  of  <i  h;ilf  dozen  reasons  very  tpiickly.  The 
yeomitn  would  perhaps  be  itsleep  and  1  would  hiite  to 
Wilke  him  up  ;uid  I’d  let  it  go,  or  perluips  he  didn’t  even 
have  time  to  write  it  down.  In  any  case  I  made  the 
decision,  hoped  it  wits  right,  but  I  never  recorded  <ill  the 
reasons  wiiy  i  did  make  or  wiiy  I  did  not  make  .some  oiiiei 
decision.  The  same  thing  is  true  with  everybody,  that 
without  tile  stress  ;ind  the  strain  and  the  limit  on  time, 
nobody  cmi  actually  duplicate  the  stniin  that  a  comniiuider 
is  under  in  milking  a  decision.  Consequently  it’s  a  brave 
niim,  or  an  inciiutious  one.  who  criticizes  iinoiher  miin  for 
the  action  which  lie  took  in  battle  unle.ss  it  is  obviously  iui 
error  ciiused  by  hick  of  cbiu-;icter.' 

The  '‘tecliiiical  mid  tactical  conipctciicc”  ol  coiiiiiiaiuJcrs  i.^'  iested 
by  the  niuking  ol  Operational  decisions.  Of  the  many  skills  tlial  need 
It)  he  nrougiii  to  bear — ;uid  arc  best  dcvciopcu  by  c,.,K  iicncc  in 
cunimand  and  in  combat — a  lew  arc  clo.scly  iclalcd  lo  comnuuul  ;u\d 
control: 


‘Narrated  by  Coinmadare  Arlri^;h  A.  Hurke.  I/SN,  "l)fslr<)ycrs.  Strikes. 
Kuvieny,.  RahaiU.  etc.  DesDiv  45  and  46;  DesHon  2.1."  Recorded;  H  Auyu.si 
1945,  Microfilm  No.  41 1-III ,  Arleirih  Burke  Rapers.  Naval  Historival  Center, 
Waslunnion,  DC.  p.  15.  Quoted  in  pan  in  Battle  Report,  Vol.  4,  '"I fir  Rnd 
of  an  empire,"  Kariy,,  Walter  C.,  R  an  ar  and  Rinehart,  New  York;  l94R,pp. 
70-71. 
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»  The  ahilily  («  cuininuiiicalc  dearly,  eondscly,  ajul 
effectively,  and  the  willingness  to  rely  on  a  mininiuni  of 
written  directives; 

▼  Tlie  ability  to  impart  to  subordinates  ;i  sense  of  putposc 
and  a  dctcmiination  to  succeed; 

▼  The  ability  to  appreciate  the  way  that  subordinate  coin- 
inanders  (:uid  superior  commanders)  arc  visuali/ing  the 
situation; 

»  The  ability  to  estimate  the  lime  it  will  lake  for  decisions 
to  be  implemented,  inchiding  how  long  belore 
subordinate  commanders  receive  and  understand  chajigcs 
in  orders  and  how  long  before  new  orders  begin  to  be 
executed; 

V  The  ability  to  foresee  how  much  dismplion  would  be 
cau.scd  by  changing  an  order; 

V  The  ability  to  estimate  when  reports  ought  to  be  received, 
so  that  die  failure  of  a  report  to  turivc  will  raise  the 
question  as  to  whether  or  not  the  opcraiion  is  achieving 
its  objective;  and 

»  Ihe  ability  to  minimize  confusion  wilhin  friendly  forces 
while  promoting  conlusion  in  tine  minds  of  tut  enemy. 

The  command  and  control  process  is  often  seen  as  clo.scly  linked 
to  events  as  tJicy  happen,  and  tlicrcfore  somehow  different  from  the 
classic  military  plamting  process,  which  appears  (o  operate  along  a 
longer  time  line.  In  f  act,  the  logic  of  the  military  planning  process  is 
the  logic  of  Ihc  command  and  conirol  procc.ss,  mid  ils  pha.scs  arc 
steps  in  lliat  process; 

▼  Development  of  a  commander’s  estimate:  to  choose  :i 
course  of  action, 

▼  Development  of  a  plan  to  carry  out  the  course  of  action: 
to  identify  ttic  organization  tuid  lire  ta.sks  to  be  assigned, 

▼  Promulgation  of  a  directive:  to  execute  the  pltui,  and  then 

▼  Supervision  of  the  planned  action;  to  adjust  the  directive 
as  needed. 

In  the  military  plaiuiing  process,  the  classic  logic  for  tlic  making 
of  operational  decisions  is  the  Commander’s  Estiimile  of  the 
Situation.  Tire  first  steps  of  the  estimate  arc  to  analyze  tJic  mission 
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assigned  ajid  lo  idcntily  the  key  considerations  that  will  alTcci  Ihc 
choice  of  a  course  of  action.  The  middle  steps  require  idem ilical ion 
of  idtcmalive  courses  of  action  open  to  the  comin;mder  and  those 
open  to  the  opponent.  The  final  steps  involve  predicting  outcomes  of 
all  possible  interactiiais  between  own  courses  of  action  and  tho,sc  ot 
Ihc  enemy,  and  then  comparing  adviuitagcs  and  disadvantages  of  each 
allcniative  course  of  action.  The  estimate  lends  il,self  to  a  matrix 
display  that  lists  altcniaiivc  own  courses  of  action  down  the  side  ami 
allcniative  enemy  courses  of  action  across  the  top, 

Ttie  art  of  making  operational  decisions  can  he  summari/.cd  by 
dc.scribing  the  process  as  the  one  that  results  in  decisions  that  tire  at 
once  suitable,  leasihic,  luid  acceptable  (the  “tests"  u,scd  during  the 
development  ol  an  estimate),  A  course  of  action  is  “suitable”  if  its 
successful  execution  will  re.sult  in  accompli, shmenl  of  Ihc  mission;  it 
is  “feasible”  if  it  can  be  accompli.shcd  with  the  means  available  ;uid 
in  the  face  of  the  opposition  expected;  and  it  is  “acceptable”  if  its 
cost  (or  losses  incurred)  do  not  exceed  the  value  ol  the  objective 
gained  (or  some  other  fltreshold  c.stablished  in  the  mission). 

The  real-time  aspect  of  command  and  control  is  most  as.sociated 
with  the  final  jihase  of  the  (ilanning  proce,ss;  the  supervision  of  the 
pliuined  action.  The  key  command  decision  during  the  supervision 
phase  is  whether  or  not  to  change  directives  already  promulgated, 
Chtuigc  may  he  prudent,  either  hccau,sc  Ihc  course  of  action  needs  to 
he  adjasied  because  of  unexpected  events,  or  because  the  situation  is 
so  fundamentally  changed  thtit  it  has  become  nccc,s,sary  to  revisit  ;uid 
rcvi,sc  die  estimate  of  the  situation.  Yet  a  comiiiiuidcr  nonnally 
decides  to  make  a  chiuigc  only  when  the  presumed  advmilage  ol 
changing  the  course  of  action  exceeds  the  relatively  certain  co,st  ol 
making  such  a  clraigc  while  an  action  is  in  progress. 

in  iiie  era  pnor  io  die  introuuciioii  of  reiiahie  iong-disiancc 
communications  and  efficient  data  procc.ssing  and  display, 
commanders  anticipating  that  their  forces  iniglil  encounter  a  nuigc  ol 
situations,  wrote  their  orders  widi  contingency  courses  of  action,  luid 
worded  their  objectives  at  a  level  high  enough  that  on-scene 
comniandcrs  could  adjust  their  actions  to  cope  with  the  unexpected. 
One  ol  the  unfortunate  effects  of  increasingly  capable  C*  systems  has 
been  to  encourage  commanders  to  tccl  that  there  is  le.s.s  need  cither 
for  flexible  orders  or  for  the  intensive  planning  dial  produced  them. 
Tlius,  modem  C*  sy.stenis,  instead  ol  enhancing  Ihc  classic  military 
phuining  process,  seem  to  have  become  a  substitute  for  it. 
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Decision  Aids 


Increasing  alleniion  is  being  paid  to  providing  commanders  witli 
decision  aids  to  assist  them  and  their  stalls.  At  prcseiu,  decision  aids 
arc  most  often  used  to  perfonn  the  many  calculations  necessary  to 
optimi/c  the  use  of  own  forces,  calculations  that  can  now  be  made 
with  a  saving  of  lime  and/or  people,  or  that  previously  were  not  even 
undertaken.  Decision  aids  appear  to  show  most  promise  for  simple 
situations  that  can  he  defined  in  terms  of  well -understood  physical 
principles  ;md  parameters.  For  complex  situations  that  c;m  he 
described  and  mea.surcd  only  in  qualitative  tenns  or  that  involve 
physical  factors  that  arc  heavily  judgmental,  calculations  of  outcomes 
are  at  best  imprecise,  so  .should  be  treated  with  great  skepticism  and 
their  underlying  assumptions  carefully  examined. 

Wltilc  the  outcomes  of  engagements  How  from  the  nexus  of 
decisions  by  the  many  comnitmders  on  both  sides,  the  alternatives 
chosen  by  each  commander  will  hinge  on  an  evaluation  of  the 
.suitability,  feasibility,  and  acceptability  of  each  course  of  aclion  under 
consideration  -whether  it  would  accomplish  the  mission,  whether  liie 
means  arc  availanlc  to  carry  it  out  in  the  face  of  expected  opposition, 
and  whether  tlic  expected  gains  would  outweigh  expected  losses.  Of 
these  three  tests,  the  second  one,  for  feasibility,  seems  to  be  most 
amenable  to  assistaticc  by  decision  tiids,  but  aids  have  been  developed 
to  a,ssist  in  applying  the  oilier  two  tests  as  well. 

One  of  the  origins  of  decision  aiding  is  the  di.scipline  of 
operations  analysis  which  began  in  World  War  11  to  assist 
commanders  in  making  better  operational  and  tactical  decisions.  The 
scientists  in  the  field  were  not  required  to  optimize — to  make  the  best 
decisions.  Tiieir  goal  was  to  shed  enough,  light  on  a  particuiar 
problem  so  that  tommtuidcrs  on  tlic  spot  could  make  .some  significant 
iinprovcmciils  in  tactics  or  hardware.  Typically,  each  problem  was 
solved  as  it  tirosc;  the  identification  of  patterns  and  techniques  that 
foniied  tlie  science  of  operations  research  came  later.  The  scientists 
who  pioneered  ojxirations  analysis  were  effective  because  tJiey  did 
not  carry  the  burden  of  canductinfi  operations,  'flic  wartime 
operations  analysts  did  not  have  to  be  concerned  with  predicting 
future  battle  outcomes,  except  in  the  sense  ttiat  they  would  conclude 
that  “if  you  make  such  and  sucli  a  change,  you  will  probably  generate 
subsumtially  nioi'c  detections,  or  acliicvc  substantially  more  kills.” 
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Tlicse  analysts  were  successful,  first,  because  tliey  could 
concentrate  on  observing  the  operations;  second,  because  they  were 
able  to  recognize  patterns  in  dynantic  interactions,  to  identify  the 
significant  and  measurable  aspects  of  the  problem,  and  to  gatlier  the 
right  data  about  them;  and  third,  because  they  were  accustomed  to 
synthesizing  what  they  had  observed  in  some  easily  communicated 
form,  cither  a  statistical  disjilay  or  a  very  simple  mathematical  model, 
by  which  they  could  share  their  understanding  ol  what  was 
happening. 

Modem  computer  power  has  opened  the  possibility  of 
augmenting,  assisting,  and  .su|iplcmcnting  the  decision  process  of 
commajiders  by  synthcsiz.ing  for  display  the  infonnation  on  decision 
altenialives.  Di, splays  of  infonnation  have  proved  useful  for 
altcniaiives  like  ttie  allocation  of  search  effort,  die  routing  of  attacks 
to  minimize  attrition,  or  the  liming  of  the  launch  of  interceptor 
aircraft.  Even  tliougli  decision  aids  are.  becoming  more  sophisticated, 
their  outputs  should  be  thought  of  as  limited;  not  as  predicted 
outcomes,  but  as  assistance  in  making  belter  decisions.  Such 
liinilatitni  arc  inhvrent,  and  would  exist  even  if  the  decision  aid 
literally  emulated  nature.  At  tlicir  most  elegant  tuid  comprehensive, 
decision  aids  such  as  a  computerized  war  gaming  system  arc  able  to 
play  hack  some  “if-then”  statements:  "lUhLs  .set  of  a  priori  conditions 
bolds  in  an  cngagcnicnl,  then  that  will  be  the  result.”  Yet  even  the 
rehearsal  iunphibious  huidings  in  World  War  II  wouUl  have  to  be 
called  jKKir  predictors  ol  what  later  liappcncd  during  the  actual  assault 
landiFig.s.  Nevertheless,  rehearsal  ianding.'^  were  imporltuit  then  and 
mudem  decision  aids  are  hccuming  important  today.  Like  tlic  analyst 
ol  World  War  II  the  modem  decision  aid  depends  tor  its  lunclioniiig 
on  data  and  on  mles,  and  depend.s  for  its  utility  on  the  rclcvtuice  tuid 
accuracy  of  (hose  datti  and  rules.  Commaiidcrs  arc  likely  to  rely  on 
tlccision  aids  only  to  the  extent  that  tliey  arc  persuaded  of  llic 
strengths  yet  understand  (lie  limits  of  this  modcni  electronic  analyst, 

A  decision  aid  tliat  jnedicls  the  outcome  of  ;ui  engagement  might 
he  like  the  computer  prognuns  that  a.s.soss  battle  dtumigc  for  war 
games.  Such  programs  lake  into  account  the  imuiy  probabilities:  of 
detection,  ol  correct  classification,  of  weapon  coiiiponcnl  reliability, 
and  of  other  variables,  ;uid  Iranslomi  tlicm — by  rolling  a  die  or,  more 
commonly,  by  rclcrcncc  to  a  randonmuniher  (able-“-inlo  discrete 
events,  so  that  the  play  ol  tlic  game  can  cominuc.  For  the  results  to 
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he  credible,  tlic  probabilities  ought  to  be  consistctii  with  historic 
experience,  yet  events  arc  binary:  they  either  happen  or  they  do  nut. 

A  commander  about  to  choose  a  course  o(  action  also  nectls  to 
consider  how  its  execution  will  be  viewed  by  ;m  enemy.  But  erciiting 
a  decision  aid  to  assist  in  making  judgments  about  liov/  ;m  enemy 
will  view  a  course  of  action  and  respond  to  it  would  nut  ruily  he 
dilTicull,  but  that  particular  judgement  might  lie  tiie  critical  one  in  a 
situation  where  inadvertent  c.scalation  is  to  be  avoiricd,  or  where  the 
objective  of  the  operation  is  to  influence  the  enemy  cotnimuider  to  act 
in  a  particular  way. 

A  commander  would  like  to  make  operational  decisions  that 
prove  more  effective  than  the  decisions  being  made  concuncntly  by 
an  opponent.  Therefore,  it  might  be  tempting  to  dcvcioi'i  some  masier 
dcci.sion  aid  dial  could  convert  the  many  lower-level  probabilities  into 
a  single  probability  ol  a  higher  order — into  a  probability  of  mission 
success.  Such  a  masier  dccisioti  aid  will  never  exist,  nor  will  luiy 
deiiision  aid  ever  .serve  to  absolve  a  comm;uidcr  from  carrying  out  an 
ordered  operation. 

Commentary  on  the  Case  Study  and  Readings 

In  his  ciiapter  on  inid-niiieleenth  century  warfare,  v;ui  Crevcld 
de.scribcs  the  f'ru.ssian  command  sy.slem  tutd  contiasls  if  witii  Nairol- 
con'.s.  Both  Moltkc  ;uid  Napoleon  favored  dcccnirali/ation  ;uid 
employed  directed  leic.scopes,  but  Moltkc  cmphasi/cd  greater 
peacetime  planning  for  mobili/.ation  and  deployment,  v/hile  noting 
that  no  plan  survives  conlaci  with  the  enemy.  Moltkc  attempted  to 
create  tfexibility  by  balancing  independence  with  control.  Could 
M alike’ s  philosophy  Jorm  the  basis  for  an  effective  command  and 
control  policy  today'.^ 

Richardson  dcscrifics  the  cla,ssic  opcratiotial  problem:  the 
selection  of  targets.  His  dc.scription  highiight.s  the  need  to  locus  on 
how  one’s  opponent  functions  and  on  his  wc:iknc.sse.s.  Richard.son 
also  cmphasi/.cs  the  need  to  bridge  ;uiy  gap  that  might  exist  between 
the  intelligence  atid  die  operations  portions  of  the  staff.  What  are  the 
implications  of  this  "bridi^ini’  the  gup”  for  staff  orj^aniiation  't  for 
command  center  desixn? 

Herres  (then  Comnuuidcr-in-Cliicf  of  the  U.S.  Space  Comnumd 
( CINCSf'ACB],  later  Vice  Cfiainnanj,  dc.sciihcs  command  and  control 
as  viewed  by  a  CINC,  with  particular  emph-asis  on  how  a  CINC 
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develops  plans  and  makes  decisions.  Tlic  key  words  .seem  to  he 
“what-ifs,"  “options,"  and  “dynamic  liltlc  circles.” 

Wohl  examines  tJic  environment  for  milking  decisions  about  the 
employment  of  tactical  air  forces  (in  a  NATO  vs.  Warsaw  Pact 
environment).  He  dc.scrihes  the  stnicturc  of  the  tactical  decision¬ 
making  pnrccss  luid  then  develops  a  paradigm  to  represent  it.  His 
: imulus-Hypothesis-Oplion-Re.spon.se  (SHOR)  paradigm  clearly 
distinguishes  the  infonnation  decision  (hypothesis)  from  the 
operatioiiiU  decision  (option).  After  considering  the  kinds  of  liuman 
errors  often  found  in  decision  making,  he  surveys  the  literature  on 
behavior  under  stress  in  order  to  identify  the  various  ways  lhal 
humans  attempt  to  cope  with  stressful  situations.  After  noting  for 
decision  aids  some  of  the  implications  of  these  dillercnt  coping 
patterns,  he  is  critical  of  the  decision  aids  that  were  being  developed 
at  the  time  he  wrote  his  paper  (19HI)  as  failing  to  addre.ss  the  central 
prolilems — generating  and  a,s.scssing  hypoihe.ses  about  the  situation 
;ind  about  options  for  actioti.  An>  Wohl’x  criiicism.s  sHll  valid  today'' 
Da  hi.s  conclusions,  drawn  from  a  study  oj  the  "battle  manayrment" 
structure  for  a  major  war.  apply  as  well  to  smaller  wars'.'  Do  you 
ayree  with  Wohl  that  decision  aids  should  he  made  adaptive  to  the 
"style"  (f  the  decision  maker'' 

In  his  tourth  chapter,  Orr  dc.scrihes  the  two-sided  nature  of  the 
niilittiry  problem.  Throughout  this  chapter  he  reminds  us  that  each 
side  htis  to  provide  for  similar  command  functions,  tuid  tliereforc  that 
the  command  systems  on  each  side  arc  subject  to  attack.  Using  tlic 
terminology  he  has  previously  developed,  Orr  dc,scribc.s  hi.s  “military 
problem  solving  process  model”  as  a  live-stage  process; 

»  Detennine  the  desired  power  distrihulion  csources  ol 
power), 

»  Determine  the  current  situation. 

»  Determine  and  evaluate  po.ssible  actions, 

»  Select  a  phut,  and 

*  Lxecule  the  plan. 

Does  Orr’ s  military  problem- solving  process  model  really  dijfer  front 
the  classic  military  planning  piocess'' 
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Readings 

Case  Study 

van  Crevcld.  Chapter  4,  “Railroads,  Rifles,  and  Wires,” 

Required  Readings 

Richardson,  David  C.,  “The  Uses  of  Intelligence,’’  in  Coakicy,  pp, 
305-3(16. 


Herres,  Robert  T.,  “A  CINC’s  View  of  Dcfcn.se  Organization, ”  in 
Coakicy,  pp.  337-33S. 

Wohl,  Jo.scph  G.  “Force  Managcincnt  Dcci.sion  Rcquircnicnls  lor  Air 
Force  Tactictil  Command  and  Control.”  IRliE  Transactions  on 
Systems,  Man,  and  Cybernetics,  Vol.  SMC-11  No,  9,  September 
1981, 


Orr.  Chapter  IV.  “Blfcctivc  Command  of  Combat  Operation.s.” 


Supplementary  Readings  on  Operational  Decisions 

Sage,  Andrew  P.  “Hum;in  Information  Procc.ssing  Princi[>lcs  (or 
Command  and  Control,”  Principles  of  Command  and  Control,  pp. 
54-74  (1987).  ISummaiizcs  a  great  deal  of  the  current  theory 
about  human  decision  making  and  information  processing.  Sage 
characterizes  human  dccisioti  making  as  having  three  stages  prior 
li)  the  selection  Oi  thc  prCieiTC(j  OptiOH — lOrTnUlaiiOrj,  ituitilySiS, 
interpretation — and  three  stages  following  that 
selection — planning,  prioritization,  description.  Sage  coiicludes 
that  the  first  requirement  for  an  effective  O'  .system  is  to 
understand  thc  user  requirements  and  leadership  characteristics, 
that  thc  second  requirement  is  to  understand  how  the  user’s 
capabilities  can  he  enhanced  by  appropriate  support,  and  thc  third 
requirement  is  to  design  (T’’  systems  hardware  and  soltwarc  to 
provide  that  support,] 


Weissinger  Baylon.  “Garbage  Can  Dcci.sion  Proccs.ses  in  Naval 
Warfare,”  Chapter  3,  Ambiguity  and  Command.  Marshf  ield,  MA: 
Pitman  Publisliing,  1986.  pp.  36  52.  [Tliis  chapter  from  a  book 
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on  the  “garbage  can"  theory  of  decision  making  describes  die 
author’s  observations  on  the  way  dial  flag  offers  make  decisions 
during  war  games.  He  concludes  that  the  "organized  anarchies” 
and  die  ambiguities  of  technology,  preference,  and  participation 
(postulated  by  the  “garbage  can”  school)  occur  in  naval  .settings 
and  at  least  partially  describe  (he  conditions  of  combat  decision 
making  experienced  liy  .senior  naval  cominimdcrs.  In  what  may 
be  a  paradigm  for  the  relationship  Ixitween  the  development  of 
plans  and  the  application  of  command  and  control,  the  author 
describes  die  “boxcar  effect”;  that  in  die  pnicuremenl  world,  lliat 
effect  postulates  tliat  the  components  for  systems  planned  for 
over  many  years  alway.s  .seem  to  be  diverted  at  the  last  minute 
(their  boxcars  being  redirected)  to  be  used  lor  different  systems, 
whose  unanticipated  rcquircincnls  arc  now  urgent.  He  concludes 
that  the  planning  for  some  systems  is  useful  only  if  they  can  be 
applied  to  sadsfying  unplanned  for  rcquircnicnts.J 

Hughes,  Wayne  P.,  Jr.  “Garbage  Cans  at  Sea,”  Amhipuity  and 
Command,  pp.  249-257  (1986).  (IToes  the  “garbage  can”  model 
apply  to  decision  making  in  die  Navy?  Hughes  concludes  that 
while  in  jicacctimc,  .some  of  the  “garbage  can”  conditions 
(unclciiT  goals,  poorly  defined  operating  procedures)  may  exist, 
in  wartime  the.sc  conditions  arc  coiTcctcd  and  fade  away, 
although  not  immediately:  it  may  take  a  matter  of  months,] 

Uru/Jiinin.  Chapter  5,  “Operational  Decisions.”  |  Defines 
organizational  decisions  as  choices  about  the  method  for 
conducting  combat  operations,  noting  the  two  sided  nature  of 
combat,  iuid  taking  into  account  the  risks  involved.  'Hie  chapter 
contrasts  the  way  men  and  computers  apply  mixed  strategics,  j 

Baniard,  Chester  I.  "llic  Environment  of  Decision."  Chapter  XIII, 
The  I'unctions  of  the  Executive.  Ciuiibridgc.  MA;  Harvard  Uni¬ 
versity  Press,  1951.  [Distinguishes  die  decision-making  process 
in  orgtutizations  Ifom  the  process  used  by  people  as  individuals, 
pointing  out  diat  wlicrctis  the  evidence  of  decisions  is  usually 
found  in  die  orders  issued,  die  decisions  themselves  occur  in  die 
intcqilay  between  purpose  and  envimrimcnt.) 
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Clauscwitz,  Carl  von.  “Friction  in  War,”  Book  One,  Cliaptcr  Seven, 
On  War.  Princeton,  NJ:  Princeton  University  Press, 
1976.  I  Clauscwitz  terms  those  factors  that  lower  tJie  general 
level  of  performance  as  “friction,”  alUiough  he  docs  not  suggc.st 
that  the  best  general  is  the  one  who  takes  friction  to  heart. 
Clau.sewitz  might,  however,  have  suggested  that  the  command 
atid  control  procc.s.s — particularly  the  .supervision  of  the  pltuincd 
action — plays  a  role  in  detecting  friction  and  reducing  it.] 

Supplementary  Readings  on  Decision  Aids 

Dillard,  Robin  A.  “Using  Data  Quality  Measures  in  Decision-Making 
Algorithms,"  IEEE  Expert:  Intelligent  Systems  &  Their 
Applications,  December  1992.  pp.  63-72.  jLike  liiiiny  itniclcs 
about  artificial  intelligence,  this  one  has  a  few  fonnulas.  Its  virtue 
is  that  it  concents  the  decision  by  the  commtutding  officer,  USS 
VINCENNES  to  shoot  down  the  Iranian  airbus.  The  issue  being 
studied  is  which  ol  four  algotitiuns  lordecisioti  making  wituld  be 
useful  in  situations  like  this  one,  where  there  were  scvcnil 
mutually  exclusive  hypotheses  and  .some  reported  facts  iuul 
measurements  whose  accuracy  and  quality  are  uncertain.  The 
article  is  full  of  di.scussion  about  probabilities,  but  it  provides 
some  insight  into  the  complexity  of  creating  arlilicial  intelligence 
systems  and  rules  to  assist  commanding  olTiccrs  to  deal  with 
situations  like  the  one  tliat  faced  Captain  Rogers,] 

Andriole,  Stephen  J.  “Leveraging  Command  and  Control  via 
Enhanced  Command  Decisionmaking:  Prospects  fora  Behavioral 
Theory  of  Command  and  Control.”  Defense  Analy.sis,  Vol.  4,  No. 
3,  pp.  2,53-265,  September  1988.  lAndriolc’s  article  is  an  attempt 
to  get  systems  designers  to  stop  treating  commanders  as 
proverbial  “black  boxes,”  He  blames  the  immature  slate  of 
command  and  control  theory  on  the  lack  of  emphasis  on 
command  decision  making,  which  he  feels  is  the  e,sscnco  of  the 
command  and  control  jiroccss.  He  urges  more  and  better  research 
on  understanding  human  infomiation  processing  and  on 
c.stahlisning  which  dcci.sion  making  functions  arc  best  pcrfomicd 
by  iiumans,  which  by  machines,  and  which  by  humans  aided  by 
machines.  He  notes  that  the  .Soviets  liad  gone  to  great  Icnglhs  to 
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train  tltcir  commanders  in  inallicinaticiil  decision  tltcory, 
cybemclics,  and  operations  research.) 

Hopple,  Gerald  W.  “An  AsscssineiU  of  die  Stalc-ol'-ilic-Art  of 
Advanced  Analytical  Methodologies  for  C’  Deci.sion  Support,” 
Principles  of  Command  and  Control,  pp.  343-369  (19S7), 
[Hopple  surveys  the  various  techniques  and  methodologies  for 
making  decisions,  in  order  to  help  tmyonc  cmhiirking  on 
developing  a  computer-aided  system  to  appreciate  the  variety  of 
analytical  tools  available  for  adoption.) 

Shumaker,  Randall  P.  ;uid  Franklin,  Jude.  ‘‘Artificial  Intelligence  in 
Military  Applications,”  Principles  of  Command  and  Control,  pp. 
319-336  (19H6).  [Both  a  tutorial  on  artificial  intelligence  tuid  a 
description  of  some  projects  attempting  to  harness  Al.) 

Andriole,  Stephen  J.  ct  al,,  “huclliuent  Aids  for  Tactical  Planning,” 
Principles  of  Command  and  Control,  pp.  194-212  (I9S6). 
[Descriptions  of  two  altcmpts  to  u.sc  computers  to  aid  the  military 
planning  process:  the  first,  TACPLAN,  acts  as  a  simple  assistant 
to  the  planner,  asking  questions  and  iccorditig  tuiswcrs,  aiul 
comparing  them  to  a  set  of  rules  in  the  knowledge  base;  the 
second,  INTACVAL,  u.ses  a  different  knowledge  base,  one  that 
identifies  the  attributes  and  value  of  objects,  that  generates 
options  for  review  by  the  pUmnrrr,  ;uid  that  u.ses  graphic  displays 
with  overlays.) 

Thomas,  Clayton  J.  “Models  iuid  Wartime  Operations  Rescarcii.” 
Military  Modeling,.  Alexandria,  V  A;  Military  Operations  Research 
Society,  I9H4.  [This  cha[)ler  introduces  the  rest  of  a  book  that 
contains  descriptions  of  models  fordilfercnt  forms  of  warfare  and 
hrr  different  aspects  of  warfare.  It  is  really  a  primer  on  the  uses 
and  limitations  of  models  and  the  melhods  of  operations 
research.) 
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The  an  of  war  is  simple  enoufih.  Find  out  where  your  enemy  is.  Get  at 
him  as  soon  as  you  can.  Strike  at  him  as  hard  as  you  can  and  as  often  as 
you  can,  and  keep  moving;  on. 

Ulysses  S.  Graiil 


Nowadays  lack  only  stays  with  the  yaod  yene.ral  who  has  a  yood  system 
of  command  and  control. 

Richiird  Simpkin,  Race  to  the  Swift 


The  detailed  knowledge  of  a  few  individual  engagements  is  more  useful 
than  the  general  knowledge  of  a  great  many  campaigns. 

Clauscwii/.,  Frinciples  of  War 


Operation  Desert  Storm  demonstrated  that  tactical  communications  are 
still  plagued  by  incomputihilities  and  technical  limitations.  At  Cl-i,N TCOM 
corps  and  wing  levels,  a  significant  portion  of  the  war  was  conducted 
over  commercial  telephone  lines  het:uu.se  of  the  volume  and  compulihility 
limitations  of  the  military  communications  system.  ..  Communications 
were  worse  in  the  field....  MullLservice  .strike  packages  were  difficult  or 
impossible  to  assemlde  becau.se  various  aircraft  coirununicated  in 
diff  erent  ways  over  secure  voice  channels. 

Les  Aspin  ;uid  Willimn  Diekiiisuii, 
Def  ense  for  a  New  Fra:  Lessons  of  the  I’ersian  Gulf  War 
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Focus 

How  have  sueccssl'ul  commanders  in  (he  pas(  exercised  their 
command?  This  session  will  review  how  the  coininand  and  control 
process  has  functioned  in  combat,  will  consider  nnuiy  student  case 
studies  on  the  subject,  and  will  explore  the  capabilities  and  vulner¬ 
abilities  of  inodeni  iclecoininunications  systems. 


Command  and  Control  in  Combat 

Any  attempt  to  apply  the  lessons  of  history  to  modem  problems 
rai.ses  two  questions; 


▼  What,  in  fact,  aro  the  lc.ssotis  of  history?  and 

▼  To  what  extent  do  they  apply  today? 


The  metliods  by  which  succe.ssful  comnnuiders  h.avc  cxercisetl 
their  command  during  wailimc  battles  has  often  been  obscured  by  the 
attention  focused  on  their  strategy  and  tactics.  This  niay  lx;  changing; 
writers  now  seem  more  likely  to  consider  coininand  ‘.style’'  or  clarity 
ol  cxprcs.sion  as  characteri.stics  worthy  of  consideration  and  comment. 
This  nev/  interest  extends  not  only  to  the  ways  that  the  “grciit 
captains”  made  decisions  themselves,  but  also  to  the  ways  they  used 
doctiine  to  tnllucncc  the  decisions  will  be  made  by  their  subordinate 
comnnuiders.  Doctrine  that  is  developed  during  peacetime  has  often 
been  devised  in  a  way  that  increases  the  “control”  (d  tlio.se  writing 
the  doctrine,  hut  after  the  w;ir  litis  begun,  tuiil  the  forces  have  been  in 
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autonomy  of  conimanilers  in  the  field.  During  this  courtie.  we  have 
already  rctul  tibout  the  conimtuid  styles  of  ;i  nuii.lxir  of  succcssiul 
coinmandeis.  Hiivf  you  detnted  tiny  onmmoti  thrvad  lhal  tui^hl 
sufini'.si  sorni^  principles  for  success  in  command  - 


Telecommunications 

Tlie  need  lor  reliable  comnuinications  in  military  operations  apiiears 
to  be  increasing.  Modem  combat  forces  tire  equipiicd  with  weapons 
sysiems  whose  efleclive  ciniiloyincni  depends  on  central  coordination, 
yet  tliey  need  to  disperse  in  order  to  survive  the  lethal  power  of 
similar  weaiions  |iossessed  by  iorces  on  ll>c  oilier  side.  Tlius,  modem 
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military  operations  Uiough  centrally  controlled,  take  place  over  very 
large  battlefields.  While  operations  over  extended  arctis  by  naval  mu! 
air  lorces  are  comnionplacc,  even  modem  ground  cmnbat  troops  h;ive 
begun  to  operate  over  large  areas.  NATO  doctrine,  lor  example,  dis¬ 
persed  ground  troops  far  more  thinly  over  the  battlefield  (15  men  per 
square  kilometer)  than  was  done  only  eighty  years  ago  (404  men  per 
square  kilometer).  Furthcnnorc.  while  we  usually  tltink  ot  tcclmology 
as  solving’  probletns,  improved  technology  is  now  creatin)^  problems 
lor  telecommunications,  whose  requirements  arc  now  being  driven  by 
the  increase  iti  computer  speeds  (about  50  percent  per  yettr)  and  the 
increasing  availability  and  granularity  of  graphics.  In  addition  to  the 
factors  of  dispersion  and  technology  noted  tihovc,  sttmc 
tclccomtnunications  requirements  continue  to  be  driven  by  humtui 
curiosity. 

Successful  combat  operations  today  have  increasingly  become 
deix^tidenl  on  electronic  methods  of  communications  to  su, slain 
personal  rclation.ships  even  though  there  is  some  risk  ihtil  clect.n.mic 
nictliods  diminish  the  impact  of  pcnsomil  leadership.  In  att 
infonnation-llow  sen.se,  the  world  seems  to  have  shrunk;  modcni 
telecommunications  has  made  it  pos.siblc  for  people  in  their  living 
rooms  to  view  in  full  color  an  cngiigcmenl  in  tlic  Ftilklands,  Panama, 
or  the  Persian  Gull.  Modem  telecommunications  is  overcoming  the 
physical  disttuices  that  separate  decision  makers  from  each  otlter  and 
from  the  sources  of  infonnalion  on  which  iJicy  rely  to  make  their 
decisions.  Even  though  the  rate  of  change  of  events  is  u.sually  greatest 
at  the  scene  ol  action,  the  oppoitunity  to  readjust  decisions  is 
di.stributcd  throughout  the  cltain  of  commtmd. 

While  telecommunications  is  u.sually  charade ri/,cd  by  its 
electrical  attributes — btuidwidth,  data  rate,  tb.roughpul,  or  error 
rate — its  value  to  coniimuid  rmd  control  derives  from  its  ability  to 
e,slablish  “connectivity”  not  only  between  commanders  related  by  the 
chiiin  of  comnnutd,  but  between  their  stalls,  as  well  as  Ixu'  cen 
“coordinators’  and  the  commanders  being  coordinated,  between 
supporting  comniiuiders  and  the  comnuuiders  they  are  supporting, 
between  sensors  tmd  the  comnnuidcrs  who  need  the  information,  and 
between  commiuiders  and  forces  that  need  to  crurperate  with  (and  not 
.suiprisc)  each  other. 

The  classic  description  ol  a  communications  circuit  was 
fr)nmilatcd  in  194H  by  C.R.  .Shannon  in  his  seminal  article,  “A 
Mathematical  'rtieory  of  Communications.”  He  identified  six 
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significant  elements.  He  pointed  out  lJ»at  in  addition  to  a  “transmitter” 
and  a  “receiver,”  it  is  necessary  to  have  an  “inlomtalion  .source”  to 
provide  the  information  to  be  transmitted,  and  a  “destination”  for  the 
information  received  by  the  receiver.  He  also  identified  the 
information  “chaimcl”  between  the  tran.smittcr  and  receiver  as  an 
clement,  through  which  the  transmitted  signal  must  ptiss  and  whicli 
itself  imposes  some  limitations  on  the  rate  of  transmission.  Finally, 
he  identified  a  “noise  source”  that  inlnxluccs  noise  into  tJie 
information  channel,  adding  an  additional  (ask  for  the  receiver:  to 
distinguish  effectively  between  the  transmitted  signal  and  the  noise. 

To  understand  the  telecommunications  procc.ss,  it  is  necessary  to 
appreciate  two  of  its  basic  characteristics:  it  is  symmetrical  and  it  is 
arliitrary.  If  ideas  arc  to  move  reliably  from  tlie  mind  of  one 
commander  to  the  mind  of  another,  the  transfomiations  that  arc 
undertaken  on  tltc  sending  (tnm.smitling)  side  have  to  be  matched  on 
the  receiving  side,  ;uid  they  have  to  be  matched  exactly.  Evcrythijig 
that  has  beeti  done  at  the  tnuismitting  end  must  I'tc  undone  at  llie 
receiving  end;  eveiy  aialog-to-digilal  conversion  at  the  tnuismitting 
ctid  needs  to  be  matched  by  a  C()ire.sponding  digital-to-iuialog 
conversion  at  the  other  end,  every  cticryption  by  a  decryption.  ;uid 
every  modulation  by  a  demodulation.  Therefore  the  planning 
necessary  to  achieve  an  eflectivc  telecommunications  path  is  detailed 
;md  unforgiving:  any  umnatched  step  will  result  in  communications 
problems  or  failure.  It  should  lx;  clear,  then,  that  bccau.se  there  are 
alternative  tnethods  available  for  pcrlonnitig  each  of  the 
communicatioiLs  steps,  tlie  dominant  requirement  when  establishing 
a  telecommunications  patli  is  not  necessarily  to  optimi/.e  the  [iroccss 
but  io  siandarui/.e  ii  ai  each  end.  mine  iiii{)oii<uu  ii'iuii  dt'iiig  tilings 
the  hext  way  is  doing-them  the  xumc  way,  which  is  the  objective  of 
programs  to  achieve  Joint  interoperability. 

This  course  is  not  a  tccluiical  one,  nor  docs  it  coiUcnd  that  com¬ 
manders  and  their  staffs  need  to  lx;  fully  conversant  with  the 
tccluiical  details  of  telecommunications  sy.slem.s.  Nevertheless  a 
commander  can  cxixJcl  that  when  communicatio.'is  officers  explain 
telecommunications  pcrfomiancc,  they  have  a.s.sun!cd  that  their 
commander  understands  a  few  fundamental  idcits  about 
telecommunications,  and  tluit  communications  officeix  will  be 
generous  in  intiking  such  assumptioics  so  as  to  avoid  insulting  their 
boss. 
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These  fuiidaincntal  ideas  include  the  concept  of  a  wave  fomi,  the 
dift'crences  between  analog  and  digital,  and  (for  operations  dependent 
on  radio)  the  differences  in  transmission  characteristics  in  the  various 
radio  Irequency  bands.  Such  considerations  affect  (he  “costs"  ol 
communicating — costs  in  tenns  of  equipment,  people,  delays,  and 
errors — which  may  be  quite  different  from  iJie  “value”  to  tire 
commander  of  transmitting  or  receiving  the  infomiation  itself. 
Cotnmunications  officers  will  tctid  to  think  in  temis  of  the  “costs,” 
while  commanders  will  think  in  tenns  of  the  “value”  of 
communications.  Communications  officers  will,  for  example,  be 
coascious  that  television  transmission  requires  one  thoasand  limes  the 
bandwidth  used  by  ti  radio  signal,  while  comm;mder.s  will  di.scounl 
such  considerations  :urd  focus  on  tlic  value  of  a  video  picture. 

Tlic  tenn  “wave  fonn"  is  used  to  denote  the  shape  of  the 
electrical  signal  (usually  voltages  as  a  function  of  time)  that  a 
transmitter  generates,  and  then  sends  over  a  chminel  to  be  recognized 
and  interpreted  by  a  receiver.  Wave  fonns  convey  infoniuition  from 
source  to  destination.  Tliis  concept  is  an  importiuit  one  wltcn  we 
come  to  consider  “interoperability,”  because  it  emphasizes  ih;it 
although  having  die  same  equipment  at  each  end  may  be  useful,  the 
imiKtrtani  question  is  wfictherthe  receiving  equipment  will  recognize 
tlic  wave  form  of  the  sigmd  generated  by  the  Inm.smittcr. 

The  distinctions  between  “analog”  ;uul  “digital”  c;ui  become 
somewhat  confusing,  because  these  tenns  arc  used  not  only  to 
charactciize  the  fonn  in  which  infonnation  exists  at  a  source  or  as  it 
is  presented  for  transmission  but  also  to  characterize  tlic  fonn  of  the 
medium  used  for  transmission.  The  human  voice  (whose  frequency 
and  intensity  vary  as  a  function  of  time)  is  an  example  of  iiifuniUiiion 
in  an  analog  fonn  at  its  source,  and  which  can  without  modilication 
be  transmitted  by  tnodulating  cither  tlic  amplitude  or  frequency  of  tui 
ruialog  radio  sigiuU. 

Historically,  the  telephone  [letwork — an  analog  tnuisinission 
system — was  well  matched  to  its  infonnation  source — ^hc  hunuui 
voice  in  analog  fonn.  Digital  infonnation,  like  the  letters  or  numbers 
used  in  teletype  machines,  or  data  in  computers,  has  to  lie  converted 
prior  to  transmission  over  a  telephone  network  into  some  analog  form 
by  the  use  of  a  modulator,  whose  conversions  have  to  be  matched  in 
reverse  at  tlic  receiving  end  by  a  demodulator.  These 
inodulator/dcinodulators  (now  generally  called  “modem.s”)  provide  the 
conversion  from  analog  to  digital  or  from  digittU  to  analog. 
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Whenever  analog  signals  arc  aniplificu,  any  accompanying  noise 
is  also  amplified,  but  when  digital  signals  ;irc  amplified,  they  can  be 
reconstituted  in  their  original  I'onn  (without  the  noise).  Because 
signals  in  digital  fonn  can  be  reconstructed  with  fidelity,  the 
telecommunications  industry  has  been  convening  analog  int'oniiaiion 
to  a  digital  Ibnnat  for  switching  and  (mere  recently)  for  iransmi.ssion. 
Thus,  for  a  variety  of  reasons,  infonnation  is  convened  from  one 
fonn  to  Ute  other  so  tliat  it  itialchcs  tJte  methods  being  used  for 
tran.smi.ssion  and  switching.  !ncrca.singly,  telecommunications  systems 
are  becoming  digital  systems,  with  the  result  that  it  is  becoming 
immaterial  (to  the  system)  whctlicr  the  “tcnninals”  arc  humans, 
teletype  machines,  fax  macliincs,  or  computers. 

Encrypting  the  human  voice  for  .security  reasons  creates  tlic  need 
to  convert  from  analog  to  digital  fora  different  rca.son.  High-quality 
cryptographic  systetns  add  a  digital  stream  ol  cryptographic  signals 
to  a  digital  strciun  of  infonnation  in  order  to  produce  a  digital  sircam 
of  cnciyptcd  infonnation.  Therefore,  to  provide  cryptographic  sccu  rity 
for  voice  transtnissions,  it  is  tiece.ssary  first  to  convert  tiie  huinmi 
voice  from  its  nomial  mialog  form  to  a  digital  fonn  so  that  a  digital 
key  stream  can  be  added  to  it  fur  encryption.  An  cncryptcil  digital 
stream  ciui  then  either  he  sent  over  ;t  digital  inuismissioii  medium  or 
converted  back  to  tut  analog  fonn  I'or  irtuismission  over  an  antilog 
tran.smi.ssion  system.  Thus,  secure  voice  syslcins  arc  often  the  most 
complex  tuid  costly  ptirts  of  large-settle  telecommunications  systems. 
Note  that  each  convcision  tin  tlie  transmit  side  must  be  mtitched 
exactly  on  the  receive  side.  Even  though  conveisiuns  may  be 
acconijilished  in  a  iiuinbet  td different  ways,  it  is  important  that  it  lie 
done  the  sruiie  way  at  Itolh  ends. 

The  propagation  of  raditi  waves  is  a  lunclion  of  their 

frequency— mcasuied  in  hert/,  (cycles  |)er  second),  kikiheil/. 

(Iltoustuids  til  cycles  per  sectmd),  me.g>iltert/,  (millions  ol  cycles  per 
second),  or  gigtdicrl/,  (billions  of  cycles  |x;r  second).  Eticlt  radio 
frequency  btuul  has  somewhat  tliflerenl  tnuismission  characteristics. 
As  a  general  rttic,  the  frequencies  at  tlte  high  end  have  directive 
cliaiacterisiics  like  those  we  tcssociate  with  the  Inuismi.ssion  of  light, 
while  the  lower  Irequeneies  have  bending  characleri.stics  somewliat 
like  those  we  icssociate  with  the  transmission  of  sound.  Some 
frequencies  in  the  middle  range  c;ui  alst)  be  refracted  by  discon¬ 
tinuities  in  the  troposphere  or  iono.sphcrc.  Wavelengths  arc  inversely 
related  to  Irequeneies  (the  product  of  wavelengths  and  fiequencics 
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being  equal  to  the  speed  of  light).  Thus  the  wavelength  of  the  very 
low  frequeneies  (VLF)  u.sed  to  transmit  to  submarines  is  on  tile  order 
of  ten  miles,  while  the  wavelength  of  a  super  high  frequency  (SHF) 
satellite  circuit  is  on  the  order  of  an  inch.  The  size  of  active  antenna 
elements  is  directly  related  to  llie  wavelength  of  the  signal  being 
transmitted  or  received.  Rccetitly  there  has  been  a  trend  toward 
"multi-spectrum”  transmitters  and  receivers,  which  use  tlie  same  box 
to  operate  at  any  frequency.  This  approach  is  achievable 
electronically,  hut  the  relationship  between  the  size  of  cfTicient 
antennas  ;md  the  radio  frequencies  being  used  still  applies. 

The  “links”  in  a  C  system  are  provided  by  telecommunications 
circuits,  and  to  the  extent  that  these  circuits  arc  radio  circuits 
(includitig  satellite  or  microwave  relays),  the  links  become  subject  to 
ati  enctny’s  electronic  warfare  (EW).  Therefore,  us  modeni  combat 
has  become  dependent  upon  reliable  radio  communications,  military 
forces  have  had  to  adopt  operation  security  (OPSEC)  measures  in 
order  to  make  the  locating  mid  idcniil'yiiig  ()f  iraiismitting  stations 
more  difticult.  Conversely,  to  die  extent  that  an  enemy  u.scs  radio 
circuits,  it  becomes  attractive  to  conduct  electronic  warfare  (EW) 
operations  to  disrupt  ctietny  comiminicalinns  networks  at  Ibe  time 
they  arc  most  essential,  and  to  u.sc  communications  intelligence 
(COMIN'E)  operations  to  exploit  ;ui  enemy’s  dependence  on 
communications  and  to  undermine  wliatcvcr  failli  enemy  military 
comiiuuKlcrs  may  liavc  in  their  own  communications  .systems. 
Comimmd  ;uid  control  luid  electronic  warfare  involve  somewhat 
different  considerations,  but  these  considerations  do  converge  when 
radio  circuil.s  arc  u.sed,  us  tiiey  must  he,  to  reach  mobile  phittorms 
such  u-s  ships,  ttuiks,  and  aircralt.  Links  tlial  rely  on  wire  or  cable 
instead  of  radio,  on  die  oilier  Inuid,  face  vulnerabilities  of  pliysical 
dc.stniction  along  their  entire  Icngtli. 

Commentary  on  the  Case  Studies  and  the  Readiny,s 

Admiral  Nelson's  great  victories  at  the  Nile,  Copenhagen,  luid 
Trafalgar  arc  often  atiritiulcd  to  his  superior  tactics  tuid  to  llie 
readiness  of  Ids  .sliips  and  men.  Palmer  pidnts  nut  that  Nelson’s 
command  and  control  inctliods  and  “style”  al.so  contributed  to  lliese 
victories,  and  that  sucli  methods  sliould  lx:  ot  more  enduring  interest 
K)  later  geneiations  of  ofliccrs.  The  fiuiious  “Ncl.son  Touch”  included 
his  personal  Icadcrsliip,  :uid  llie  deliberate  sliaring  of  his  intentions 
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with  liis  subordinate  ix)iimiaiidcrs.  Is  there  a  place  foi  the  "band  of 
brothers"  approach  to  command  and  control  today? 

World  War  I  has  provided  (he  basis  lor  a  variety  of  lessons  about 
warfare,  Van  Crevcld  describes  liow  (lie  senior  coniniandcrs  of  that 
war  liad  adopted  the  idea  that  warfru'c  had  hcci''"  '  a  science  rather 
than  an  art,  and  how  they  sought  to  cliniinalc  .  '  •  idcr  of  warfare 

through  exhaustive  planning,  strict  timctablc.s,  ,uki  right  control.  In 
effect,  the  tntinagemcnt  iricthods  of  the  office,  factory,  ;uid  railroad 
were  being  applied  to  warfare.  Do  you  a^’iee  with  van  Crevcld  that 
methods  that  may  have  proved  indispensable  to  the  raisins;, 
deployment,  and  .mstaininy,  of  armies,  invited  di.saster  when  applied 
to  the  battlefield?  If  so,  do  we  run  any  ri.sfs  by  using  the  .'tame  Joint 
Operation  Planning  and  Execution  System  (JOPES)  both  for  the 
employment  of  forces  as  well  as  for  iheir  mobilization,  deployment, 
and  sustainment? 

Van  Crevcld  points  out  that  while  cotniinuidcrs  desired  positive 
control,  their  coniniunications  means  to  clfect  it  were  often  lacking, 
coniniandcrs  were  tlicrcforc  lelt  with  two  alternatives; 

»■  to  undenake  only  those  operations  that  could  be  closely 
controlled,  or 

▼  to  phui  opicrations  that  did  not  require  clo.se  control. 

Van  Crevcld  as.seils  that  during  World  War  1,  the  liritish  chose  the 
forincr  course,  while  the  Gcninuis  cho.se  the  latter.  The  need  foi  order 
and  control  has  usually  been  Justified  by  arguinciits  emphasi/ing  the 
desire  to  |ircvcnt  wa.stc  and  to  niandute  coordination,  anil  by  the 
a.s.sumpt  1  oi I  ,i  Cwiiiinandcr  in  chiCi  tiloiic  i.i  in  j/o.s.S\.,.'».ii'/ii  Oi  um  uil. 
tacts.  On  the  other  hiuid,  the  case  for  fewer  controls  luid  lower 
decision  thresholds  is  ba.sed  on  tJie  desire  for  rapid,  independent,  ;uul 
decisive  action  at  all  levels,  lor  tlie  exerci.se  of  initiative  liy 
suhordinalcs,  and  for  the  acltievenicnt  of  lateral  coordination  tuid 
mutual  support. 

Van  ('reveld  endorses  Ludendorll's  coinnnuid  style  during  the 
IriiH  Cicnnan  ollensivc  over  Haig’s  during  the  IriKi  British 
offensive.  I'o  what  extent  did  the  (jernian  advance  benefit  from 
Ludendorff  s  approach  to  command  and  control.^  I  tow  docs 
Ludendorff  s  assumption  that  tactics  were  more  important  than 
strategy  affect  his  command  and  control  style?  Are  the  two 


in  Comhai/Telccommunicaiions  ’’  79 


(ilternulive  styles  evident  in  other  wars  and  battles?  Are  the 
contrastiii)’  styles  evident  today  am;)n/>  the  several  Services? 

Van  Crevcld  believes  (liat  Ludendortl’s  use  of  directed  telescopes 
enabled  tlie  Gennan  coniinanders  to  move  with  Uieir  troops.  Was  this 
a  si-^nificant  factor  in  the  German  success? 

The  interim  report  by  die  Secretary  ol  Dclcn.se  on  llic  C'  syslems 
of  U.S.  tind  coalition  lorces  during  Ihe  Persian  Gull  Conllici 
(Oucstion  15)  deserves  to  be  read  carefully.  Tiiis  interim  report  was 
superseded  by  a  “final  repon”  from  the  Secretary  of  Defense  in  April 
1992,  but  the  interim  report  is  retained  as  a  reading  because  il  is 
frc.sber,  more  infonnativc,  and  covers  die  i.ssues  more  Iriuikly.  I'l'hc 
final  report  is  listed  as  a  supplementary  reading  for  Sessions  3  and  7.| 

It  would  be  difficult  enough  to  scniinari/c  in  a  few  pages  ihe 
operational  and  technical  accomplishments  and  shortcomings  ol  a 
wartime  C’  system  that  grew  to  ten  thou.siuid  circuits,  but  it  is  nearly 
impossible  to  do  so  with  complete  accuracy  in  an  unclassified 
document  tliat  has  undoubtedly  been  staffed  through  orgtini/at  ions  m  >1 
eager  to  have  their  shortcomings  highlighted.' 

The  general  tone  is  one  of  accomplishment,  even  claiming  lor  the 
C’l  system  much  ol'  the  success  of  Desert  Storm.  Yet  ilcspite  the 
upbeat  language,  it  is  clear  that  greater  attetdion  will  need  to  be  ptiid 
to  plmis  for  developing  theater  infrastructures,  to  Ihe  integration  ol 
satellite  transmi.ssion  sy.slems,  to  the  rapid  promulgation  of  a  useful 
set  of  (tperating  instructions,  to  improving  bolli  the  inputs  to  and 
promulgiition  ol  air  tasking  orders,  ;uid  to  a  greuter  mea.sure  ol 
interoperability.  While  none  of  this  should  have  been  surprising,  the 
authors  of  the  report  actually  seem  sunmsed  that  the  operation 
succeeded  despite  the  lack  of  “a  single  ‘sufjicmc’  conmnuKlet  .”  The 
authors  acknowledge  that  the  C’l  .system  “evolved  in  capability  as  the 
deployment  progressed,”  ;uid  that  '  ■'cce.s.s  depended  both  on  “central 
inanagctnciv.”  (though  they  do  not  idemify  the  central  nnuiagcr)  ;uid 
on  tlie  "imuiy  interlaces,  intensive  matiagemenl.  mid  substantial 
workarounds”  that  indeed  have  always  diaracterizcd  the  creation  of 
a  command  and  control  capability  in  lasl-cluuiging  situations. 


'[’iir  .siiini;  Inaik  cuiiiinfnt.s  on  Imw  il.e  IclitoiniiuiniciiliDii:. 
sy.Ucms  (it  catli  Suiviu;  (t-xtopl  the  Navy)  pcilnmitd  dinm)'.  lli- 
{Julf  War,  see  the  Jimuaiy  IVV2  issue  of  llilili  Commumriiin.ns 
listed  a.s  Ihe  first  .soppleiiientary  leading  on 
leleeonimunieations. 
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Particularly  noteworthy  in  this  response  to  Question  15  arc  rcl'crences 
to  such  factors  as  deep  basing,  (o  the  Scud  (hreat,  ;uid  to  the  use  of 
commercial  equipment  and  sysicms.  It  will  he  intcicsling  to  hear 
whctlicr  this  description  of  the  performance  of  C^l  systems  accords 
with  the  experience  of  those  who  actually  participated,  and  if  not,  to 
speculate  on  why  not, 

In  his  summary  chapter,  Orr,  relying  on  his  earlier  conclusions 
about  die  stochas'ic  nature  of  combat,  outlines  what  soil  ot  C’l 
system  he  feels  best  supports  combat  operations,  flo  you  aitrcc  with 
his  conclusion  that  a  distributed  C  ’!  system,  ba.sed  on  “problem 
definition,  decomposition,  and  allocation"  is  the  type  best  suited  to 
the  realities  of  warfare  and  the  American  character? 

Beaumont,  in  his  introduction,  is  conccnied  that  commanders  may 
become  too  dcpoiulent  on  C'  sysicms  in  peacetime,  only  to  see  them 
penetrated,  disorganized,  or  destroyed  in  wailimc.  He  is  also  con- 
ccnicd  that  such  systems  lend  to  ccntrali/c  auUiorily  and  wciikeii  the 
chain  of  command.  Is  Beaumont  justified  in  his  concern  that 
experience  with  C systems  in  peacetime  is  iruidequate  preparation 
for  coping  with  their  damage  and  destruction  in  wartime?  If  so,  what 
could  he  done  to  enhance  our  capability  to  cope? 

In  his  Chapter  1 ,  Beaumont  traces  the  evolution  of  comnnuid  ;uid 
control,  including  the  increased  ability  to  communicate  rapidly  over 
great  distiuiccs,  the  devcloiunenl  of  staff  systems,  luicl  the 
employment  of  electronic  warfare.  (Some  aspects  of  this  evolution 
have  already  been  dc.scribed  in  more  detail  by  v;ui  Crevckl.) 
Beaumont  notes  the  tendency  of  people  to  focus  narrowly  on  the 
engineering  asjxicts  of  .spccilic  sy.slems  luid  to  have  difficulty  in 
developing  ;ui  overall  perspective  of  command  :uui  control.  i)o  you 
agree  with  him  that  this  difficulty  can  be  attributed  to  a  general  lack 
of  interest  in  the  general  history  of  command  and  contrr)l  or  at  the 
problems  that  arise  between  C  ''  systems?  Would  this  lack  of 
perspective  help  to  account  for  sloe,’  and  often  unsatisfactory 
acquisition  of  Cf  systems?  At  this  poiiti,  what  do  you  consider  to  be 
the  main  obstacle  to  the  creation  of  a  clear  perspective  of  command 
and  control? 

The  examiiles  in  the  Carter  reaxling  locus  on  conimunicalions 
during  crisis  situations  as  well  as  the  communication.s  svstems  that 
suppoit  nuclear  forces,  yet  his  descriptions  ol  telecommunications 
l(;chnologies  and  of  the  threats  to  communications  ajiply  generally. 
Carter  provides  a  good  summary  ol  information  theory,  ;uid  he 
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describes  the  characteristics  ol  the  various  radio  I'rcgucncy  hands,  the 
vulnerabilities  of  radio  communications,  luid  some  principles  of 
cryptography.  He  al.so  outlines  the  effects  of  nuclear  explosions  on 
electronic  systems.  As  he  points  out  at  one  point,  “all  llie.se  details 
are  tedious  hut  important."  The  reader  should  gain  the  general 
impre.ssion  that  communications  by  radio  is  difficult  in  any  ease,  ana 
can  he  made  even  more  difficult  by  the  efforts  of  a  determined 
enemy  to  exploit  or  deny  it.  If  you  were  to  advise  an  enemy  about 
how  to  disrupt  U.S.  military  communications,  what  would  you  sutt^esi 
as  the  focus  of  attack'' 

The  l‘Wl  article  in  Scientific  American  by  Ct  rl  is  intended  to  be 
a  tutorial  on  modem  telecommunications  .sy.stcnis.  Cerf  di.stingui.shcs 
between  circuit-switching  sy.stcnis  (like  telephone  systems)  ;uid 
packct-switchitig  systems  (like  the  networks  u.sed  lor  tnuisinitiitig 
mcssage.s),  He  then  describes  .some  existing  and  evolving  protocols 
(for  ethemet,  for  token  systems,  as  cxamplc.s)  in  packet-switching 
systems  To  insure  tiiat  a  telccoiinm'.nications  system  bclmves  the  way 
that  the  originator  of  a  call  or  message  intends  it  to,  such  a  sy.stem 
needs  to  provide  for  tiic  transmission  not  only  of  Uie  data  or  text  but 
of  the  signalling  (lor  circuit-.swilchcd  sy.siems)  or  the  addresses  (lor 
packct-S'witclied  systems).  ,Such  signalling  and  addrc.s.sing  features  are 
essential  to  the  control  of  tclccommiinicatious  systems,  Cerf  then 
introduces  the  seven-level  hierarchy  now  being  used  in 
telecommunications  architectures  (to  he  explored  lurther  in  .Session 
d).  He  explains  the  role  ol  gateways  as  well  as  some  options  lor 
achieving  sccurily:  iiasswords,  authentication,  ;uid  cryiitography. 
Although  Cerf  illustrates  his  article  with  cxiunplcs  from  the 
conimcrcial  world,  thc.se  technologies  are  applicable  as  well  lo 
military  systems.  Do  you  aypee  with  his  assumption  that  the  computer 
has  already  replaced  the  human  caller  or  message  writer  as  the 
driviny  factors  in  the  establishment  of  ret/ ui rente nts? 

Kcadinf^s 


Case  Studies 

Palmer,  Michael  A.  “Lord  Nel.sort:  Ma.sicr  of  Comritatid.”  Nuval  War 
Colleye  Review.  Winter  pp.  105-!  I.*!. 

vart  Crcvcld,  Ctlrapter  .‘i.  “The  Tinrclalilc  War,” 
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U.S.  Secretary  of  Defense.  “ComuKuid,  Control,  Communications, 
and  Operational  Security  of  the  Coalition  Forces  as  a  Whole;  luid 
Command,  Control,  Communications,  and  Operational  Security 
of  the  United  Slates  Forces,”  Question  15,  Conduct  of  the 
Persian  Gulf  Conflict:  An  Interim  Report  to  Congress. 
Wa.sliingtori,  1991. 

Required  Readinpts 

Orr.  Chapter  V,  “C^l  in  Coinhal  Operations.” 

Beaumont,  Introduction.  “An  Overview  of  Commiuid  and  Control," 
and  Ct'.apter  1,  “The  Hi.storic  Evolution  of  Command  and 
Control.” 

Carter,  Ashton  B,  “Communications  Tcchmslogics  tmd 
Vulnerabilities,”  Managing  Nuclear  Operations,  pp.  217-282, 

Cerf,  Vinloti  G.  "Ncirnnkn,"  .Scientific  American  September,  1991, 
pp.  72-81. 

Supplementary  Readings  on  Command  and  Control  in  Combat 

Aspin,  Les  mid  Dickinson,  William.  Defense  fora  New  Era:  Lessons 
of  the  Persian  Gulf  War.  Wa.slnnglon,  DC;  Govt.  Print.  Off., 
1992.  US  79,72  A842  1992,  IBiusictilly  a  .study  report  by  the  staff 
ol  tlie  House  Anncd  Sendees  Cominiticc.  Of  particular  interest 
arc  the  pages  on  command  and  control  tuid  on  if  systems;  “The 
Air  '1'a.skmg  Order,”  pp.  9-10,  “Communications  Hampered  by 
Old,  Incompatible  FAjuipmciil,”  p[i.  22-24,  and 
“Goldwaler-Nichols  Flayed  a  Critical  Kole,”  pp,  4 1-42, J 

Adam,  John  A,  “Warfare  in  the  Inlonnation  Age,"  and  Gib, son,  Tim, 
“'I’lic  Digitized  Drums  ol  'Wur,”  IEEE  Spectrum,  .September  1991, 
pp.  26-73,  (A  description  of  the  Gulf  War  willi  emphasis  on  how 
the  employment  ol  high-tech  sy.s'ems  inllucnccd  its  conduct.] 

Keegtui,  John.  “Wellington’s  Stall,”  “Wellington  in  Baltic,” 
“Observation  and  .Sensation,”  “Grtuil’s  Staff,”  “Gnuil  on 
C.'unpaign,”  and  “Grant  the  Fighter,”  The  Mask  of  Command. 
New  York;  Viking,  1987,  pp.  132-138.  145-163,  and  194-229. 
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[Describes  tlic  techniques  (and  liiglily  developed  skills)  used  by 
Wellington  and  Grant  as  part  of  (heir  command  and  control 
process.] 

Reeves,  W.  Robert.  “Soviet  C’:  Ttieory  and  Practice,”  Principles  of 
Command  and  Control,  pp,  277-288.  (1985)  1  Describes  what  (lie 
Soviets  call  “troop  control,”  and  concludes  that  Uie  term  is  more 
comprehensive  than  our  or  even  C*l,  becau.se  it  includes 
navigation,  electronic  warfare,  and  cover  and  deception,  which 
the  Soviets  incorporate  into  all  pha.ses  of  their  operations.] 

Gatchel,  Theodore  L.  “Can  a  Battle  be  Lo.st  in  the  Mind  of  tlie 
Commander?”  Naval  War  College  Review,  January-February 
198.5,  pp.  96-99.  (A  short  but  interc.sting  account  of  the  battle  for 
Hill  107  during  the  Gentian  attack  on  Crete  in  May  1941. 
Gatchcl  contrasts  the  actions  of  the  battalion  commanders  on  each 
side,  as  iiicii  unceitainties  niountcd.  He  concludes  that  a 
commander's  ability  or  inability  to  deal  effectively  witli  such 
uncertainties  may  decide  the  issue.] 

Foresicr,  Cecil  Scott.  The  General.  (1936)  Penguin  Books:  1972.  [A 
claisic  novel  tliat  traces  the  career  of  a  Britisli  Army  officer, 
including  duty  as  a  general  officer  during  the  First  World  War.] 

Marshall,  Samuel  Lyman  At'.veed.  Men  Against  Tire:  The  Problem  of 
Hattie  Command  in  Future  War.  Washington,  DC:  Infantry  Jour¬ 
nal.  1947, 

Supplementary  Readings  on  1  elecommunications 

I  EEC  Communications  Magazine,  January  1992,  Vol.  30,  No.  1. 
[Devoted  to  “The  Role  of  Coiuinunications  in  Operation  Desert 
Stonn.”] 

Baker,  Philip  J.,  Jr.  Command  and  Control  Mechanisms  in  the 
Chickarmuga  Campaign:  The  Union  Experience,  Fort 
Leavenworth,  KA:  Ll.S.  Anny  Command  and  General  Stuff 
College,  1989,  | Examines  the  methods  of  communications 
available  to  General  Ro.sccraiLS  before  and  during  the  battle, 
Baker  concludes  that  wtiile  Roscciaiis  did  not  use  his 
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ci'iiHiiunicaiions  assets  erildciitly,  this  w;is  not  a  key  factor  in  the 
hatUe’s  outcome.] 

Kahn,  Robert  E.  “Networks  for  Advanced  Computing,”  Scit'ntifir 
American.  October  1987,  pp.  136-143.  I A  tutorial  on  circuit- 
switching  and  packet-switching  approaches  to  networking;  de¬ 
scribes  di-'l'crcnt  stiucturcs  for  local  area  networks  ;md  the 
architectural  problems  that  have  to  he  solved  when 
intercoimecting  existing  networks.  Implicit  in  this  paper  is  the 
assumption  that  the  capacity  of  tnin.sinission  systems  will  and 
should  cotitinue  to  expand.] 

Stockdalc.  Jatnes  B.  “(’otninunicating  VEh/jour  Technology,”  Sif>nui. 
October  1979,  pp.  26-32,  (Admiral  Stockdalc  describes  the 
methods  used  by  Amcikiuis  as  prisoners  of  war  in  Vietiuuii  to 
commutiicatc  with  each  other.  His  dc.scription  includes  the  main 
clcmcnt.s  ol  any  commuiiications  system:  the  crxie  itself,  the 
procedures  lor  call-ups  atid  receipts,  and  the  prohlctns  rd' 
establishing  initial  contact.  He  concludes  that  cotmnunicatioti  is 
the  coniicclion  of  otic  braiti  to  tuiother,  and  he  crihei/cs  today's 
"overbuilt,  overpriced  systems  that  disgorge  bales  ol  untiecessary 
data.”] 

Sliiumon.  C.E.  “A  Malhcmatical  Theoiy  of  Communication,”  Hell 
Sy.'itcni  Technical  Journal,  'Vol.  27,  July  1948,  pp.  379-423. 
ri'wenty-livc  years  after  this  article  appeared,  rut  editor  was  able 
to  assert  that  “probably  no  single  work  in  tliis  century  has  mote 
profoundly  altered  ttiiui’s  utidensttuiditig  of  communications.” 'I'he 
article  bectune  the  basis  for  development  of  the  disciplines  now 
called  “infoiinatioii  lltcory''  :uid  “coditig  theory'.”  .Shattnon 
derined  a  connnunictttions  system  as  consi.siing  ol  five  elements: 
an  itifortnation  source  that  generates  a  message  (in  symbols),  a 
transniittcr  that  cotivcrts  the  symbols  of  the  message  itito  sigtials 
suitable  for  tnuismi.ssioti,  ach;uinel  lor  the  tnutsmi.ssion  of  signals 
Iroin  transmitter  to  receiver,  a  receiver  that  reconstructs  the 
symbols  of  the  message  from  the  received  signal,  and  a 
destination  to  which  the  receiver  delivers  the  mcs.sagc.  He  points 
out  that  inlonnalion  can  lx.-  pas.scd  a  gretitcr  rate  whcti  some 
statistical  intdnnation  is  known  about  the  .syniliols  used  to  convey 
the  information  til  the  source,  lliis  known  stali.stical  itifomiatioti 
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is  termed  “entropy”  (wiiich  iiicreiLscs  from  zero  when  wc  tire 
certain  of  every  symbol  in  tire  n.cssage  to  a  maximum  when  all 
possible  symbols  arc  equally  likely).  Entropy  is  also  the  average 
number  of  binary  digits  (hits)  required  per  symbol.  Shiurnon  then 
introduces  (lie  idea  that  a  signal  in  a  channel  i.s  likely  to  be 
perturbed  fiy  noise  during  mmsmissioii  .<0  that  the  received  signal 
is  a  function  of  both  the  transmitted  signal  aral  the  noise.  He  llicn 
di.scusscs  scanc  strategics  for  reducing  to  an  ariiitriirily  small 
fraction  the  effect  of  the  noise  (strategics  that  later  led  to  the 
development  of  "coding  theory").] 
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During  Crises  / 
Computers 
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No  staffer  can  manage  crises  Once  a  crisis  starts  yau  can  het  your  life 
that  if  you  are  the  crisis  iruuuty.cr’s  staffer,  you  will  he  kicked  aside  and 
all  the  principals. ..will  take  aver  and  run  it,  and  you  miyht  as  well  yo 
home. 


Williiun  Odom  (!‘^K()),  quoted  in 
C  ■'/;  ls.\ues  of  Cornnutnd  and  Control 


A  business  (like  any  oryaniiation)  is  eonstiiutea  as  a  network  of  t  ecurre/n 
conversudons.  Computers  are  a  toolffir  conducting  the  network  of 
ct)neer,sations. 

Winognid  ;uh1  Floies, 
Under siandiny  Computers  and  Coyniiion 


If  compiUers  a, id  compuisr  programs  supposedly  are  yeitii-y  easiet  to 
use,  why  ate  so  many  companies  .still  nuikiny  a  nice  liviny  puhlishiny 
books  on  how  to  use  them'/ 

Doiuild  Norman,  in  U.S  News  &  World  Report 
November  23,  \W2 
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Focus 

111  Ihis  session,  we  exaniiiic  tlic  command  ;md  control  process  as  it 
has  functioned  during  crises,  and  di.scuss  student  case  .studies  on  crisis 
situations.  Wc  al.so  consider  tlic  role  that  computers  play  in  command 
and  control  by  assisting  coininandcrs  to  make  decisions  and  to  save 
time. 


Command  and  Control  Durin}’  Crises 

Since  tlie  mid-iyfiOs  die  President  as  Commandcr-in-Chicf  has  had 
iui  increasing  capability  to  monitor  developing  situations  on  a  timely 
basis  and  to  communicate  directly  with  field  commanders.  This  has 
encouraged  presidents  to  try  to  exerci.se  control  of  events  as  they  arc 
liappcning,  and  has  significantly  modified  their  relationships  with  oii" 
scene  commanders.  Prior  to  the  introduction  of  new  technologies 
during  the  1960, s  and  since,  the  Coniinander-in-Chicf  issued  strategic 
direction  in  terms  of  general  objectives  that  pnividcd  latitude  for  field 
commanders  to  detennine  the  level  of  ibree  luid  the  choice  ol  tactical 
methods.  Today's  Coinmandcr-in-Chicl  is  able  to  inllucnce  tactical 
decisions  more  directly  and  to  monitor  progrc.ss  on  a  minule-by- 
rninute  basis.  Furthermore,  the  President  has  often  had  available  to 
him  current  intelligence  not  necessarily  available  to  the  field 
commander,  altliough  provisions  are  increasingly  being  made  to  share 
iiationaTlevel  infoniiation  witli  field  coiniinuidcr.s. 

On-scene  commanders  and  oilier  coininandcrs  in  the  chain  of 
command  might  react  to  Utc  use  of  the, sc  increased  abilities  in  a 
reasonable  but  unfortunate  way.  They  might  as.sunic  that  when  orders 
are  received  iToiii  liigher  auibority  directing  .sjieciiic  aciiuiis  by  paii 
of  tlieii  force,  the  higher  authority  has  somehow  as.sumcd 
rcsfKiiisibilitics  for  detailed  direction  for  the  entire  force.  Yet 
coininandcrs  remain  responsible  for  foreseeing  danger  to  the  survival 
and  integrity  of  their  forces,  and  for  preventing  hostile  actions  from 
jeopardizing  tlicir  ability  to  accompli.sh  the  mi.ssion.  In  the 
International  Rules  of  the  Road  intended  to  prevent  collisions  at  sea, 
there  is  a  “general  prudential”  rule  'hat  in  effect  instructs  the  masters 
of  vctiscls  to  depart  from  the  olh  -i  jlcs  if  nccc.ssary  in  order  to  avoid 
iinmcdiatc  danger.  This  rule  migirt  be  paraphrased  to  make  clear  that 
dc.spitc  all  tlie  “help”  commanders  receive  from  higher  authorities. 
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they  continue  to  he  responsible  for  the  effectiveness  and  security  of 
their  commands.  Such  a  paraphrased  rule  might  read: 

In  obeying  and  construing  these  orders,  due  regiud  sluill 
be  laid  to  till  thretits  to  the  survivtil  ;ind  integrity  of  your 
eoininand,  tind  to  tuiy  specitd  circuinsltmcc  which  shtill 
render  ;i  dcptuiurc  from  these  orders  nece.sstiry  in  order  to 
maintain  your  tibility  to  ticcoinplish  your  mission. 

As  a  result  of  experiences  with  crises,  Crisis  Action  Procedures 
have  been  developed  that  provide  for  the  preparation  of  a 
cuinmandcr’s  estimate  by  tlic  theater  ctmimandcr  who  has  been 
designated  to  he  the  supported  ettmmander,  tut  c.sliinalc  thal  incluiles 
coasideralion  of  operation  plans  prcviou.sly  prepared. 

For  joint  operations,  a  crisis  has  been  dclincd  as; 

tin  incident  or  situation  involving  a  thretii  to  trie  Lhiited 
States,  its  territories,  citizens,  milittu'y  forces,  and  |H)s- 
sessions  or  vihtl  interests  thtil  develops  rttpidly  and  creates 
a  condition  of  such  diplomtiiic,  economic,  political,  or 
milittiry  importance  thal  eommiunenl  of  U.S,  miliuiry 
tdrccs  and  resources  is  conieinpltiied  to  tiehievc  national 
objectives. 

Crisis  situations  put  particular  pressures  on  the  command  tuid 
control  process.  !n  most  non-crisis  operations,  operational  decisions 
usually  respond  to  some  variai'  of  the  quc.stion:  should  ourcarclully 
thought-out  plan  that  is  cunenlly  being  cxceutcd  he  modiiied'.'  lit  a 
crisis,  both  the  modificatittns  lo  the  plan  and  the  plan  ilself  have  lo 
be  developed  in  real  time.  Furthcnnorc,  both  the  iulonnation 
decisions  and  the  operational  dcci.sions  are  being  made  lor  the  first 
time,  and  some  new  organizational  dcci.sions  ollen  have  lo  he  made 
as  well. 

Although  in  many  ways  each  crisis  is  unique,  crisis  participants 
often  find  thal; 

»  The  structure  lor  decision  makitig  is  ciliter  unclear  or 
needs  lo  be  created,  and  tut  uncertainty  may  exist  as  to 
who  is  empowered  make  which  decisions,  so  a 
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coiiiinaiider  is  required  to  make  and  promulgate  some  ad 
hoc  organizational  decisions; 

»  Decision  makers  often  find  themselves  dependent  initially 
on  experts,  but  soon  may  learn  to  invoke  increasing 
skepticism  about  expert  advice,  and  to  develop  a  real 
appreciation  for  hard-headed  fact-finding  skills  to  supixirt 
their  information  decisions;  and 

▼  Dccisioti  makers  leant  that  they  may  have  to  slow  the 
velocity  of  decision  making,  by  resisting  pressures  to 
make  operational  decisions  immediately,  without  ijikiitg 
sufficient  time  to  make  deliberate  infonnalion  decisions 
or  to  apply  some  logical  process  to  the  making  ol 
operational  decisions. 

A  crisis  situatioti  prc.sctits  a  large  number  of  problems,  all  of 
which  apixtar  to  require  prompt  rc.solution.  Some  of  these  have 
comnuuid  and  control  implicatittns.  One  .such  i,s.suc  arises  duritig  the 
selection  of  forces.  An  operation  may  require  execution  of  tasks 
whose  .sco|x;  and  diversity  tire  beyond  the  capabilities  of  any  existing 
organization.  Altliough  the  missing  .skills  and  equipment  may  be 
aviulablc  fiom  several  separate  organizations,  it  is  po.ssiblc  that  such 
units  will  seldom  if  ever  have  operated  together.  The  question  then 
arises  whether  it  is  better  to  pick  die  “best”  units  (an  "all-star”  team) 
from  .separate  organizations  and  hope  that  the  cohesion  titid  icatnwork 
needed  for  effective  cotnmand  and  control  can  be  created  quickly 
during  the  operation,  or  better  to  sclccl  an  existing  organization  tliat 
has  some  (but  not  all)  of  the  capabilities  required  and  tlien  uttacii  to 
it  other  organizations  with  tlic  missing  skills.  Which  of  these 
alternatives  would  you  adopt?  (Your  answer  may  depend  on  how 
much  you  believe  command  and  control  contributes  to  success,  and 
how  lon^  you  believe  it  takes  to  achieve  effective  cooperation 
between  forces  unaccustomed  to  operatiny  together.) 

In  the  many  crises  over  the  past  forty-five  yctint,  command  ;md 
control  has  been  exercised  in  the  Department  of  Defense  under  a 
wide  variety  of  circum.stanccs,  with  bolli  .success  and  failure.  While 
the  participants  themselves  may  he.vc  learned  a  few  lessons  from 
these  crises,  their  commatid  :md  control  experience  is  not  as  readily 
avjrilablc  as  it  should  be  for  ttie  education  of  tliosc  who  will  follow 
them  and  who  could  benefit  from  the  prior  experience.  lifforts  to 
identify  “les,son.s  learticd  ’  are  useful,  hut  ino,st  of  tlicsc  lessons  relate 
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to  equipment  or  procedural  shortcomings  that  have  now  been 
corrected. 

Ir.  order  to  understand  tlte  decision-making  a,spects  of  prior  crises, 
most  of  us  need  to  he  able  to  view  the  crisis  “from  the  inside”  before 
being  ready  ;o  accept  some  distilled  “lesson  learned”  derived  by 
someone  else.  To  appreciate  tlie  environment  in  which  spccillc 
decisions  were  made  during  past  crises,  it  would  be  necessary  to  read 
the  messages  that  were  then  available,  understand  what  tasks  and 
objectives  were  assigned,  get  a  sense  of  the  dominant  uncertainties, 
and  be  able  to  distinguish  what  was  known  from  what  was  uiiknown 
or  at  least  unclear.  Personal  accounts  (when  they  arc  av.iilable)  by 
participants  in  an  operation  or  crisis  arc  u.seful  up  to  a  point,  hut  they 
arc  usually  intended  to  assure  the  listener  or  reader  tliat  the  narrator 
wisely  and  systematically  overctunc  all  obstacles. 

What  is  needed  arc  .some  case  studies  tJiat  would  recrculc  the 
decision-making  envirotimenl  of  previous  crises.  The  development  of 
.sucli  case  .studies  might  require  access  to  infonnution  still  highly 
classified  and  likely  to  remain  so,  whose  di,sclo.sure  might  result  in  a 
less  than  flattering  portrait  of  tlie  participants.  In  the  absence  of 
aullioritativc  case  studies,  therefore,  participants  in  future  crises  nuiy 
have  only  their  own  mistakes  to  leant  front.  Still,  there  is  a  growing 
unclassified  literature  on  some  of  thc.se  crises,  although  the  einphtisis 
is  often  on  what  happened  rather  than  on  what  decisions  were  made, 
and  wlicn.  Wha!  kind  of  cast’  studies  or  ejten  ises  do  you  feel  would 
help  future  commanders  and  staff  officers  to  benefit  from  the 
experience  of  specific  situations  from  the  recent  past? 

Computers 

There  is  now  considerable  experience  using  computers  to  maintain 
the  status  and  to  some  extent  tlie  loctition  of  own  lorccs,  but  wlictlier 
this  tremendous  reporting  and  computing  el  fort  has  been  indeed 
uselul  to  tlie  makers  ot  decisions  is  not  really  clear.  The  role  ol 
computers  in  support  of  coimnand  and  control  i.s  still  evolving.  Aiiart 
from  tlicir  extensive  use  in  sensor  and  coinmunications  networks  tuid 
ill  lire  correlation,  liltering,  ;uid  tuialysis  of  iiifonnation  (particularly 
about  an  enemy),  coinputets  arc  used  to  supfxirt  the  command  ;ukI 
c:ontrol  process  in  the  following  ways: 
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▼  To  maintain  and  display  tlic  coiiliiiually  updated  status  ol 
own  and  friendly  forces, 

»  To  maintain  and  display  Uic  continually  updated 
capabilities  of  tlic  enemy, 

▼  To  optimize  deployment  plans  iuid  to  test  them  for 
transptirtation  feasibility, 

to  estimate  possible  outcomes  of  potential  military 
engagements. 


The  exercise  of  authority  over  commanders  at  the  ticxl  lower 
echelon  is  often  btesed  on  status  reports  from  units  .several  echelons 
furdier  down.  Because  it  is  possible  that  sucli  inlonnation  will  have 
licen  reported  unreliably  or  have  changed  since  the  latest  report  was 
received,  queries  are  sometimes  sent  to  verify  infonnation  at  the  last 
minute.  Reports  arc  most  likely  to  be  accurate  when  the  reporting 
system  has  been  devised  in  a  way  that  provides  incentives  for 
reporting  cominandci's  ta  make  sure  their  reports  are  accurate  ;u)d 
timely,  yet  incentives  for  accurate  reporting  arc  sometimes  overlooked 
iti  the  design  of  rep(,)rting  systems.  An  altcniativc  method  of 
obtaining  accurate  (tliough  not  necc,s.siirily  relevant)  information  in 
reports  is  to  couple  the  .sensor  or  weapons  sy.stcm  that  mctisurcs  or 
produces  the  raw  information  directly  with  some  automatic  reporting 
device,  but  this  method  is  tun  very  popular  with  intervening 
ctimmtuidcrs  because  they  arc  no  longer  “in  control”  of  some  of  the 
information  going  up  the  chain  of  command. 

The  optimization  and  testing  of  deployment  phuis  tor  Ih^ir 
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computers  that  have  beet,  cinphatdzcd  in  recent  years  with  some. 
sueee.s.s,  Tlicrc  is  now  eonsiderabic experience  willi  computers  dealing 
witli  such  one-sided  problems.  Tlic  prediction  of  (mtcrmics  of  military 
actions — the  role  often  etivisioncd  l(»r  computers — seems  to  he  most 
effective  where  piiysical  parameters  doniiiiale,  and  perliaps  when; 
humttn  conduct  ciu;  be  prc.sumcd  to  follow  rigid  doctrine.  Computers 
have  been  used  to  support  waj-  giuniiig  and  campaign  plan  simulation 
and  have  provided  some  much  needed  insights.  The  two-.sided  nature 
of  combat  and  tlic  wide  variability  of  huinai'  respoiLSes,  however, 
make  it  difficult  to  predict  outcomes  of  militaiy  action  by  ;uiy  mctuis. 

There  arc  a  few  fundamental  lads  alu»ul  computers  that  need  to 
be  understood.  In  tlic  first  place,  computers  liavc  some  .serious  limita¬ 
tions.  Ihcir  virtues  of  six'cd  iuid  consistency  ouglit  iiot  to  be  into:- 
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prcled  as  an  ability  to  go  beyond  the  accuracy  ;md  completeness  ol 
the  infonnation  entered  or  the  models  programmed.  The  idea  that 
computers  add  some  sort  of  autlienticity  is  to  be  resisted.  Secondly, 
altliough  application  programs  nuikc  computers  useful,  il  is  the 
computer’s  operating  system  that  provides  Uie  basis  for  intero|')cr- 
ability  of  sy.stems  and  the  transferability  of  programs.  Finally,  tlic 
problems  of  computci  security  are  immense.  There  are  risks  that  data 
could  be  disclosed,  lost,  or  modified  without  authorization  or 
ktiowlcdgc,  and  tliat  the  sjune  fate  could  overtake  tlic  programs  on 
which  commanders  ;uid  (heir  staffs  rely.  The  measures  to  assure  data 
security  and  integrity  may  be  costly  and  cumbersome,  and  we  may 
adopt  the  false  hope  that  sy.stem  security  is  a.ssurcd.  Yet,  during 
World  W'ar  11,  nations  wanted  to  believe  tliat  (heir  communicatioas 
encryption  systems  had  remained  secure,  but  found  out  aftci  the  war 
tliat  they  had  not. 

Trying  to  automate  a  process  Uiat  one  has  been  unwilling  or 
unable  to  perfonn  nuuiually  generally  proves  quite  difficult.  As 
people  who  automate  im  existing  manual  process  discover,  the  initial 
automation  rcvctils  tliat  further  modifications  of  the  process  itself  arc 
possible,  usually  requiring  a  second  upgrade.  It  might  be  assumed 
that  il  the  possibilities  for  process  luooificaliuii  liad  been  recognized 
at  the  outset,  both  automation  steps  might  have  been  done  together. 
But  taking  the  shortcut  of  combining  both  steps  into  one  incurs  the 
risk  tliat  wlicn  tlic  completed  sy.stem  is  delivered,  it  will  lail  to  satisfy 
the  user's  expectations  or  desires;  and  when  something  goes  wrong, 
it  will  be  more  difficult  to  understand  why. 

Commentary  on  the  Case  Studies  and  the  Readiny,s 

Bouchard,  the  author  of  the  first  case  study,  believes  (as  do  imuiy 
others)  that  the  Cuban  Missile  Crisis  marked  "a  luniiiig  point  in 
Amcrictm  civil-military  relations  and  in  tlic  evolution  of  U.S. 
command  and  control  doctrine,”  following  which  civilians  would 
exercise  both  command  and  control.  Tlic  term  “control”  is  u.scd  by 
Bouchard  to  describe  tlie  limits  placed  on  the  di.scrction  that  lias  been 
otlicrwi,se  delegated  to  subordinate  decision  makers.  This  case  study 
oil  the  Cubim  Missile  Crisis  docs  not  confine  its  locus  to  the 
deliberation, s  of  the  executive  committee  (CXCOM),  but  examines  in 
detail  the  methods  used  by  the  Fresident  to  exercise  a  measure  of 
control  over  navtil  operalions,  methods  that  may  seern  to  some  to 
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conflict  wiUi  the  traditional  philosophy  of  command  over 
commanders  at  sea, 

Bouchard  has  read  the  available  reports  and  has  corresponded 
with  niiuiy  of  the  participants  in  order  to  pull  together  a  reliable 
picture  of  tlie  way  tlial  command  was  exercised  over  naval  forces 
during  that  crisis.  Tlic  hook  from  which  the  case  study  was  excerpted 
examines  whether  or  not  an  inadvertent  war  could  be  triggered  by 
militao'  (in  tliis  case  naval)  interactions  during  a  crisis.  The  author 
was  specifically  examining  crises  to  .see  whether  interactions  between 
military  forces  at  the  scene  ol  action  became  decoupled  from  tlie 
control  of  national  autliorities.  In  this  crisis  the  author  found  no 
serious  instances  of  decoupled  interactions  involving  naval  forces.  For 
purposes  of  seminar  di,scussion,  .students  are  asked  to  be  prepared  to 
identify  any  examples  during  the  crisis  where  tlie  command  and 
control  process  appears  t('  have  broken  down,  or  came  close  to  doing 
so.  This  is  the  prototype  crisis  situation:  what  command  and  control 
lessons  should  he  drawn  from  it? 

Van  Crevcld  <lescribc.s  some  incidents  on  the  Southern  Front 
during  the  1973  war  between  Israel  and  Egypt  to  illustrate  how 
friction  and  tlie  fog  of  war  reduced  the  effectiveness  of  a  previously 
successful,  iiiodcnily  Cquipfied  anuy  tliat  had  a  sound,  wcli-dcvcluiK:u 
command  doctrine,  lliis  .second  case  study  is  not  strictly  a  crisis,  but 
it  focuses  on  the  relationships  (.sometimes  inveiled)  between  civil 
officials  and  military  commanders.  After  first  providing  a  useful 
summary  of  the  technical  and  doctrinal  developments  since  tlie  rise 
of  Napoleon,  van  Crcveld  outlines  tlie  command  doctrine  developed 
by  the  Israeli  Defense  Force  during  the  1956  and  1967  wars.  He  ^,so 
points  out  how  the  field  radio  had  overcome  the  limitations  of 
wirelines  H  at  had  earlier  restricted  Uic  movement  of  tactical 
commanders  to  fixed  headquarters.  Van  Crevcld  describes  how  tlic 
Israelis  .seemed  to  employ  what  he  calls  “reverse  optional  control,” 
which  reduced  the  discretion  of  field  commanders.  Which  of  the.  many 
reasons  piven  by  van  Creveld  for  the  Israeli  failure  are  lessons  that 
have  larger  application? 

Beal  pnividcs  an  interesting  glimp.se  of  the  workings  of  the  White 
House  during  crises.  He  characterizes  decision  making  during  crises 
as  ‘organized  anarchy.”  He  lamcnfs  die  hick  of  analytic  tools  for 
decision  makers  at  the  highest  level  as  well  as  the  lack  of  tools  for 
synthesis  of  information.  He  cites  "Gray’s  Principle”  to  Uic  effect  that 
at  every  echelon,  commanders  must  at  some  point  act  to  accomplish 
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their  immediate  goals  without  furtJier  information,'  Beal  suggests  dial 
because  of  the  anarchy  dial  seems  to  pervade  a  crisis,  decision 
makers  should  act  very,  very  slowly,  and  should  recognize  as  a  key 
decision,  the  timing  and  the  extent  of  the  decision  maker's 
(presidential)  involvement.  Finally,  he  emphasizes  his  belief  dial 
decision  makers  should  be  given  options  by  lower  echelons,  noting 
that  whatever  options  did  survive  to  reach  the  decision  maker  they 
were  likely  to  be  detailed  as  to  the  facts,  but  lacking  a  guiding 
concept  as  the  basis  for  action.  Should  the  President  he  informed 
immediately  of  any  bad  news  or  should  he  not  be  informed  until 
lower  echelons  have  rendered  their  judgments  as  to  the  local 
significance  of  the  had  news  and  their  advice  as  to  what  might  be 
done  in  response? 

Beal  decries  in  particular  die  failure  to  integrate  infomiation  on 
its  way  to  the  President.  In  your  own  experience,  would  it  he  valid  to 
say  that  there  is  a  failure  to  integrate  information  on  its  way  to 
decision  makers  at  all  levels?  Do  these  failures  result  from  poor 
information  integration,  or  from  a  tack  of  an  integrated  (presidential) 
perspective?  What  could  he  done  to  correct  any  such  lack  of 
integration? 

Following  somcv.'liat  in  Beal’s  footsteps,  McDtuiic!  dcscrihes 
what  he  felt  Beal  had  accomplished,  and  what  was  left 
undone — particularly  the  tapping  into  giant  databasc.s.  In  diis  long 
cxcerjit,  McDaniel  goes  on  to  lay  out  in  some  dci  iil  what  the 
Congress  may  have  hiul  in  mind  when  it  created  the  National  Security 
Council,  and  tlicn  describes  how  the  NSC  actually  works,  how  it 
derives  its  power,  and  how  its  members  functioned  during  the  Achille 
Lauro  crisis.  He  draws  .several  iiiterc.sting  conclusions  Iroin  ids 
cx|x;rienccs;  that  our  ability  to  predict  crises  is  not  likely  to  improve, 
that  the  utility  of  interagency  comiuiltces  results  more  from  infonnal 
phone  calls  than  from  formal  meetings,  and  that  attempts  to  improve 
the  process  by  inv(dving  other  playeis  will  fail  because  of  a  pervasive 
drive  to  maintain  security,  whether  for  policy  or  bureaucratic  rca.sons, 

Dcmcch  provides  a  further  dc.scription  of  Beal’s  attempts  to 
introduce  improved  tecluiology  into  the  National  .Security  Council,  as 
well  as  the  reluctance  of  the  intelligence  community  to  cooperate. 


'('n’m’ral  Alfred  M.  (nay,  Jr.  wav  Cii.iiniarutiml  of  the  Marini'  Corps  froni 
m?  lo  1991. 
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Having  read  Beal,  McDaniel,  and  now  Demech,  are  you  optimistic 
or  pessimistic  about  the  utility  of  ''advanced"  decision  nialdiii> 
facilities  for  national-level  decision  makers'.^  Why  or  why  iioi? 

Grimes  gives  some  cx;unplcs  ol'  large  corporalions  using  ibe  new 
tcclmologics  to  help  lop  managcmcnl  cope  wilh  crises.  In  what  ways 
are  these  exainple.\  relevant  la  the  crisis  manaf^ement"  procedures 
and  systems  used  in  the  executive  branch  of  p,overnnient'’ 
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local  oixjrational  realities,  by  maintaining  continuous 
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comniunicatioiis  both  with  tlie  staffs  in  Wasliington  and  tiic 
commander  clioscn  to  conduct  the  operation.  WitJi  respect  to  llic 
mission,  tie  points  out  ttiat  success  raiuires  its  thorough 
understanding  as  well  ;cs  :ui  cx|ieclalion  that  it  is  likely  to  be 
niodilicd  during  the  operation.  Finding  that  potential  comnuuiders 
of  joint  task  forces  may  not  be  fully  infoniicd  about  the 
capabilities  offered  by  forces  otlicrthan  their  own,  IJSCINCEUR 
has  developed  a  Joint  Wanior  Program.  He  ch;iractcri/.cs 
coalititin  operations  as  tlic  ioughe.st  military  endeavor.] 

Woodward,  Sandy.  “The  Bells  of  Hell,”  Chapter  8,  One  Hundred 
Davs:  The  Memoirs  of  the  Falklands  Hattie  (ji  oup  Commander. 
Annapolis,  MD:  Naval  Institute  Press,  1992.  F3()31.5  W66  1992. 
[The  battle  group  commander  describes  how  he  precipitated  the 
change  in  Rules  ol  Engagcincnt  that  authorized  the  sinking  of 
Helgrano.\ 

Chainnai,  Joint  Chiefs  of  .Staff.  “Crisis  Action  Planning,”  Chapter  V. 
Volume  1,  .faint  Operation  I’lanninn  and  Execution  System,  .loint 
Pub  3-03.1  Washington,  DC:  1992.  lOutlincs  the  six  phases  of 
crisis  action  phuining,  defines  liie  geiiciai  lesiKai.slbilities  cd'  tltc 
supported  and  supporting  comiinuidcrs  during  each  phase,  and 
describes  the  commander’s  c.stimatcs,  planning  orders,  warning 
orders,  alert  orders,  deployment  orders,  juul  execute  orders  used 
in  crisis  action  ("time-sensitive")  planning. 

Niblack,  Preston,  ed.  Managing,  Military  Operations  in  Crises:  A 
Conference  Report.  .Santa  Monica,  CA:  RAND,  1991.  .AS 
3f>.R281,  No.  4038.  [Report  of  a  Jiuiuary  1990  conference  that 
had  its  beginnings  as  pan  of  a  project  entitled  Avoiding  Nuclear 
War.  Tills  report  summarizes  much  of  what  has  been  learned 
about  the  “nuuiagcmcnt”  of  cri.scs  during  the  Cold  War  period, 
and  attempts  to  show  the  rclevaicc  of  lho.se  lessons  for  the  post- 
Cold  War  world.  Chapter  5  on  the  role  of  naval  forces  in  crises 
is  by  Admiral  Train.] 

Allard,  C.  Kemieth,  “Fonnativc  Innuenccs  on  Modem  Cotnmaid  and 
Control,”  Chapter  5,  Command,  Control,  and  the  Common 
Defense.  New  Haven,  CT:  Yale  University  Press,  1990.  I'l’his 
chapter  dcscrilics  how  the  “lessons  learned  ’  from  the  crises  of  the 
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1960s  and  1970s,  the  impnivcd  telccoininunications  and  computer 
capabilities  during  the  same  period,  and  tlie  amendmenis  to  the 
National  Security  Act  all  influenced  (lie  evolution  of  command 
and  control  and  its  supporting  sysieins.] 

Andriole,  Stephen  J.  “Advanced  Information  Technology  for  Next 
Generation  Decision  Support”  in  Advanced  Technology  fur 
Command  and  Control  Systems  Engineering.  Fairfax,  VA: 
AFCEA  International  Press,  1990,  jip.  367-387.  |A  survey  of 
developments  in  decision  support  systems  (DSS)  that  we  can 
anticipate  in  the  near  future.  Andriole  expects  decision  support 
systems  to  move  from  being  data-oriented  to  becoming  more  able 
to  provide  analytical  .suppon.  While  he  recognizes  that  decision 
sup[xtrt  systems  are  more  likely  to  be  useful  in  stmetured 
situations  where  essential  data  is  quantified,  he  also  expects 
increasing  use  of  systems  where  decision  makers  can  inimipulaic 
graphic  displays.] 

Gorman,  Paul  F.  “C'l:  USCINCSO’s  Perspective,  1983-1985.” 
Defense  Analysis,  Vol,  4,  No.  3,  pp.  307-320,  September  1988. 
iThc  Comrnander-in-Chief  of  iJ.S.  Southern  Command  during  ilic 
mid-1980s  writes  iibout  his  re.sponsibilitics,  his  operational 
command  problems,  and  die  actions  he  took  to  put  his  tlicater  on 
a  “war  footing."] 

Hyde,  J.P.,  Warren,  J.B.,  and  Kesson,  C.E.  “C’  Planning  in  Crisis 
Response,”  Principles  of  Command  and  Control,  pp.  249-25.5 
(1986);  reprinted  in  Naval  Command  and  Control,  edited  by 
Yinny  DiGirolamo.  Fairfax,  VA;  AFCEA,  1991,  [A  survey  of 
actions  taken  to  improve  tlic  abilities  of  communications  planners 
to  respond  to  the  dctnuiids  of  crises;  describing  w.h^t  i!  is  like  to 
plan  for  communications  during  a  crisis;  tmd  idciuifying  some  of 
die  communicalioas  as.sct.s  available  to  assist  budi  die  planning 
and  die  execution  of  operations  during  a  crisis.] 

Ncu.stadt,  Richard  E.  and  May.  Ernest  R.  Thinking  In  Time:  The  Uses 
of  History  for  Decision  Makers.  Free  Press,  New  York:  1986. 
[This  important  book  dc.scribcs  die  U.S,  policy-making  process 
during  a  number  of  po.sl-World  War  II  crises:  particularly  the 
Cuban  Missile  Crisis,  pp.  116,  die  outbreak  of  the  Korean  War, 
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pp.  34-48,  aiid  the  Mayague/.  Incident,  pn.  58-66.  The  autliors 
describe  both  the  uses  ;uid  misuses  of  hisloiy,  and  the  int|nirtaiicc 
of  asking  some  fundamcnlal  but  simple  questions  at  the  outset: 
wltat  is  known,  mdvar,  and  presumed]  wtial  arc  the  likenesses 
and  differences  between  tlie  present  situation  ;md  those  of  the 
past'.'  ;md  what  can  we  do 

Bnmch,  Stuart  E,,  "C^l  and  C’risis  Management,”  in  Coaklcy,  pp.  .53- 
54  (1484).  [Discusses  tlie  problem  of  too  mucli  infonnation.j 

Goodman,  H.  ;uid  Schilf,  Z.  'The  Attack  on  the  LIBERTY,”  The 
Atlantic  Monthly,  September  1984.  pp.  78-84.  [This  article 
describes  tlie  Israeli  attack  on  US.S  Liberty  in  June  1967.  It  is 
ba,scd  on  war  logs  of  the  Israeli  Navy  and  two  investigations  ol 
the  incident  by  the  Israeli  Defense  Forces.  The  description 
illustrates  how  a  number  iif  lactors — fear,  fru.stration,  uncertain 
identilication,  miscalculations  of  ships’  siwcds,  and  the 
assumption  that  an  exploding  ammunition  depot  v.'as  the  result  ot 
shelling — all  combined  to  lead  Israeli  operational  commanders  to 
misjudge  the  situation  and  make  faulty  infonnation  decisions.] 

Hayward,  1’homas  B.  “An  Ex-CNO’s  Rcllcciion  on  the  Giubage  C;ui 
Theory  of  Naval  Decision  Making.”  Amhif^uiiy  and  Command, 
pp.  258-268.  I  Adminil  Hayward  distingui.shcs  the  decisions  witli 
which  he  was  involved  as  being  strategic  (a  supeipowcr  w;u), 
tactical  (aircraft  shootdowns  or  hostage  rescues),  or  bureaucratic 
(peacetime,  budget  issues).  He  concludes  that  the  “garbage  can” 
tlicory  appears  to  iiavc  relcvtmcc  to  the  examples  from  his  own 
cxixiricncc.j 

Rowde.n,  William  H.  “Sixth  Rcct  Operations;  June  1981  to  July 
1983.”  Amhi^uiiy  and  Command,  pp.  269-276.  jArimiial  'Ruwiiun 
dc, scribes  what  he  did  during  some  crises  iJiat  aro.se  while  he  was 
Goiimiandci,  U.S.  SixUi  Fleet:  the  shooldown  of  Libytui  fighters 
over  the  Gulf  of  Sidra,  the  assa.ssinalion  of  Anwar  Sadat,  mid  the 
bombing  of  the  U.S.  embassy  in  Beirut.  He  Uicn  rcllects  on  his 
decision  making  during  tliese  crises.] 

Train,  Harry  D.  “Dcci.sion  Making  and  Mmiaging  Ambiguity  in 
Politico-Military  Crisis.”  Ambiguity  and  Command,  pp.  298-307. 
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[Admiral  Train  dcscrihcs  several  crises,  including  a  cnllisinn 
between  a  U.S.  Irigate  and  a  Soviet  submarine,  the  sending  of 
helicopters  used  for  the  Iraiiiiui  Hostage  Rc.scuc,  and  acting  as  a 
relay  lor  questions  from  the  President  to  a  unified  comimuulcr. 
He  then  suggests  what  wc  iniglit  learn  about  mtiking  decisions  in 
the  presence  of  ambiguity.] 

Howe,  Jonathan  T.  Mnltirrisis:  Soa  Power  and  Global  Politics  in  the 
Missile  Age.  (.'.'unbridge,  MA:  MIT  Press,  1971.  V2.'i  HbS. 
|Ana!y/.cs  the  Quemoy  Crisis  of  19,‘SX  ;uid  the  Arah-Israeli  War 
of  1967  with  the  objer'iive  of  understanding  how  they  affected 
the  supcipower  relationship  between  the  US  imd  USSR.  The 
Quemoy  crisis  is  one  of  the  four  cri.ses  later  studied  by  Bouchaul 
in  Comniand  in  Crisis], 

Alli.son,  Gniliam  T.  tdssence  of  Pecision:  Explaininfi  the  Cuban 
Missile  Crisis.  Bo.ston,  MA:  Little,  Brown,  1971,  [A  classic  sludy 
of  the  decisions  made  during  the  Cuhiui  Missile  Crisis  using  llirce 
quite  diftcrent  models  of  human  behavior;  the  rational  actor,  the 
organizational  procc.s.s,  ;uid  bureaucratic  politics,] 

L(H)tnis,  Richard  I'.  "The  White  House  Telephone  iuid  Crisis 
MuJiagemctit."  U.S.  Naval  lirstiluie  Proceedittfts.  December  I9()9, 
pp.  6.'^-7.T  [The  evolution  of  the  u.sc  of  the  telephone  ;uid  other 
electronic  media  by  the  President  as  Commander-in-Chief,  from 
the  first  "war  room”  of  McKinley  to  the  high  tech  conclusion  of 
the  John.son  administration  (when  the  article  was  written);  also 
describes  some  of  the  crises  of  lire  1961  is  and  how  presidents 
have  learned  to  exploit  the  capabilities  ol  the  new  technologies 
available  to  them.] 

Supplenwnlury  Rcadiny,s  an  Computers 

Sproull,  Lee  luid  Kicsicr,  Sara.  "Com|iuter.s,  Networks  anil  Work,” 
Scientific  American,  September,  1991,  pp.  116-l2iJ.  [Computer 
workstations  were  initially  installed  in  command  centers  to 
facilitate  the  work  of  stalls;  since  then  workstations  have 
increasingly  bccti  u.sed  on  computer  networks  lor  computer 
conferences,  cither  to  deal  with  rapid  infonnation  excluuigc 
during  crises  or  to  iron  out  the  myriad  details  of  deliberate  phuis. 
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Sproull  and  Kiesicr  discuss  the  group  dyiiaiuics  ol  electronic 
mail,  that  in  cflccl  cslahlislics  such  computer  conlcreiiccs.  They 
describe  the  unexpected  impact  of  such  conferences  cm  individual 
participants  ;uid  cm  their  collective  behavior,  posing  some 
interesting  mtuiagcrial  problems  for  the  future.] 

Teslcr,  Lawrence  G.  “Networked  Computing  in  the  1090s,"  SvientifU 
American,  Sepictnher  1991,  pp.  K6-9.^.  |Traccs  the  evolulion  ol 
the  role  of  computers  from  oracle  to  work  sttUion  to  active 
assistimi,  ;m  cvolutioti  made  [tossihle  by  Uic  coniituiing  dcclitie 
in  the  cost  of  computittg  (halving  every  three  years)  ;md  ilie 
incrcasitig  sophisticatiem  of  computer  users.  Tcsier  cle.sciihes  ilie 
currcnl  trend  toward  the  employment  of  networks  of  coinpuieis. 
He  coticliicles  tlitii  universal  connectivity  could  eveti  etihatice 
democracy,  but  such  a  result  is  by  no  metuis  ceiitiiti.] 

Taylot,  Edward  C.  "A1  in  Comitumcl  and  Control:  Wlial  atid  Whcti." 
l’rocee(lini^,s  of  the  19^7  Command  and  Control  Research 
Symposium.  McLeati,  VA:  Science  Applicatiotis  Inlenttilional 
Corporation,  1987,  pp.  .^79-384.  |A  survey  of  three  alieniativc 
apjii'o-.icncs  to  the  appiicittioit  of  ttilillcial  itticlligcnce  li> 
couumuid  and  control  problcm.s; 

»  Developing  cxpctil  systems  to  apply  the  logic  tuiil 
rules  used  by  human  experts, 

▼  Developing  tttachincts  that  apply  parallel  pnicessing 
iccltniciues  apparently  used  by  the  huttitm  bratti,  or 
»  Developing  sysictits  that  exploit  human-machine 
symbiosis, I 

Wiiiograd,  Terry  ;uicl  I'lores.  Ecniiuido.  Under.staiidini;  Computers 
and  Copnition:  A  New  !•  ouiutation  for  Desiiin.  Norwood,  N,i. 
Ahlex  Coqioration,  1980.  |A  book  about  the  philo.sophics  that 
uiidcriie  the  use  of  computer  technology.  Dedicated  lo  the  people 
of  Chile  (one  of  the  authors  held  high  posts  in  stale-owned 
corporations  ;uid  in  government  there)  the  book  evolved  into  a 
(liscu.ssion  of  .some  of  the  objectives  that  might  be.  achieved 
through  the  design  ol  luiure  com|)uteis.  The  aulhors  argue  lluu 
computers  have  ii  particularly  powertul  impact  on  iiulividuals  and 
society  because  in  using  them  we  engage  in  a  discourse  org;mi/ed 
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in  a  way  thal  reilects  a  rationalistic  tradition  tlial  may  be  at  odds 
with  liuinan  experience.] 

Ware,  Hugh.  “New  Tools  for  Crisis  Mmiagcmcni,’’  U.S.  Naval 
Institute  rroci'i'diiif^s,  August  I0H4.  pp.  10-24.  |The  crises  of  the 
lOOOs  were  not  always  dealt  with  efficiently  ;uid  effectively, 
wliich  focused  considerable  atlcntion  on  the  shortcomings  of  C’ 
systems.  Ware  (writing  in  1974)  descrilx;s  a  number  of  these 
crises:  tlie  capture  of  Pueblo,  the  attack  oti  Lihcriy.  mid  the 
Cutnui  Missile  Crisis.  In  addition  to  recoiiimending  improvements 
in  communications  sy.stcms.  Ware  offered  .some  suggestions  for 
crisis  management — [tosilivc  acknowledgcmctits  of  nie.ssages,  od 
hoc  C'  siruclures,  and  ad  hoc  staffs  ;uid  phuiniiig.  | 
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77ic  iitcal  cornmaiul  and  I'nnirol  .syslcin  sujiiwrtiny  a  camnumdcr  is  siuii 
that  the  conmuindn  knows  whai  ){,ocs  on,  (hut  fit'  x'd-ives  what  is 
imcnded  for  him  and  that  whai  he  ironsmiis  is  delivered  u  ihe  iniended 
addressee.  ,vo  ihai  the  eommand  derisions  we  made  wiili  eonfidenee  and 
are  based  on  information  that  is  eompleie,  true  and  up-to-date. 

Defense  Science  Boiird  T;isk  V<irce  on  Coininaiul 
and  C  ontrol  Systems  Miutagcincnl  (19S7) 


4  ^ood  C'l  turtical  system  has  to  he  able  to  degrade  .i^raeefutt',':  that  is.  it 
must  he  able  to  lose  some  of  the  eapubility  that  it  started  with  initially, 
and  still  not  come  unaltied  ...  /l.v  h'C  eoneentrate...on  how  best  to  desiyii 
the  Cf  system,  there's  a  terulenry  to  envinon  one  that's  rentralized — but 
frequently  een'ra'dzed  systems  don't  degrade  praeefully. 

ThonuLS  H.  McMnilen  (19X2),  quoled  in 
C  V;  Is.sues  of  Command  and  Control 


The  greatest  leveraf’c  in  system  arehitertini;  is  at  the  uiierfaees.  ..  ‘the 
greatest  dangers  are  also  at  the  inierjdres. 

Eberhardt  Reclitin  in  System.'.  .Are  hi  ter  tin/; 
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Focus 

T*hc  four  remaining  sessions  of  tlie  course  will  focus  on  C* 
systems.  In  this  sc.ssion  we  examine  the  C*  systems  used  by  forces 
engaged  in  conveniiona!  war  and  review  curreni  effons  to  achieve 
interoperability.  The  session  will  al.so  include  di.scussion  of  the 
students’  descriptions  of  C*  sy.stems  for  conventional  forces. 

C'*  Systems  for  Conventional  Forces 

This  is  the  first  session  focused  on  C*  systems  rather  than  on  the 
command  and  control  procc.ss.  We  will  examine  some  of  the 
characteristics  of  “ideal”  .systems  li.sted  by  the  Defense  .Science  Board 
in  the  first  epigraph,  as  well  as  others  that  are  not.  We  should  look 
critically,  however,  at  their  idea  that  command  decisions  can  ever  be 
made  “with  confidence,”  or  that  infonnatioii  can  ever  be  “complete, 
tine  and  up-to-date.”  We  will  explore  both  tlie  capabilities  of  sy.stems 
that  sup|x>n  command  attd  control  tuid  some  of  their  limitations.  We 
will  question  whether  comnuuidcrs  can  ever  be  (as  the  Defense 
Science  Board  scerns  to  suggest)  separate  from  the  C'’  systems  thjit 
.support  tlicm,  and  will  consider  the  cxtctit  to  wTiicIi  iettderslitj)  skills 
iuid  decision-making  styles  are  integral  parts  of  CT"  systems. 

One  of  the  major  influences  on  Uic  design  of  C'  systems  is  (or 
should  be)  the  underlying  philo.sophy  of  llic  command  and  control 
process.  It  is  possible,  for  example,  to  imagine  a  rigid  command  and 
control  process  that  prc.scribcs  specific  actions  for  each  anticipated  set 
ot  circumstances,  tuid  which  pnihibits  actions  without  rctercnce  to 
higher  authority  when  an  unanticipated  circumstance  arises.  On  the 
other  hand,  it  is  possible  to  visualize  a  much  more  flexible  cominajid 
and  control  procc.ss  that  authorizes  any  action  that  in  the 
commander's  judgment  contriimics  to  the  achievement  of  the  unit’s 
mi.ssion,  ;uid  that  penniLs  infonning  higher  authority  of  such  actions 
only  “after  Uic  fact.”  It  is  also  po.ssiblc  to  visualize  a  conmiiuid  and 
control  procc.ss  in  which  all  ccliclons  arc  provided  essentially  the 
SiUnc  facts  for  analysis,  on  the  preini.se  dial  rca.sonahlc  commanders 
at  each  echelon,  given  the  same  facts  and  a  common  objective,  would 
most  likely  take  the  same  action.  The  ()”  systems  that  support 
different  command  ;md  control  pn»ce,s.scs — fliflerent  command 
philosophies — arc  likely  to  lie  optimized  differently. 
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Furthcmiorc,  the  complexity  ol  C*  systems  increases  in 
proportion  to  the  nuinhcr  of  possible  situations  to  be  dealt  with  luuI 
to  the  number  of  possible  responses.  C*  systems  tend  to  be  reasonably 
simple  when  the  number  of  possible  situations  arc  few  and  when  the 
repertoire  of  po.ssible  resp<in.ses  to  each  .situatioit  is  small.  Thus  a  C* 
system  for  strategic  nuclear  wailarc,  despite  its  size,  is  inherently 
simpler  Uian  a  tactical  C*  system  tliat  must  cope  with  larger  numbers 
of  alternative  situations  and  consider  a  broader  range  of  allcniative 
courses  of  action.  It  is  of  course  true  that  to  .sontc  extent  tlic 
complexity  of  C*  systems  is  al.so  related  to  the  number  and  variety  of 
the  forces  involved,  but  a  greater  component  of  complexity  has  to  do 
primarily  with  the  number  of  potential  situations  and  rcspon.scs. 

The  systems  to  be  exmnined  here  are  the  commtuid,  control, 
communications,  and  computer  (C*)  sy.stems  that  support  the  process 
that  commandcre  employ  when  “planning, directing,  coo.  dinating,  luid 
controlling”  forces  under  their  command.  This  relationship  Ixitwcen 
process  and  systems  merits  some  amsidcration.  Any  procedure  that 
helps  commanders  reduce  the  uncertainties  at  the  time  for  decision 
and  action  can  brC  viewed  as  part  of  tlieir  command  and  control 
process.  The  freouent  discussions  that  Lord  Ncl.soti  held  with  his  unit 
commanders  and  commanding  officers,  lor  example,  were  clearly  a 
part  of  his  comntand  and  control  process. 

Yet  while  each  commander  may  shape  a  unique  comnnuid  iuul 
coninjl  procc.ss,  the  O’  system  dial  .supports  one  commander  often 
supports  other  commanders  as  well.  A  command,  control, 
communicatioiLs,  and  computer  system  includes  (in  addition  to 
command  facilities  and  intervening  communications  links)  such 
elements  as  doctrine,  traiiiiug,  ;md  rules  of  engagement.  The  mix  of 
".static”  components — like  doctrine— and  “dynamic”  components 
— direct  communications  ;uid  interactive  accc,s.s  to  crsinpulcrs — will 
vary  form  system  to  system. 

C*  systems  lor  conventional  forces  reach  fnim  the  unified  or 
specified  combatant  commander  down  through  all  echelons  in  the 
combat  units.  C*  sy.stems  from  the  theater  commander  through 
component  commanders  or  joint  task  force  commanders  to  senior 
tactical  commanders  are  usually  referred  to  a.s  theater  systems,  whose 
emphasis  is  on  providing  reliable  connectivity  often  over  considerable 
di.stanccs.  C*  systems  tliat  are  wholly  within  tactictU  formations  ;ue 
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usually  referred  to  as  Uictic:il  C*  sysienis,  optimized  to  create  viable 
;uid  effective  combat  units  and  characterized  by  mobility,  reliability, 
and  simplicity.  Interoperability  problems  within  tactical  fonnalion.s 
are  minimized  by  the  use  of  standard  radio  frequency  plans  and 
common  radio  wave  fonns,  procedures,  crypto  systems,  and  keying 
materials.  While  tlic  u.sc  of  identical  equipments  at  each  end  is  often 
.seen  as  the  solution  to  interoperability  problems,  it  is  the  use  of 
common  wave  fomis  ratlier  than  the  same  equipment  that  achieves 
interoperability,  along  wiili  common  doctrine  and  procedures. 

This  course  might  have  included  intelligence  systems  as  iui 
integral  part  of  systems  but  did  not,  and  this  tirbitrary  choice 
should  not  go  undiscussed.  Wliether  Cf  systems  ought  to  include  or 
exclude  intelligence  systems  is  not  an  easy  question  to  resolve.  C* 
systems  and  intclligciice  systems  intersect  at  mtuiy  points:  they  use 
the  same  technologies,  and  the  purpo.se  of  the  intelligence  process  is 
clearly  to  support  the  exercise  of  the  command  function.  In  practice, 
however,  commanders  today  arc  served  by  two  separate  sets  ot 
systems:  those  for  command  «uid  control  turid  tho.sc  for  intelligence. 
C*  systems  atid  intelligence  sy.stcm.s  arc  currently  designed  atid 
matiaged  as  separate  systems,  sometimes  for  reasons  of  security, 
sometimes  for  historical  or  bureaucratic  reasons.  Yet  as  true 
cooporatioti  between  operations  officers  and  inieliigencc  officers 
continues  to  spread,  it  is  possible  to  fore.see  a  gradual  integration  of 
systems  and  intelligence  sy.stcni.s  into  true  C*!  sy.stcms  atid  to 
speculate  that  such  an  integration  is  likeiy  to  be  accomplished  first  at 
higher  levels,  and  move  down.  What  would  he  the  benefits  and  the 
drawbacks  of  such  an  integration  of  C'  and  intelligence  systems  into 
true  Cl  systems? 

Even  though  the  principles  of  the  command  and  control  procc.ss 
may  remain  relatively  unchanged,  technology  is  changing  the  way 
supporting  systems  actually  function.  Quite  apart  from  advances 

hCiPig  mtiilc  ill  tiiC  iXiVCrugC  oTiu  iiCCUrtiCy  Ol  SciiSOi  SySiCillN  iilcli 

generate  the  infomiation  used  by  C*  systems,  tcclaiologicid  advances 
in  telecommunications  ;md  computers  arc  modifying  the  ways  tlial  C 
systems  provide  tlic  following  capabilities; 

▼  Communicating  reliably  and  securely  over  great  distances, 

»  Enabling  commanders  to  absorb  infonnation  efficiently  ;uid 
to  assess  the  existing  situation,  and 
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▼  Assisting  commanders  to  predict  llie  probable  outcomes  of 
alternative  courses  of  action. 

Tliese  teclinological  changes  result  largely  from  the  application  of 
digital  computers  and  advanced  transmission  systems.  Despite  the 
greater  use  of  digital  systems  to  facilitate  both  the  manipulation  and 
transmission  of  information,  the  originators  and  recipients — the 
commanders  themselves — speak  and  perceive  in  analog  fomi.  The  use 
of  digital  computers  makes  it  necessary  (at  lca.st  at  the  moment)  to 
convert  data  atid  infonnation  from  analog  to  digital  form  at  input,  and 
from  digital  to  analog  form  at  output.  Some  of  the  problems  en¬ 
countered  in  command  tuid  control  arc  related  to  these  conversions. 
Who  bears  the  fiutden  for  them?  On  the  input  side,  until  computer 
programs  arc  tivailahlc  that  enable  computers  to  accept  human  voice 
input  directly,  commanders  or  their  staffs  need  to  make  the 
conversion  by  typing,  fonnatting,  or  olhcrwi,sc  disciplinitig  verbal  and 
written  infomiatioti  so  the  computer  can  deal  with  it.  For  some 
positional  and  otfier  numeric  data,  it  has  been  possible  to  design  work 
statioas  so  tliat  a  skilled  operator  can  make  digital  inputs  by 
I'fositioiiing  ball  tabs  or  similar  aitalog  devices. 

On  the  output  side,  the  danger  in  relying  too  heavily  on  displays, 
particularly  d'gital  displays,  is  that  they  may  not  reflect  Uie  degree  of 
uncertainty  that  surrounds  tlic  position,  composition,  identity,  or  even 
tire  existence  of  the  targets  di.splaycd.  The  digital  world  is  a  world 
based  on  tlie  definite  presence  or  absence  of  data,  atid  so  a  digital 
display  cxpre.s.ses  a  degree  of  certainty  that  may  be  unju.stificd.  This 
inability  to  ptntray  the  uncertainties  of  data  is  .separate  from  the 
inability  of  a  dataha.se  to  reflect  changes  in  a  situation  that  have 
occurred  since  the  last  reports  were  received,  changes  likely  to  be 
significant  in  a  fiist-breaking  .situation. 

Interoperability 

Succe.ss  of  a  joint  operation  may  well  depend  on  whether  units  from 
different  Services  operate  at  a  level  of  cooperation  beyond 
“compatibility”  (defined  as  “functioning  without  mutual  interference”) 
and  achieve  “interoperability,”  defined  (in  Joint  Pub  0-1)  as: 


1 10  »  Snydcr/Commatul  and  Control 


Thu  ahility  of  systems,  units  or  forces  to  provide  services 
to  and  accept  services  from  other  systems,  units  or  forces 
and  to  use  the  services  so  exchimged  to  enable  tlieni  to 
operate  effectively  together. 

Such  .services  would  certainly  include  clo.se  air  .support,  luc  support, 
and  early  warning,  for  e,xaniplc.  With  respect  lo  communicalions- 
electronics  systems,  “intcroperahilily”  is  further  detined  as; 

nie  condition  achieved  :unong  coininunications-clcctronies 
systents  or  iiem.s  of  coininunication.s-electronicseijuipineni 
when  inforintition  or  .services  can  be  exchanged  directly 
and  satisfactorily  between  them  :uid/or  their  users. 

A  recent  Dcparttiienl  of  Defense  Dircclivc  (cited  in  the 
.Supplcttietilary  Readings),  has  announced  the  policy  that  C’l  systems 
lor  Joitit  and  combined  ttperatioiis  by  U..S.  forces  must  be  ct'inpalible, 
interoperable,  and  integrated,  and  that  all  C’l  syslctns  dcvclttpcd  for 
use  by  U.S.  tdrccs  arc  considered  to  be  for  joitil  use. 

Although  the  hannunizalion  of  systems  is  a  major  part  of  the 
overall  interoperability  effort,  it  is  by  no  incims  tlic  only  pan.  Iti 
1989,  for  example,  the  “interoperability  agenda'  ol  the  joint  staff 
consisted  of  llfty-cight  item.s,  fewer  than  half  oi  them  considered 
“materiel."  The  other  categories  (in  de.scending  size)  vzcrc  “doctrine 
and  procedures,”  “opcraliotis  plajining,"  ;uid  “training  and  education,” 
Forcomniiuid  and  control  purposes,  there  arc  three  broad  components 
of  interoperability:  doctrine  and  |)roccdurcs,  messages,  ;uk1  hardware. 
Agreed  common  procedures  are  found  in  widely  distributed  tloctriiial 
publications  and  in  “standing  ofucrating  procedures,”  both  of  which 
form  the  basis  lor  nonnal  training.  The  .special  operating  procedures 
activated  for  a  spccilic  operation  are  usually  spelled  out  in  mi  minex 

necessary  lo  achieve  the  stmidardization  of  circuit  procedures,  the 
sharing  of  common  crypto  keying  material,  mid  the  cflicient 
allocation  of  radio  frequencies  and  .satellite  chaiuicls. 

With  respect  to  messages,  there  are  three  areas  of  concern; 
vocabulary,  message  formats,  mid  circuit  procedures.  For  joint 
operations,  stmidardization  of  vocabulary  mid  mcs.sage  foniiats  and  of 
circuit  procedures  lor  aulomaled  tactical  data  links  is  Ixiing 
accomplished  through  a  progrmn  lo  develop  a  scries  of  message  text 
formats  for  word-oriented  message  reports,  and  a  family  of  tactical 
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digital  iidumialinn  links  (TADIL)  messages  forbil-orictilcd  messages 
belwecii  automated  tactical  data  systems.  This  program  also  provides 
the  U.S.  positions  during  clTorts  to  agree,  on  similar  standards  I'or 
combined  operations. 

With  respect  to  hardware,  a  major  issue  i.s  whether  or  not  radio 
equipment  at  each  end  is  capable  of  transmitting  or  receiving 
electrical  signals  with  a  common  wave  form,  a  capability  that  can  be 
achieved  using  different  hardware  so  long  as  signal  interface 
spuidards  have  been  established  and  observed. 

The  Grenada  Opcralion  in  19H,^  provided  a  practical  test  ol  the 
extent  to  which  interoperability  was  then  achievable  by  joint  forces 
operating  together  on  short  notice  and  for  the  first  time.  Significtmt 
problems  of  interoperability  during  the  operation  were  reported  in  the 
press.  No  unclassified  official  reports  arc  available  that  detail  the 
problems  that  actually  occurred  or  describe  the  specific  actions  lakcn 
to  prevent  those  specific  problems  fiom  occurring  in  the  future.  An 
instruction  on  interoperability  was  .subsequently  issued  by  the 
Secretary  of  Defense,  as  well  as  a  inemonuidum  oi  policy  on  the 
siunc  subject  by  the  Joint  Chiefs  of  Staff.  A  new  division  devoted  to 
interoperability  was  created  in  the  Joint  Staff,  and  the  general 
“backwash"  from  the  operation  may  have  contributed  to  the 
congressional  concents  that  led  to  the  DOD  Reorgaitization  Act  of 
1986. 

Becau.sc  interoperability  is  obviously  a  desirable  objective,  it  is 
surprising  to  encounter  occasionally  some  genuine  resistance  to  its 
achievement.  Among  the  cau.ses  for  such  rcsisttuicc  arc  tut 
organization's  pride  in  doing  its  mission  well.  These  “organizational 
way.s”  have  often  been  rcllcctcd  in  specifications  ;uid  unique 
hardware.  Whenever  ;ui  organization  has  to  abandon  its  wtty  of  doing 
things  and  tidopt  new  standards,  there  111.7  be  a  scn,sc  that  such  an 
abandonment  is  equivalent  to  admitting  that  previous  standards  were 
somehow  flawed  (when  in  fact  they  might  have  been  superior  to  the 
new  standards  adopted  to  achieve  interoperability).  Resolving  the 
problems  of  interoperability  requires  a  focus  on  the  larger  objective 
of  joint  or  combined  operations. 

A  more  serious  problem  arises  when  tut  organization  finds  it.sell 
paying  a  high  price  to  achieve  interoperability  with  otlier 
organizations;  when  it  has  to  change  its  pniccdurcs,  vocabulary,  or 
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standards,  or  has  tr)  abandon  or  modify  a  line  of  equipment.  Tlic 
solution  may  be  to  recognize  at  the  outset  thal  the  achievement  of 
intemperability  is  going  to  co.st  money,  either  lo  make  the  necessar>' 
ct'.angcs  or  to  expand  the  capabilities  of  equipment  to  cover  the 
operating  requirements  rd'  additional  potential  users.  In  order  to 
eliminate  the  fear  tliat  the  “losers”  will  bear  all  Uiese  costs,  it  .seems 
prudent  either  to  fund  “interoperability”  projects  centrally  or  to  agree 
in  advance  tliat  these  co.sts  ought  to  be  di.stributcd  in  some  equitable 
way  atnong  all  the  organizations  who.se  operations  sttuid  to  henent  by 
the  achievement  of  interoperability.  If  this  were  dotie,  the  “funditig" 
issue  would  recede  as  a  consideration,  and  contending  organizations 
could  focus  (irimarily  on  achieving  interoperability  objectives. 

The  achievement  of  itucroperability  for  combined  operations,  in 
which  the  forces  of  friendly  nations  arc  organized  to  operate  and  light 
together,  is  even  more  difticult.  The  comimuid  ;uid  control  of  a 
combined  operation  requires  rc.soluiion  of  all  the  issues  that  arise  in 
a  joint  operation,  hut  in  addition,  requires  coping  wiiJi  national 
policies  oti  cotninunications  security  and  on  tlte  protection  of 
intelligence  and  sources,  as  well  as  with  considerations  of  national 
pride.  The  interoperability  problems  that  ciui  arise  duritig  cotnhined 
operations  with  Third  World  nations  may  be  very  great  inticcri.  The 
intcnipcrability  problems  already  eticoutitcred  by  the  mtmy  tigcticies 
iti'.oivcd  in  moutiting  the  “war  on  drugs”  catt  provide  .some  itisights 
into  problems  of  "combined  interoperability." 

We  can  cxix;ct  thal  intcro[Krability  will  be  ;i  continuing  problem. 
Even  though  both  joint  operations  tuul  coalition  opr'niiions  have 
recently  focu.scd  altcntioti  on  the  ticed  for  interoperability  in  C'* 
systems,  we  should  not  ignore  the  long  history  of  breakdowns  and 
mi.sundcrstattdings  that  occur  cvcti  in  operations  wholly  within  one 
Service.  Solutions  have  come  only  with  common  doctrine,  cotnmon 
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rcconimcnd  be  taken  now  to  improve  the  interoperability  of  C  '' 
systems  for  joint  and  eomhined  operations  during  the  crises  or  wars 
of  the  future^ 


Commentary  on  the  Case  Study  and  the  Readinijs 

Van  Crcvcid  surveys  comimuid  ;uid  control  during  the  Victmuii  War 
Iroin  lyb.'i  to  1968.  He  cites  the  complexity  of  weapons  systems  and 
the  resulting  specialization  of  personnel  as  the  cuirses  for  a  Iwcntyfold 
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increase  beiwecn  1945  and  1985  in  the  amount  of  infonnation  needed 
to  control  individual  units,  an  increase  he  feels  has  led  to  inevitable 
centralization  and  a  greater  dependence  on  reliable  and  rapid 
communications.  He  concludes  that  while  up-to-date  technical  means 
of  communication.s  and  data  proccs.sing  are  ah-solutely  vital  to  the 
conduct  of  modcni  war,  lliey  are  not  in  themselves  sufficient  to  make 
command  systems  effective.  What  in  your  experience  makes  a  C 
system  effective?  Da  you  l)elieve  that  an  inereasiii}’  reliance  on 
telecommunications  leads  to  an  inevitable  drift  toward  cent’  alizatinn'? 

Van  Creveld  afso  describes  the  u.se  of  helicopters  as  directed 
telescopes  and  asserts  that  they  distort  the  operation  ot  the 
subordinates’  contmand  systems.  Is  a  directed-telescope  system 
possible  today  that  does  not  cause  such  distortion?  Has  it  ever  been 
passible  to  avoid  such  distortion'^ 

In  a  footnote,  van  Creveld  defines  “information  pathology”  as  the 
inability  of  orgiuiizations  f'owing  to  .structural  defeefs”)  to  obtain  a 
clear,  timely  picture  of  their  sunoundings  and  their  own  luiciioning. 
Whttt  is  the  cause  of  information  pathology'.’  What  is  its  cure? 

Rcchliii  provides  a  broad  .survey  of  the  technologies  that  have 
been  applied  to  command  and  control  since  the  start  of  World  War 
II,  ;uid  he  explores  some  of  the  vulnerabilities  that  reliiuicc  on  these 
technologies  has  created.  He  idenlillcs  some  of  the  issues  about 
which  tlie  perspectives  of  conimtuidcrs  ;uh1  of  technologists  differ, 
and  concludes  that  the  control  of  infonnation  is  a  commimd  function. 
Kechtin  questions  whether  a  commander  should  be  made  to  adapt  to 
supporting  C*  systems,  and  feels  that  the  sy.stein  should  he  made  to 
adapt  to  the  commiindcr.  Which  course  would  you  recommend'.^  Why? 

General  Powell  has  written  a  one -page  article  apparently  designed 
to  challenge  the  computer  industry.  Here  he  summarizes  the 
importance  of  personal  computers  ;uid  auioinafed  message  networks 
to  the  Persitm  Gulf  Wtir.  He  is  trying  to  convey  the  “commander’s 
perspective"  to  computer  engineers.  Is  his  f’oal  -to  pive  battlefield 
commanders  access  to  all  the  information  needed  to  win  the 
war — realistic  or  achievable? 

Beaumont  looks  at  the  impact  that  command  ;uid  control 
technologies  have  had  on  the  way  that  military  commanders  and  tiicir 
staffs  function,  ;uid  then  cites  some  ol  the  reasons  that  combat 
olTicers  have  given  for  resisting  these  technologies.  He  notes  the 
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clYccl  of  fatigue  and  stress  on  problem-solving  abilities,  tuid 
speculates  about  the  extent  that  people  in  the  coniinand  and  control 
loop  arc  assets,  and  about  the  extent  to  which  people  in  tJic  loop 
become  liabilities.  He  suggests  Uiat  inetliods  be  developed  to  delect 
dctcrioralioii  in  a  commander’s  perfor  nance.  Can  you  foresee  a  time 
when  this  will  he  hath  possible  and  wise? 

General  Livsey  describes  what  he  did  in  Korea  to  build  a  C* 
system  to  support  his  command  and  control  needs,  and  cmllincs  the 
problems  he  encountered.  The  importance  of  this  iuliclc  is  that  it 
provides  a  glimpse  into  the  thought  proce.s.s  of  a  responsible 
commander  as  he  works  his  way  through  decisions  about  what  he 
really  needs  in  tlie  way  of  a  C*  system,  and  considers  what  could  go 
wrong  witli  it.  Should  this  sort  of  personal  involvement  by  the 
eomrnander  in  the  details  of  the  C'  systems  he  encounij^ed?  If  so, 
how? 

General  McKnight,  fonncrly  Director  forC’  Syslcn),s.  Joint  Staff, 
dc.scribcs  the  .steps  being  taken  to  improve  interoperability  among 
U,S.  milittuy  forces.  He  identifies  the  following  as  contributing  to  the 
interoperability  effort:  management  stniclurcs,  common  etiuipmenl, 
common  standards,  commttn  doctrine  iind  tactics,  ;uid  common  tech¬ 
niques  and  procedures.  Are  you  penuaueu  ihat  all  of  these  efforts  are 
necessary  in  order  to  achieve  interoperability? 

The  pamphlet  on  “C*I  for  the  Warrior”  purports  to  set  forth  a 
concept  that  is  affordable,  responsive,  and  would  allow  warriors  to 
perfonn  any  mission,  any  time,  any  place.  What  is  the  concept?  How 
does  it  differ  from  previous  concepts? 

This  session  is  die  first  of  three  in  which  the  current  version  of 
Joint  Pub  0-0  will  he  re;id  and  discus.scd.  Note  that  the  subject  of  this 
publication  is  not  the  command  and  control  process  hut  C  systems 
to  support  joint  operatioas.  For  this  .session,  the  chapters  on  doctrine, 
principles,  tuid  employment  are  a.ssigncd.  It  will  be  obvious  that 
writing  doctrine  for  C*  systems  is  ni-ti  an  easy  task.  Do  you  find  the 
"doctrine"  as  outlined  in  Hub  6-0  (and  adapted  from  previous 
doctrine  for  eommunications-elecironks  ei/uipment)  to  be  relevant 
and  useful?  Are  the  "principles"  of  C  ■*  systems  as  outlined  in 
Chapter  II  really  principles  or  just  characteristics?  What  principles 
da  you  feel  ouytht  to  ftovern  the  design  and  operation  ofC^  systems 
so  that  they  wilt  enhance  the  command  and  control  process? 
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Readinf’s 


C.cisti  Study 

viui  Crcvcld.  Chapter  7,  “The  Helicoplci  ;md  the  Coni[)utcr.” 

Required  Reading 

Reehlin,  Ebcrliardt,  “The  Technology  of  Coiiinnuul,”  Naval  War 
College  Review,  March- April  1984. 

Powell,  Colin  L.  “Infortnaiioit-Agc  Warriors,”  Byte,  July  1992,  p. 
370. 

Beaumont.  Chapter  2,  “People  in  the  Loop;  Human  Dimensions  in 
Command  and  Control." 

Livsey,  Williiun  J.  “Tin  Cans  and  Strings:  The  Concept,  Design  and 
Construction  of  ;ut  Evolutitmary  C’  System,”  Principles  of 
Command  and  Control,  pp.  75-83  (1987). 

McKniglit,  C.E.,  Jr.  "Solving  the  Interoperability  Problem,"  Prin¬ 
ciples  of  Command  and  Control,  pp.  382-388  (1985). 

“C*l  tbi  the  Warrior."  C"*  Architecture  &  Integration  Division,  The 
Joint  Staff,  Washington,  DC.  1992. 

Joint  Pub  b-0.  “Introduction.”  “C*  Systems  Principles,"  ;uid  “  CT* 
Systems  Doctrine  for  Employment,  Configuration,  Platts  and 
Resources,”  Chapters  1,  11,  ;uid  III. 

Supplementary  Readings  on  Systems  for  Conventional 

Forces 

Cebrowski,  A.  K.  and  Locschcr,  Michael.  “IJie  New  Warfare:  SEW,” 
U,S.  Naval  Institute  Proceedings,  February  1993.  pp.  92-95.  [An 
articulation  of  Navy  thinking  about  a  warfare  mission  area  called 
“Space  and  Electronic  Warfare  (SEW).”  The  article  defines  SEW 
in  the  context  of  such  otlicr  Navy  wtuiare  areas  as  amphibious 
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warfare,  strike  warfare,  aiiti-air  warfare,  :ukI  anli-subiiiariiic 
warfare,  Front  the  perspective  of  SEW,  comnituKl  and  control  is 
only  one  of  eight  "disciplines,”  and  it  is  not  one  itf  llic  four 
warfare  disciplines  but  one  of  four  supportm\>  disciplines,  along 
with  operational  security,  surveillance,  and  signals  management. 
In  this  view,  the  Commmid  and  Control,  Communications  tutd 
Computer,  atid  Intelligence  (C*!)  System  is  only  a  subsystem  of 
space  and  electronic  warfare.] 

Secretary  of  Defense,  “Command,  Control,  Communications  (C'),  tuid 
Space,"  Appendix  K  of  Conduct  of  the  Persian  Gulf  War:  Final 
Report  to  Congress.  Washington,  DC,  April  1992.  |Tlie  second 
half  of  this  I'cport  (pages  K-25  through  K-51)  provides  a 
de.scnption  of  the  equipment  u.sed  and  the  measures  taken  to 
provide  C’  systems  for  the  Gulf  War.) 

Secretary  of  Defcn.se.  "Comnuuul,  Control,  Communications  and 
Intelligeticc,"  Annual  Report  to  the  Congress.  |Each  year,  the 
SECDEF  dc.scrihcs  the  wide  nuige  of  programs  needed  to  provide 
secure,  interoperable,  mid  enduritig  C’  systems, ] 

Allard,  C.  Kenneth.  “Tactical  Comiuiuid  and  Control  of  Americmi 
Anned  Forces:  Problems  of  Modcnii/.atioti."  Chapter  6. 
Command,  Control,  and  the  Common  Ihfense.  New  Haven,  CT; 
Yale  University  Press,  1990,  |ln  tliis  chapter,  Allard  describes 
how  each  of  the  Services  tended  to  resolve  the  coiilhcling 
pressures  as  they  .set  out  to  modcnii/.e  tlieir  command  anil  control 
structures  and  (what  were  then  called)  tJieir  C'  systems.  The 
inteqilay  fietwccn  the  itilcgnitive  potential  of  C’  systems  and  each 
Service’s  command  structure  was  somewhat  diflcrent,  rcllccting 
the  differences  among  the  Service  environments.] 

Otis,  Glenn  K.  mid  Dri.scoll,  Robert  F.  “Making  the  C’  Pieces  Fit  in 
Central  Europe."  Principles  of  Command  and  Control,  pji.  297- 
.^01  (19H7).  |A  description  of  .some  progrmns  intended  to 
tnodenii.'.c  C’  systems  for  a  major  war  in  Europe,] 

Hopple,  Gerald  W.  “Air  Force  Command  mid  Control:  Assessment 
Criteria  tor  Computer  Based  Decision  Aiding  Sy.stcms," 
Principles  of  Command  and  Control,  pp.  95-116  (1987). 
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I  Describes  ihe  generic  command  and  control  process  in  llie  Air 
Force  ;uid  lists  the  characteristics  ol  comtnand  atid  control  tluit 
oughl  to  be  considered  in  the  development  of  decisioti  aids  lor 
lhat  Service,) 


Latlitim,  Donald  C.  “21st  Cctitury  Battle  Management;  Penetrating  the 
Tog  of  War,'"  Principles  of  Conmuind  and  Control,  pp.  407-412 
(1087).  ILatham  (writing  during  the  Cold  War)  visualizes  the 
cotnmatid  mid  control  capabilities  that  he  expected  to  he  at  the 
disposal  of  comnuuidcfs  (in  Cetitral  Europe)  in  the  year  2()0(), 
ha,sed  on  progrmns  already  under  way.  The  systetns  to  providi' 
these  capabilities  were  to  be  operated  by  a  gcnertitioti  of 
Americans  fully  familiar  with  cotnputers  mid  infonmttion 
mmiagement  systems.  He  coticludcd  that  one  of  the  keys  to  ti 
coiiitmuKlcr's  succe.ss  on  battlefields  of  the  twenty-ftrsi  century 
would  be  mt  ability  lo  u.se  C'  .systems  lo  penetrate  the  “fog  ol 
war") 

Ward,  R.  E.  mid  Brennan,  Willimn  .1.  “Navy  Battle  Force  Commmid 
and  Control — A  Tactical  Coouliiiatioi-  and  diictical 

Cotnmutiicatiotis  Mattagetnent  Perspective,"  Principles  of 
Command  and  Control,  pp.  Ib.'i-ITX  (1985).  lAn  iippro.icli  Itikcn 
by  the  Navy  to  create  a  coninimid  mid  control  cajiabilily  to 
support  a  battle  group  coinniandcr  lo  defend  against  higli-speeil 
missile  attack.  This  article  draws  a  useful  di.stmction  belweeit  two 
time  domaitis:  a  ftrst  time  domain  with  a  time  line  of  less  than 
ten  minutes,  within  which  targeting  mid  other  aspccls  of  mi 
ctigagctnetit  take  place,  atid  a  .second  time  domain,  longer  tluui 
ten  minutes,  iti  which  survcillmicc  and  plmtiiiiig  take  place.) 

Bohminmi,  Anthony  G.  "C'l  in  Support  of  the  Lmid  Commmider," 
Principles  of  Command  and  Control,  pp.  179-193  (1984). 

1  Describes  commmid  and  control  requirements  of  ground 
coiiinimiders  emphasizing  the  leadership  aspecis  ol  the 
commmidcr’s  role.  In  contra.st  to  Latlimii,  Bohminmi  would 
reverse  the  trend  toward  more  capable  and  more  complex  data 
systems  for  tlic  Imid  commmider  and  would  place  nnire  emphasis 
on  secure  voice  and  mobility.) 
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Ruhe,  William  J.  “Soviet  Submarine  C\”  Principles  of  Command  and 
Control,  pp.  289-296  (1984).  |The  Soviet  approach  to  command 
and  control  of  tJieir  attack  and  ballistic  mi.ssilc.  submarines, 
showing  how  the  Soviets  look  scriimsly  the  Ic.s.sons  learned  IVotn 
the  cx;x;ricnce  of  Docnit/  an<l  his  wolf  packs  in  World  War  11.] 

Supplementary  Reading’s  on  Interoperability 

Chaimnui,  Joint  Chiefs  of  Staff  Memorandum  of  Policy  XXX, 
“Compatibility,  Interoperability,  and  Integration  of  Coinimmd, 
Control,  Communications,  Computers,  and  Intelligence  Systems,” 
April  1993.  [This  inemoriuidum  elaborates  on  llic  DOD  Directive 
on  the  same  subject  (summarized  belov/).  It  prescribes  the  Joint 
review  of  requirements,  the  application  of  standards,  the 
certification  and  testing  of  new  equipment,  ;uid  conUguration 
management.  It  also  includes  infonnation  on  “Cl  lor  the 
Warrior."] 

Department  of  Defense  Directive  4(i3().3,  “Compatibility,  Inter¬ 
operability,  and  Integration  of  Command,  Control,  Coininunicti- 
tions,  and  Intelligence  (C^l)  Sy,slcin,s,”  November  12,  1992.  [This 
is  a  revision  of  a  directive  issued  initially  in  198.3,  It  is  important 
to  note  that  in  this  new  version,  the  word  “Integration”  has  been 
added  to  the  title,  and  the  word  “Taclical”  deleted  as  a  modilicr 
ol  C’l  systems.  Thc.se  changes  rcllect  SliCDEF's  intention  to 
move  beyond  basic  intcro[X’;rability,  as  well  as  to  cra.se  the 
“tacticiil/stratcgic”  sy.stcms  lines  that  had  lx;cn  drawn  in  the  past 
The  new  DOD  policy  is  that  C’l  systems  lor  Joint  tuul  combined 
operations  by  U.S.  forces  must  be  compatible,  inlcropciahlc,  ;uid 
integrated,  ;uid  that  all  CM  systems  dcveloired  for  use  by  l].,S. 
forces  arc  considered  to  be  for  joint  ii.sc.) 

Department  of  Defense  Instruction  4630.8,  “Procedures  for 
Compatibility,  Interoperability,  and  Integration  ol  Commtind, 
Control,  Communications,  ;uid  Intelligence  (C’l)  Systems,” 
November  IS,  1992,  | Issued  in  support  of  the  DOD  directive 
above,  7' asks  the  commanders  of  unified  ;utd  specified  combatant 
commands  to  as.scss  new  or  modified  C’l  .systems  for  their  impact 
on  Joint  task  force  operations  tutd  to  rcjxul  any  inconqratibility  or 
lack  of  effective  interoperability  and  integral  ion.  It  tasks  the 
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Director,  Defense  Information  Systems  Agency  to  be  tbc  DOD 
single  point  of  contact  lor  development  of  icclinology  standards 
for  iafonnadon  processing  and  information  transfer  and  to 
conduct  a  progrrun  to  verify  whether  emerging  C’l  systems  are 
indeed  interoperable.) 


SESSION  8 

Systems  for  Strategic 
Forces  !  Survivability 


T 


You  have  lo  be)>i>i  ihinkin)’  about  what  kinds  of  Ihin^’s  you  are  ^oiii,k  to 
need  to  deter  in  a  new  environment.  And  one  of  the  fir.ti  ihinns  needed.  I 
think.  i.\  ability  to  ensure,  under  the  most  adverse  eondiiions,  that  nv  ean 
stay  in  control. 

Williiuii  OdDfii  (1^80),  c|ih)IclI  in 
C  'l:  Issues  of  Conttnand  and  Control 


I’hy.'iira!  survivability  is  intportant,  and  most  survivability  conversation, 
thinking;,  and  studies  deal  with  phy.sical  survivability,  but  perhaps  an  even 
more  serious  problem  today,  yiven  all  the  electronic  systems  we  use.  is 
electronic  survivability — beini’  able  to  re.sisi  an  electronic  attack. 

Lee  Piiseliall  (1980),  iiiiotcd  in 
C  Issues  of  Command  and  Control 


Focus 

'tier 

W  c  now  examine  the  special  problems  ol'  the  systems  created 
I'or  the  comnuuul  ;md  control  ol  stnitcgic  forces  tuid  discuss  student 
paixirs  that  describe  strategic  C'*  systcnis.  Although  most  of  lire 
strategic  C*  systems  have  been  developed  for  conumuid  tmd  control 
of  nuclear  forces,  the  term  “straicgic  ”  is  used  here  to  identify  those 
systems  designed  to  support  direct  commajid  tuid  control  by  tiational 
comimmd  authorities  ;utd  could  apply  as  well  lo  other  weapons  of 
i.ia.ss  destruction. 


I2I 
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C*  Systems  for  Strate^tic  Forces 

No  one  lias  toughi  a  nuclear  war,  so  the  |iroblcnis  and  dilTicullii  s  of 
doing  so  have  liad  to  bo  imagined.  What  had  become  clearer  bj'  the 
late  198()s,  however,  is  that  the  ability  to  ct'inmand  and  control 
nuclear  forces  at  the  sairie  time  that  the  nation  is  it.scif  the  ttirgct  ot 
a  nuclear  attack  is  a  problem  of  gretti  difficulty  and  complexity.  It  is 
a  problem  equaling  if  not  suipassing  in  importtmcc  the  problems  that 
had  been  the  focus  of  nuclear  planners  duritig  previous  decades:  the 
coverage  and  potential  fal.se  alanns  of  early  warning  systems,  the 
reliability  of  weapons  syslctns.  and  the  cffccliveticss  ol  delivery 
systems, 

In  the  next  session  (on  C‘  system  architecture),  we  v/ill  examine 
how  the  commiuid  aid  control  proce.s,s  is  rcllccted  in  the  architei.:Uirc 
of  suppoiling  systems.  During  this  ,se.s.sion,  ohserve  how  elaborate 
a  O'  system  can  become  even  though  it  serves  only  a  single  decision 
maker  responding  to  a  .small  number  of  predictable  situations,  iuid 
cotistraincd  to  a  single  decision  involving  a  choice  from  a  limited  set 
of  alieniaiive  actions.  Coitveniional  C  sysiems,  in  coniiasi,  need  in 
support  decisions  being  made  at  four  or  live  echelons,  alxiut  iui 
almost  unlimited  .set  of  situations,  each  dcci.sion  tnaker  able  to  direct 
actions  of  forces  wiUi  extensive  capabilities  and  llexibilily. 

C*  systctiis  for  strategic  forces  illustrate  very'  clearly  the  three 
parts  of  the  command  and  control  procc,ss.  The  I'lrst  pai1 — which 
leads  up  to  the  siluatioti  assc.ssment — consists  ol  moving  inlonnalion 
from  a  variety  of  sensors  through  the  correlation,  liltcring,  and 
luialy.sis  proce.ss  to  tJic  commander:  in  the  case  of  nuclear  war,  to  the 
President. 

Once  the  President  makes  an  infomiation  decision  about  what  is 
actually  happening,  the  focus  can  shift  to  the  second  part  of  the 
command  and  control  procc.ss:  the  making  of  the  operational  decision 
about  what  action  to  take.  Only  a  short  time  was  expected  to  be 
available  between  the  itifonnation  decision  and  the  .strategic  o[)cra- 
tional  decision  (at  least  for  the  execution  of  some  of  the  options 
available).  Ilierefore,  appropriate  courses  of  action  were  developed 
foi  each  foreseeable  situation,  and  each  course  of  action  was  pltumed 
in  complete  detail.  The  altcniativc  courses  of  action  available  for 
operational  decision  are  like  football  plays:  planned  in  advance  and 
with  great  detail,  OperationaJ  decisions  can  ttius  be  viewed  as  having 
been  made  over  a  long  period  of  lime,  awaiting  only  tlic  making  ol 
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ail  infonnation  decision  (in  real  time)  to  trigger  the  final  decision  as 
to  which  option  to  execute  (like  calling  a  football  play  tliat  has  long 
been  planned  and  practiced  for  execution  when  the  situation  is  judged 
to  be  appropriate). 

Tiic  third  pan  of  the  command  and  aintrol  process — getting 
operational  decisions  communicated  for  execution,  and  tlicn 
monitoring  that  execution — is  expected  to  be  taking  place  even  as  tlic 
CT*  system  that  supports  execution  is  under  attack,  .so  a  need  exists  for 
alternative  links  and  nodes  to  assure  .system  survival  after  an  attack 
on  tlie  system  has  begun. 

In  concept,  at  lea.st,  strategic  C*  systems— bccau.se  they  have  been 
designed  to  respond  to  a  relatively  small  number  ol  situations  with 
a  small  number  of  alternative  action.s — arc  simpler  than  tactical  C* 
systems  that  need  to  respond  to  a  larger  repertoire  of  situations  with 
a  larger  number  of  altenuitivc  rcspon.scs,  .Such  relative  simplicity  docs 
not,  however,  diminish  either  the  difficulty  or  import tmee  of  solving 
tough  technological  problems  in  .strategic  systems,  problems  that  have 
had  to  be  solved  without  the  “benefit”  of  actually  having  experienced 
nuclear  war.  with  its  tuiticipatcd  degradation  in  performtincc  ot  botii 
systems  and  people. 

The  objective  of  strategic  command  and  control  has  until  recently 
been  to  respond  effectively  (and  massively)  to  an  actual  all-out 
nuclear  attack  against  tlie  United  .States.  It  is  now  likely  that  strategic 
C'  systems  will  in  the  future  have  to  provide  as  well  for  the  delivery 
of  a  small  number  of  U.S.  nuclear  weapons  (or  other  weapons  of 
mass  destruction)  again.st  a  wide  variety  ol  targets  and  under  a  wide 
variety  ot  circumstancc.s.  .Strategic  C*  systems  will  have  to  continue 
to  he  capable  of  effectively  preventing  unauthorised  u.sc  of  U.S. 
weanoiis.,  while,  assurine  itiat  wdien  a  nniner  order  has  been  issued, 
the  delivery  of  weapons  will  he  prompt  ;uid  effective.  In  a  broader 
context,  h(/wcvcr,  strategic  C*  systems  will  now  be  part  of  a  national 
strategy  to  deter  use  of  nuclear  wcaimns  (or  other  weapons  of  mass 
dc.struction)  by  the  increasing  number  of  nations  that  po.ssess  them, 

The  elements  of  the  U.,S.  strategic  C*  system  described  in  the 
readings  were  developed  t.)  support  a  nuclear  comimuid  and  control 
concept  of  responding  to  one  massive  nuclear  attack  by  the  launching 
(>f  iuiother.  Strategic  C*  systems  of  the  luturc  are  likely  to  be  planned 
around  the  po.ssible  u.sc  of  nuclear  weapons  on  a  much  more  selective 
basis:  on  a  small  number  of  targets  chosen  only  as  events  unfold. 
U.S.  strategic  systems  will  have  to  he  capable  of  locating  iuid 
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targeting  weapons  of  mass  destruction  and  of  responding  quickly  and 
reliably  to  their  use.  Tlie  stre.ss  on  C  sy.sterns  may  he  intense  in  order 
to  fulfill  the  expectations  of  nations  titai  believe  tlie  U.S.  has  the 
capability  to  rc.spond  effectively. 

Survivability 

To  avoid  or  minimize  damage  to  a  C  system,  its  components  (its 
nodes  and  links)  must  be  made  cither  more  difficult  to  find  or  more 
difficult  to  degrade.  There  arc  three  approaches  to  improving  such  a 
.system’s  survivability: 

»  Making  mobile  .some  of  the  key  nodes  in  llic  system, 

»  “Hardening”  individual  nodes  and  links  to  increase  Ihcir^ 
ability  to  resist  pliysical  and  electronic  attack,  and 
v  Proliferating  a  system’s  links  and  nodes  to  provide 
alternatives  and  backups  so  that  no  single  attack  can 
destroy  completely  the  cs.scntiai  system. 

For  .strategic  command  and  control,  the  ultim.itc  objective  is 
maintaining  tui  effectively  functioning  .sy.stcm  even  under  attack.  Yet 
in  the  case  where  tlie  strategy  is  deterrence  of  attack,  a  more 
achievable  objective  is  to  maintain  a  high  enough  probability  of 
continued  lunctioning  during  and  alter  an  attack  that  an  attacker 
could  not  he  absolutely  .sure  of  rendering  the  system  as  a  whole 
inoperative  by  attacking  it. 

Like  otlier  elements  of  a  military  force,  C*  .systems  arc  subject  to 
physical  attack;  that  is,  the  destruction  of  command  centers, 
communications  centers,  and  transmitter  and  receiver  sites.  But  unlike 
oUier  Clements  (with  the  notable  exception  ol  sciisoi  systems), 
telecommunications  systems  arc  also  subject  to  electronic  attack  in 
the  lonn  of  destructive  electromagnetic  pufscs,  electronic 
manipulation,  or  electronic  jamming.  Although  all  ol  the, sc  fonns  of 
iittack  are  possible,  particular  effort  has  l-iccn  devoted  to  resisting 
electronic  jamming.  In  terms  of  Shannon’s  theory  of  communications 
(outlined  in  Session  5),  defense  against  jamming  requires  a  receiving 
station  to  distinguish  the  trairsmiltcr’s  signal  from  the  jiunming  signal 
(“noise”  in  Shannon’s  model).  Jamming  rc.si.stancc  is  achieved  cither 
by  processing  tJic  transmitted  .signal  in  a  way  that  minimizes  the 
jamming  signal  in  compari.son,  or  by  u.sing  directive  antennas  at  the 
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receiver  that  captures  the  trausiniller  signal  but  nulls  out  the  jamming 
signal.  In  satellite  communications  systems,  there  are  two 
opportunities  for  a  Jammer;  on  the  uplink  and  on  the  downlink,  but 
the  upliitk  is  considered  more  vulnerable  bccau.se  it  can  be  jammed 
from  a  much  larger  area. 

Commentary  on  the  Readinf^s 

Carter’s  Scientific  American  article  describes  the  nodes  and  links  in 
C*!  systems  for  waging  nuclear  war.  He  dc.scribes  the  components  of 
a  C*!  .system — command  posts,  the  scn.sors.  :uul  the  links  in  the 
command  network— and  ideniifies  their  vulnerabilities.  He  concludes 
that  altltough  tidvmtccd  technologies  can  and  should  be  exploited  to 
improve  strategic  C*!  sy.stcms,  the  lund;uncntal  unprcdictahility  ol 
nuclear  war  makes  it  difficult  to  forc.scc  the  physical  bcliavior  of  C’ 
systetns  and  to  predict  the  interactions  of  people  and  macliincs  in 
chaotic  circumsttuices.  /)w  you  agree  with  Carter  that  in  many  w/ys 
the  most  vital  challenge  to  C .yv.v/cnt.v  is  not  the  support  they 
provide  during  a  war  hut  the  effective  management  of  crises  that 
could  be  the  prelude  to  wary 

In  his  article  from  Managing  Nuclear  Operations.  Carter 
identifies  as  a  chief  concern  the  likelihood  that  system  vuliicrahilitics 
if  exploited  hy  an  enemy  could  result  in  reduced  capabilities  that  in 
turn  would  lead  to  loss  of  control.  He  points  out  that  tuialy/ing  the 
vulnerability  of  one’s  own  C  system  really  requires  .stepping  througlt 
tlic  targeting  problem  faced  by  one’s  opponent.  The  hypotliclical 
targeter  anempts  to  view  the  opposing  C'*  system  as  a  system  ;ual  tlien 
to  identify  ttio.sc  targets  that  would  mo.st  quickly,  most  severely,  aid 
most  pcnnanently  interfere  with  that  sy.stcm’s  functioning.  Carter 
leads  us  through  such  at  analy.sis  from  which  he  identifies  some  eight 
lactors  that  he  expects  would  lie  considered  by  strike  phuincrs  aid 
comiiiaid  authorities.  He  identifies  three  target  sets—  command 
centers,  commaid  link.s,  and  sensors — aid  assesses  how 
vulnerabilities  would  most  likely  affect  the  U,.S,  ability  to  launch 
retaliatory  strikes  following  a  major  Soviet  attack.  He  goes  on  to 
identify  .Soviet  targets  who.se  early  destruction  would  reduce  the 
vulnerabilities  of  U.S.  C*  systems.  Is  Carter's  logic  for  assessing 
vulnerahilitics  to  a  nuclear  attack  the  .same  as  or  different  from  the 
logic  that  would  he  useful  for  assessing  vulnerabilities  to 
conventional  or  unconventional  attacks 
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General  Douglicrty  uses  t!ie  phrase  “psychological  climate  of 
nuclear  command”  to  refer  lo  the  strict  military  discipline  that  a 
nuclear  commander  expects  of  his  people  (and  that  is  expected  of  him 
as  well).  The  article  gives  us  a  glimpse  ol  the  mind-set  of  this  retired 
ComtnajiQcr-in-Chief  of  the  Strategic  Air  Command  (CINCSAC), 
whose  focus  was  ever  on  “execution.”  He  discusses  some  of  the 
issues  faced  by  an  otficer  in  that  high  position:  nuclear  targeting,  the 
laws  of  anned  conflict,  training  and  human  reliability,  and  the 
importance  of  unequivocal  execution  orders.  He  concludes  that 
“nuclear  launch  situations  will  require  a  visible  military  logic  dial  is 
in  keeping  with  die  combat  crews'  instilled  military  discipline  and 
that  will  justify  die  nccc.ssily  of  dicir  actions,’’  and  that  “the 
procedures  must  eliminate  reasonable  personal  diiubt  about  the  legit  ¬ 
imacy  of  the  order  or  the  need  for  action.”  What  rcquircmonls  do 
these  objectives  place  on  the  command  and  control  process? 

In  contrast,  Keegan,  in  the  final  chapter  of  his  hook  about  the 
heroic  image  of  commanders,  concludes  that  the  martial  qualities  of 
the  succe.ssful  commanders  of  the  past  arc  not  relevant  to  the  needs 
of  any  nuclear  war  of  the  future,  which  he  culls  “post-heroic 
leadership He  finds  that  coniniiindcrs  seek  t<.'  turn  from  the 
complexities  of  strategy  lo  the  simplicities  of  tactics,  where  the 
velocity  of  decision  making  is  more  to  their  liking.  Do  you  u^ree 
with  Keegan  that,  for  nuclear  war  at  least,  the  heroic  ethic  is  dead? 

In  a  similar  vein,  Beaumont,  after  dcscrihitig  .sonic  of  the 
foreseeable  problems  of  command  and  control  sy.stcms  designed  lo 
support  the  figliling  of  a  nuclear  war,  cxprcs.scs  more  coiiccni  about 
problems  on  the  hutnan  side  of  the  man-machine  interface.  He 
questions  whether  the  lc.s,son.s  learned  through  centuries  of 
conventional  wars  will  apply  to  nuciciir  war,  and  wonders  whcdicr  or 
not  the  huiinm  capacity  lo  cojic  with  deception,  surpri.se,  tuid  stress 
has  improved  over  time.  What  steps  are  available  to  minimize  the 
risks  that  Heaumont  describes? 

Rona  explores  llie  vulnerability  of  C*  systems  by  coiLsideriiig  a 
model  in  which  stitiiuli  arc  transfoniicd  by  some  logical  “transfonn 
operator”  into  “effectors,”  the  messages  intended  lo  modify  the 
situatioti  and  generate  some  form  of  feedback.  He  argues  that  because 
his  term  “effectors”  includes  messages  aimed  at  degrading  ;m 
enemy’s  command  and  control  procc,ss,  C*  should  be  considered  :is 
a  fonn  of  combat  in  its  own  right.  He  also  emphasizes  Uic  imporlant 
role  played  by  non-real-tinic  (NRT)  infomialion  flow,  and  points  out 
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tJiat  sucli  a  How  exists  (or  needs  to  exist)  at  all  levels  of  the 
liierarcliy.  He  points  out  tlie  need  for  each  comniaiulcr  to  exert  cfforl 
to  ensure  Uic  integrity  of  liis  own  C*  system,  and  concludes  that 
highly  automated  systems  are  prone  to  catastrophic  breaktlowns  at 
critical  times,  What  should  a  commander  do  to  insure  that  the  C '' 
systems  that  support  him  do  not  fail  when  he  needs  them  most?  What 
can  he  do  to  stimulate  the  non-real-time  information  flow  that  Rona 
describes? 

The  chapter  from  Joint  Pub  6-0  assigned  for  tliis  session  attempts 
to  define  ;uid  describe  global  communications  .systems. 

Reading's 

Required  Readin}>s 

Carter,  Ashton  B,  “The  Command  and  Control  of  Nuclear  War,” 
Scientific  American,  January  19K5,  pp.  32-39. 

Carter,  Ashton  B.  “Assessing  Command  System  Vulnerability,” 
Manaoitw  Nuclear  Operations,  on.  .S.'S.S-610. 

Dougherty,  Russell  E.  “The  Psychological  Climate  of  Nuclear 
Command,”  Managinj’  Nuclear  Operations,  pp.  407-425. 

Keegan,  John.  “The  Validation  of  Nuclear  Authority,"  from  “Coti- 
clusion,"  The  Mask  of  Command.  New  York:  Viking,  19X7,  pp. 
339-351. 

Beaumont.  Chapter  3,  “Fighting  Wars  iuid  Warlighting;  C^^^  in 
Nuclear  Crisis  and  War.” 

Rona,  T.F.  “C^  over  the  Past  3  to  5  Years — A  Personal  Learning 
Experience.”  Seattle.  WA;  Boeing  Aerospace  Co.,  undated. 

Joint  Pub  6-0,  “Global  C*  liifrastruclurc,”  Chapter  VI. 

Supplementary  Readings  on  i?’  Systems  for  Strategic  I'  orces 

Secretary  of  Defense.  “Strategic  Command,  Control,  ;uid 
Communications,”  Annual  Report  to  the  Congress.  ]  Describes 
progranis  intended  to  improve  strategic  C?  systems.  It  may  be 
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possible  to  infer  current  deficiencies  I'roin  the  descriptions  of  tlic 
improvements  being  made.] 

Quester,  George  H.  “Some  Strategic  Implications  of  Breakthroughs 
in  Principles  of  Command  and  Control,  pp.  2.^7-248  (1982), 

[Speculations  about  what  the  impact  will  be  when  more 
infomiation  is  available  to  each  side  in  future  wars,  and  about 
whcUicr  more  infomiation  favors  the  offense  or  defcn.se,  whether 
more  information  stabilizes  oi  destabilizes  the  inlcniational 
balance,  and  whether  more  infonnatioii  makes  the  use  of  nuclear 
weapons  more  likely  or  less  likely.) 

Supplementary  Recidin^ts  on  Survivahilhy 

Babbitt,  Albert  E.  “Command  Centers.”  Manayiny,  Nuclear 
Operations,  pp.  322-3.^1.  [Babbitt  describes  in  some  detail  the 
functions,  organi/.atiotis,  luid  hardwaie  of  peacetime  and  wartime 
command  centers.  He  outlines  the  special  problems  associated 
with  trying  to  achieve  survivability  through  mobility,  and  the 
tecl'iiiical  ciialleiigc  of  tiying  to  aciiieve  inionnaiion  security  on 
a  multi-level  basis.  He  concludes  tliat  command  center 
survivability  sufficient  to  support  nuclear  operations  can  be 
achieved  at  a  cost  of  less  that  10  or  15  percent  of  the  co.st  of  a 
iiiajor  weapons  system.) 

Blair,  Bruce  G.  ".Strategic  Command  ;uid  Control  and  National 
Security,  Principles  of  Command  and  Control,  pp.  30-40  (1985), 
[Blair  argues  that  funding  for  strategic  C*  systems  has  been 
neglected  in  U.S.  defense  budgets.  He  describes  the 
vulnerabilities  of  U..S.  strategic  sy.siem.s,  and  w|ia(  dte  U  S.  lias 
done  or  failed  to  do  about  tlicm.  He  then  proposes  some  anus 
control  measures  designed  to  protect  control  systems  and  to 
reduce  the  risk  of  misperceptions.) 

Blair,  Bruce  G.  “Conuiiand  I’erfomiancc  in  the  Mid- 1 980’ s,”  Chapter 
b,  Strateyic  Command  and  Control:  Hedefininy  the  Nuclear 
Threat.  Washington,  DC:  Brookings,  1985.  pp.  182-211.  [Blair, 
a.ssc.ssing  the  vulnerabilities  of  U.S.  command  systems  designed 
to  carry  out  the  traditional  .strategy  of  responding  to  a  first  strike, 
argues  tJiat  tlie.se  vulnerabilities  had  been  so  great  that  U.S.  Cl 
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sysicms  upgrades  have  realty  been  aimed  at  solving  those 
deficiencies  rather  thiui  at  overcoming  Utc  Soviet  Union’s 
purjiurtcd  adviuiiagc  in  being  able  to  fight  a  protracted  nuclear 
war.  He  describes  the  various  systems  that  support  strategic 
forces,  as  well  as  the  attacks  tliat  those  systems  may  have  to 
absorb.  His  genera!  tliesis  is  that  the  stale  of  C*!  is  the  primary 
detenninani  of  ove,all  strategic  capabilities,  but  that  this 
country’s  C^l  sysicms  have  probably  never  been  capable  of 
executing  any  of  its  declared  nuclear  strategics.] 

Ford,  Dtuiicl.  “Looking  Cdass,”  Chapter  S,  The  Button:  The 
Pentagon's  Strategic  Command  and  Control  System.  New  York. 
Simon  iuid  Schuster,  I9S5.  pp.  147-167.  |A  journalistic 
examination  of  U..S.  strategic  C*  systems.  (Caspar  Weinberger, 
then  Sccrctaiy  of  Defense,  criticized  both  the  Blair  and  Ford 
books,  alleging  that  they  were  full  of  inaccuracies  and  poorly 
founded  judgment.s.)  'I'his  chapter  looks  in  detail  at  SAC's 
airborne  command  post,  its  capabilities  tuid  vulnerabilities,  and 
the  vulnerabilities  of  its  communications  links.] 

Odom.  William,  "C'l  ;uid  Telecommunications  at  the  Policy  Level,’’ 
in  Coakley,  pp.  109-1 13.  |An  “operator’s’’  view  in  1980  ol'  the 
strategic  communictitions  problems  that  we  then  faced,  and  that 
then  needed  fixing,] 
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System  Architecture 
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A  system  is  a  volleciioti  of  things  working  tof^eiher  to  pi  oUuee  somethinn 
fircalcr. 

Eberhiirdt  Rechtin  in  Systems  Arehitectinp, 


If  you  look  down  the  road,  what  you  see  is  the  pervasiveness  of  hi^h 
bandwidth  data  eonununicatums  and  completely  inexpensive  computirif’ 
power.  If  you  eomhine  those  two  thiufts,  there  are  many  interesting;  thinps 
that  you  can  do. 

Haul  Ci.  Aiicn,  New  York  Times.  Tviaii;li  92 


What  does  he  INirholas  Nenropontel  think  is  the  most  important  tech 
trend  of  the  future?  The  personalization  of  computer  functions,  he  says. 
Within  10  years.  Nefiroponte  continues,  computers  will  serve  us  as 
efficiently  as  a  battalion  of  butler. s.  The  trade-off:  You'll  have  to  reveal  a 
lot  about  yourself  to  a  machine.  Hut,  Nej^roponte  says,  the  machine 
already  knows  it.  One  data  base  knows  you've  booked  a  trip  to  Canada. 
Another  knows  you  bouf^ht  a  fishiny,  reel  you  saw  advertised  tn  the  back 
of  Town  cfe  Country.  .Soon  those  data  bases  will  talk  to  each  other,  and 
instead  of  jurik  frtutl  udib'esscd  to  "rcsidetit,"  you  ll  yet  subscription 
offers  from  Arctic  b  ishiny  mayuzine. 

Maggie  Topkis  in  Financial  World 
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Focus 

Having  liisl  studied  the  coinmtuid  ;uid  control  process,  and  then 
having  cx;unincd  typical  systems,  we  now  consider  how  the 
arcliiteclures  of  such  systems  arc  organized  lo  supiTon  the  coinnnmd 
and  control  process.  In  this  session,  we  cxainine  sonic  ol  llic  issues 
related  to  the  development  (>!'  such  architectures,  including  the  role  ol 
the  system  architect. 

System  Architecture 

Use  ol'  the  tenn  “architecture”  when  applied  to  systems  is 
soincwhut  deceptive.  Wc  may  all  think  wc  know  wluil  is  me;uit,  hut 
we  oltcn  have  in  mind  the  drawing  ol  phuis  or  the  building  ol  houses 
(or  ships).  I'or  the  puniosc  ol  this  course,  wc  will  u.sc  the  tcrtii 
“architecture''  to  tncati  the  relatioirships  cslabli.shed  wilhiti  a  systetn 
designed  to  iicrlonn  or  .support  .some  I'utiction.  In  our  case,  we  arc 
conccnied  with  the  relationships  within  a  sy.slem  that  supports  the 
futictioti  ol  cointtiand  ttttd  control.  Note  the  obvious  similarity 
hetwccti  system  architecture  tuid  the  developineni  ol'  miliiaty  phuis 
I'or  the  organization  ;uid  tasking  ol'  military  lorces.  Here,  the  term 
“system  architecture”  will  be  understood  to  include: 

The  clear  identilicatioti  ol  the  syslenTs  sub.systems, 

»  The  allocation  to  subsystems  ol  the  sublunclions  lhai 
need  lo  be  pcrl'onned,  ;uul 

▼  The  establishment  of  the  .sttuidards  lor  inlerfuccs  iTctwecn 
subsystems. 

To  appreciate  the  scope  of  military  C*  systems  architecture  it  is 
necessary  to  visualize  “measures  of  merit”  at  lour  dishncl  levels  ol 
eii'ectiveness  tuid  peri'oniiaitce; 

»  Warlare  ellcctivcness 

»  C'  functional  cllcctivcnc.ss 

▼  system  pcrlonnancc 

»  C*  equipment  pcrlonnancc. 

■Warltire  effectiveness,  the  lop  level — besi  cslabli.shed  in  combat 
on  the  battlefield,  but  during  peacetime  nonnally  esialilisherl  by 
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various  ineihods  of  analysis — rcpiescp.ls  a  description  of  warfare 
Ciipariilitics  found  or  considered  necessary  lo  accomplish  initiiary 
missions.  Conuntuui  and  control  I'unclions  need  to  be  dcrivcil  from 
such  missions  raid  may  be  couched  in  siiecific  tactical  terms  or  in 
broader  operational  tentis. 

The  second  level,  functional  clTcctivcness,  rcprc.scnts  Ihc  value 
that  command  ;uid  control  contributes  to  warfare  effectiveness,  ;uid 
consists  of  those  command  and  contu)!  capabilities  dcemeii  necessary 
for  Ihc  effectiveness  of  both  the  total  wtirfare  syslem  iuul  its  other 
warfare  component  systems.  This  C'  functional  elfcctivcncss  is  tlic 
starting  point  for  a  O'  system  architecture.  A  C*  system  archilccturc 
is  the  irturslation  of  the  C"  functions  found  essential  at  Ihc  sccoial 
level  into  a  description  of  an  effective  Cb  system  (Ihe  third  level). 
Given  this  description  of  the  C*  system,  a  C*  sy.stcm  engineer  c;ui 
then  develop  a  sy.stcm  engineering  plan  lo  organi/c  individual  C' 
equipments  (the  fourth  level)  into  an  effective  system.  Among  Ihe 
many  system  engineering  issues  tt)  be  resolved  arc;  to  what  extent 
should  an  engineered  sy.stcm  evolve  into  its  ultimate  ctipabilily. 
and  to  what  extent  should  its  full  capability  be  achieved  at  the  outset. 

In  order  to  relate — tt'  “map” — (he  supporting  C‘  sy.stems  (or  ilieii 
subsystems)  lo  the  command  and  control  proccs.sc.s  being  supitoiicd, 
it  is  ncce.ssary  first  to  visualize  the  cununiuid  tuid  control  process  lor 
each  commander,  ;ind  then  to  lUiikc  provisions  for  all  paris  of 'nu  b 
process.  To  dctcnninc  whether  physical  tutd  electrical  inierluces  in  the 

systems  need  to  correspond  exactly  lo  ihc  process  interlaces  in  ihe 
coinmtuid  and  control  process,  a  syslem  architect  htis  to  csttiblish 
whether  or  not  the  C*  system  would  be  more  elfcclive  if  it  were  to 
be  aligned  with  the  corresponding  process  it  .supports,  iuid  to  explore 
alteniatives  available  to  achieve  this  alignment. 

In  a  limc-llow  sense,  the  commtuid  atid  control  process  for  ;uiy 
commander  can  be  subdivided  into  three  parts; 

▼  The  process  that  leads  up  lo  Ihe  situation  iis.ses.smcni  (or 
infonnation  decision), 

▼  The  process  that  supprtrts  the  making  of  operational 
decisions,  atid 

▼  The  proce.ss  that  triggers  execution  of  operational  deci¬ 
sions,  ;uid  that  monitors  the  progress  of  operations. 
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Ttic  firsl  p;u1  of  the  process,  whicli  we  will  refer  to  as 
“infonnatioii  maiiagemcut,”  leads  to  a  situation  assessniciit.  This  firsl 
part  consists  largely  of  die  iiioveiiient,  management,  and  nnmipulation 
of  infonnatioii  on  its  way  to  the  commander  from  sensors  (and  from 
sulxirdinate  forces).  The  Navy’s  COPERNICUS  architecture  is  ;ui 
example  of  an  architecture  Uiat  emphasizes  this  part  of  die  coininiuid 
and  control  process.  The  second  part  of  the  process  supports  the 
making  of  operational  decisions.  A  comnnmder  projects  into  the 
future  what  is  known  about  the  situation,  and  predicis  ihc  outcomes 
when  eacli  possible  course  of  action  is  “gained”  against  each  possible 
enemy  capability.  Tliis  .second  part,  wliich  we  will  call  “decision 
.support,”  includes  an  assessment  of  each  ol  the  resulting  ouicoines. 
The  o|x.'rational  decisions  made  at  the  beginning  of  ihc  third  part  of 
the  process  are  translated  into  dircctivc.s  cominunicaled  to  executing 
commanders,  who  (among  other  things)  make  progress  reports.  This 
part  of  (he  process  we  will  call  “execution  control.” 

During  this  course,  we  have  .stressed  that  a  C  systems  is 
developed  for  the  support  of  a  command  and  control  process.  Yet,  the 
prior  cxislence  of  C*  systems  ciui  sometimes  reverse  this  relaiionshiii, 
which  is  what  happens  when  ihc  comnnuKl  and  control  process  of  a 
conumuider  has  to  be  shaped  to  fit  ;ui  idready  cxi.stiiig  C  sysiein.  Foi 
example,  within  a  navy  battle  group,  some  command  tuid  control 
functions  arc  a,ssigucd  to  commimdcrs  or  commanding  officers  only 
when  their  C*  sy.stcms  already  include  a  naval  tactical  data  sy.stcm 
and  a  .sjiccial  intelligence  capability. 

Failures  in  the  functioning  of  sy.stcms  can  often  be  attributed  to 
an  unwise  allocation  of  functions  to  subsystems,  or  to  some 
mismatches  at  interfaces  between  .subsystems.  The  architecture  of  ;i 
C*  sy.stcm  is  analogous  to  the  architectures  of  highway  systems, 
hospitals,  or  telephone  sy.stcm.s.  Bach  system  is  made  up  of 
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of  “nodc.s”  and  “links.”  Some  of  the  common  architectural  issue.s  to: 
(”'  systems  are: 


▼  WhcUicr  iJie  capabilities  of  circuits  or  computers  are  to 
be  dedicated  only  to  certain  u.scrs,  or  v/htiiicr  the  systcu’ 
will  be  a  “common  u.ser”  system; 

»  Whether  data  and  infomnition  are  acccsr.iliie  :)nly  to 
certain  commanders,  or  arc  accc;;;;tblc  by  all 
commanders;  and 
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▼  Whether  the  overall  system  is  coirtrollcd  centrally,  or 
operates  in  ;i  “scll-corrccting”  decciilralizcd  manner. 

Modem  tectmologics  open  up  new  iX)Ssihililics,  new  ways  to 
exercise  ccMimand  and  controi,  hy  iniJring  possible  what  was 
previously  loo  costly,  too  difficult,  or  impossible.  The  marriage  ol 
comiaiter  and  tclccoinmunications  technologies  has  created  the 
opportunity  for  direct  inronnalson  exchange  between  computcis  ;il 
great  dist;uics':„  Tliis  intercomiection  of  distant  computers  through 
leiecoiumunications  systems  illustrates  some  ol  the  major  features  of 
system  arcliilecturcs.  The  cvoluhon  of  such  distiibulcd  i)if(5rn)alion 
systems  using  equipments  ol  diffcicnl  design  tuid  rnanulaciurc  is  now 
m.'ide  possible  when  such  systems  liavc  been  siitxjividcd  and  when 
effective  interface  standards  have  been  applied  between  ilic 
subdivisions.  These  interface  standards  make  it  possible  to  modify 
one.  ixiftion  of  the  total  system  without  doing  violence  to  otlicr 
portions.  The  internal ional  Organi/.alion  forSiaiulardi/alion  (ISO)  has 
established  a  fnunework  iJiat  is  now  the  ha.sis  for  a  new  generation 
of  siuitdards  for  the  design,  development,  and  evolution  ol  distrihuied 
infonnalion  systems.  A  genera!  ui!jerstand.<!!g  of  th.is  Iranicwork  also 
provides  an  appreciation  kir  tlic  numlxM  of  functions  thal  need  to  be 
perfonned  to  achieve  computer-(o-compulcr  coiuieciions. 

Tliis  new  architecture  is  called  Open  .Systems  iulerconneclion 
(OSI).  The  architecture  achieves  its  puqMXSc  by  sciunaling  the 
function:;  pcriormcd  in  an  end-to-end  (computer-to-compuicij 
connection  into  seven  clearly  identified  “layers.”  Tltis  OSi  modular 
franiewotk  idcniifics  the  functions  that  need  to  be  fic-rt'ormcd  at  each 
layer  in  order  to  accomplish  tlic  transfer  of  data  between  ujiplicalion 
processes  at  separate  locations  The  G.Si  establishes  the  sttuidtirds  for 
the  inie^jjrcs  between  adjacent  layers  tuid  for  the  proUKuis  at  each 
layc,’  lictwccii  connected  u.scis.  Vendors  have  retained  the  flexibility 
to  incoifKiral'  new  and  improved  icehnologics  within  caeli  layer, 
provided  only  uiat  Ilieir  equipment  adheres  to  the  prc.scribcu  interlace 
slandaids  fietwceii  adjoining  layers  and  can  execute  Uic  protocols  with 
tile  s.iiiie  layers  at  die  Ui.stanI  end. 

Each  ol  the  .seven  layers  performs  spce.fic  fuimtipivs  and  provides 
s|)ec.jfic  services  tu  adjacent  layers.  The  upper  three  layers  deal  with 
the  form  ol  the  infonnatior:  itself,  insuring  that  the  iniomiation 
reaching  the  destination  i,s  meaningiul  and  can  bo  pmcc-ssod  there. 
The  lower  three  layers  deal  witli  the  Iransutission  ol  information,  by 


13f)  »  SnydeiiCommand  and  CorUrol 


estahlishing  (lie  “hit  pipe”  for  its  tnuisfcr.  The  middle  layer  (llie 
I’nuispon  Layer)  provides  (lie  “user’s  liaison"  helween  tlie  u[iper 
llircc  layers  that  i'onnal  (he  iiilomiaiion  and  the  (elecomiminieatioiis 
services  ol  the  three  liiwcr  layers,  and  also  monitors  (he 
communicating  proces.scs  to  insure  that  (hey  provide  a  consistent 
quality  of  service. 

The  principal  fund  ion  of  each  layer  is  listed  below : 

Application  Layer;  interface  between  the  users  and  the 
process; 

*  Presentation  Layer;  conirol  of  (lie  encoding  and  decoding 
of  inlonnatioii  being  transferred; 

»  Sc.ssion  Layer;  management  of  an  orderly  commu¬ 
nications  dialogue  between  u.scrs; 

»  Transpotl  Layer;  provision  ol  the  appropriate  quality  ol 
teleconimunications  service  to  sup|iort  reliable  transfer  of 
infoniiation  between  users; 

»  Network  Layer;  routing  ol  transmission  patlis  through  ;i 
ieiecomiiiunicaiion  network; 

»  Data  Link  Layer;  reliable  transfer  of  bits  of  infoniiation 
over  physical  circuits; 

»  Physical  Layer;  activation,  inainlentuice,  and  deactivation 
of  physical  circuits. 

A  scldotii  appreciated  fact  atmui  C'  .systems  is  that  (hey  do  not 
as  complete  systems  really  exist.  The  capabilities  we  reier  to  rather 
loosely  as  provided  by  t'*  sy.steins  are  actually  provided  by  bringing 
together  two  interconnecting  but  different  kinds  of  systems; 
Iciccotumunications  systems  on  the  one  hand  and  wliat  are  olten 
called  command  and  control  systems  (but  which,  to  avoid  confusion, 
in  this  course  are  called  “command  center"  systems)  on  the  other.  In 
the  OSl  model,  lunctioiis  at  (he  upper  levels  arc  pcrlonncd  by 
command  center  sy.stcm.s.  while  (he  lower  level  functions  arc 
perlonncd  by  telecommunications  sy.stetns. 

A  few  military  systems  have  been  built  as  complete  Cf'  sy.siems 
that,  in  effccl,  contain  the  functions  of  all  .seven  layers.  One  such 
system  was  the  Naval  Tactical  Data  .System  (NTDS),  which  includes 
computers  (hat  act  as  sources  and  destintitions  of  datti  trtuisfer  and, 
initially,  al  least,  included  its  own  dedicated  tnuismittcrs,  receivers, 
and  luitennas.  Although  the  Joint  Tactical  Informalion  Distribution 
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System  (JTIDS)  was  generally  expected  to  replace  NTOS,  it  would 
liavc  initially  replaced  only  its  transmission  layers  its  well  its  provide 
a  display  for  aircraft,  but  the  need  for  inucb  of  the  upper  level 
processing  now  perfonned  by  NTDS  would  have  remained.  The  OSI 
is  a  useful  framework  to  remind  us  of  till  the  functions  that  need  to 
be  perfonned  in  a  distributed  infonnaiion  sysicin. 

For  tlicir  part,  the  phinners  and  designers  of  comiiiiuid  center 
systems  assume  that  suitable  telecommunications  service  will  be 
provided,  while  pliumers  and  designers  of  telccominunicatioiis 
systems  expect  that,  incrcitsingly,  the  “loading”  they  need  to  catty 
will  he  in  the  fonii  of  tran.smi.s.sions  between  command  cctiter 
systems,  latherthan  transtnissions  of  narrative  mc.s.sagcs.  The  higher 
“speed”  (d  computers  is  now  one  of  the  dominant  factors  tluil 
gcttcrate  requircmctits  for  telecommunications,  the  other  being  the 
availability  and  iinprovitig  cjuality  of  imagery. 

Telecommunications  systems  u.sually  function  uitdcr  the 
"oixjratioiial  control,”  “authoritative  control,”  or  “authority  necessary 
to  ctisurc  effective  operation"  of  some  coinnnmdcr  or  tigcncy  who 
insures  that  telecointnutiicatiotis  service  is  provided  utid  that  any 
casualties  will  be  promptly  re, stored.  For  computer  sy.stcm.s,  the 
idcntificatioti  of  .similar  authorities  to  insure  that  itilerconncclcd 
command  cetiters  will  functioti  effectively  has  .so  far  been  slower  to 
develop. 


Commentary  on  the  Case  Study  and  the  Readings 

"I’lie  guidiuicc  for  the  restructuring  of  the  U.S.  Ntivy’s  cotnmand  tuitl 
control,  communications  and  computers,  tuid  intelligence  (C*l) 


. .  K... 
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The  chapters  assigned  for  reading  arc  those  on  the  architecture’s 
“concepi”  and  its  “building  blocks."  Whether  or  not  the  Copernicus 
architecture  is  seen  as  fulfilling  the  requirements  for  a  complete  C' 
system  architecture,  it  can  be  viewed  at  least  as  an  architecture  for 
the  flow  and  management  of  sensor  infonnaiion.  One  of  its  appealing 
leaturcs  is  that  instetid  of  the  expectation  tliat  information  will  be 
pushed  through  the  system  by  infonnation  gatherers,  there  is  more 
emphasis  on  commanders’  ability  to  pull  information  from  the 
system.  For  this  course,  Copernicus  is  presented  as  an  example 
concept  of  a  system  architecture  and  an  illusinition  of  how 
challenging  it  is  to  iirticulalc  an  architecture  that  is  at  once: 
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operationally  responsive,  technically  correct,  and  clear.  The  seminar 
discussion  of  Copernicus  will  focus  on  these  three  aspects  of  this 
architecture  as  written,  and  on  any  considerations  of  command  and 
control  and  of  jointness  that  may  be  missing.  What  changes  to  the 
written  architecture  would  you  propose? 

McKnight  makes  a  plea  to  system  architects  to  design  systems 
with  people  in  mind;  both  decision  makers  and  staff  officers.  He 
seems  to  be  saying  tliat  we  attempt  too  much,  and  ouglil  to  disciplitic 
our  pmccsses  more.  Do  you  agree? 

Mayk  and  Rubin  have  collected  for  compari.son  llfteen  different 
paradigms  of  O'*  systems  (tlieir  collection  may  not  be  exhaustive). 
Students  should  come  to  this  session  prepared  to  select  the  panidigni 
that  best  represents  the  essential  eiemcnls  and  relationships  in  a  C 
system.  Students  may  select  a  ptu-adigm  from  the  reading,  adapt  one, 
or  introduce  an  entirely  new  one.  The  last  several  pages  ol  tlic  Mayk 
and  Rubin  reading  contain  a  dc.scription  of  liic  Open  Systems 
Interconnection  framcwttrk  and  a  proposal  for  a  seven- layer  reference 
model  just  for  C*.  Does  their  proposal  make  sense  to  you? 

As  a  contrast  to  Li.S.  systettt  architectures,  tltc  Beaumont  retidiitg 
describes  the  Soviet  approach  to  command  and  control,  from  wb.icli 
tlicir  system  architectures  migl'.t  be  inferred.  While  he  de.scribcs  the 
mtuiy  similarities  with  Western  concepts  (including  concern  about  tlic 
tension  between  centralized  control  luid  local  autonomy),  he,  tilso 
stresses  the  Soviet  emphasis  on  speed,  qutmtification,  and  psychology. 
Are  there  advantages  in  such  an  approach  over  ours? 

Vineberg  and  Wanicr  propo.se  a  generic  architecture  tor 
systems,  and  they  identify  Uic  characteristics  that  llicy  .suggest  he 
applied  as  quality  requirements.  Their  network  architecture  is  based 
on  the  ISO  seven-level  architecture.  A  seven-level  database 
management  ;irchitccturc  is  al.so  propo.scd. 'Hic  nodes  and  links  would 
be  physically  configured  to  reflect  the  geographic  distribution  of 
comrmuid  functions.  What  would  be  the  advantages  and 
disadvantages  of  such  a  generic  architecture  for  future  systems  ? 

The  chapter  from  Joint  Pub  (>-()  lays  out  the  rc.sponsibililics  of 
various  officials  luid  commanders  for  the  employment  of  C*  systems 
and  describes  the  methods  by  which  C*  systems  standardization  is 
achieved.  Would  this  pub  be  useful  to  you  on  the  staff  of  a  newly 
appointed  joint  task  force  commander? 
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Readings 


Case  Study 

Copernicus  Project  Olfice.  “T!ie  Copernicus  Concept”  luicl  “Building 
Blocks  of  the  Copernicus  Architecture,”  Chapters  3  and  8,  The 
Copernicus  Architecture,  Phase  I:  Requirements  Definition. 
Washington,  DC,  August  1991. 

Required  Readings 

McKnight,  Clarence  E.  Jr.,  “CM  Systems  at  the  Joint  Level,”  in 
Coaklcy,  pp.  57-58  (1986). 

Mayk,  Israel  and  Rubin,  Izttliak.  “Paradigms  for  IJndcrslanding  C’, 
Anyone?"  Proceedings  of  the  PJH7  Command  and  Control 
Research  Symposium,  pp.  93-103,  and  Science  of  Command  and 
Control,  pp.  48-61, 

Beaumont.  Chapter  4,  “Through  Many  Glasses  Darkly:  Soviet 
Command  and  Control.” 

Vineherg,  M.  tuid  Warner,  C.  “A  Generic  Coinmtmd  Support 
System,”  Proceedings  of  the  Fifth  MIT/ONR  Workshop  on  C  ‘ 
Systems,  Cambridge,  MA:  MIT,  1982. 

Joint  Pub  6-0.  "C*  Systems  Employment  Responsibilities"  and  “Joinl 
and  Combined  C*  Systems  Standardization  atid  Procedures.” 
CliujHciS  IV  arid  V. 

Supplementary  Readings  on  System  Architecture 

Wriston,  Walter  B.  “The  Great  Equalizer,”  Chapter  9,  The  Twilight 
of  Sovereignty:  How  the  Information  Revolution  is  Transforming 
Our  World.  New  York:  Scribner’s,  1992.  pp.  153-169.  Ilti  abook 
devoted  to  the  impact  t)f  Uie  technologies  of  tclecommuiiications 
and  computers  (“tlic  new  clcclroiiic  infrastructure”)  on  the  worlds 
ol  finance  and  international  politics,  there  appears  this  chapter 
about  some  of  tlie  measures  tfiat  have  in  the  past  toeen  ttiken  to 
protect  (or  to  |)enclratc)  information  in  transit,  and  some  of  the 
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iiicitsures  available  Uxlay.  The  general  ilicsis  of  the  book  is  iJial 
power  is  at  last  “really  moving  to  tlic  people,”] 

Strassmann,  Paul  A.  “Corporate  InfonTialioM  Miuiagemcnt 
Streamlining;  A  Cottage  Indu.stry.”  Di’fi’nsc  91,  November- 
Dcccmbcr  1991,  pp.  lK-2().  IStrassmiuin  (Je,serihes  the  Corporate 
Infonnation  Mmiagcmenl  (CIM)  initiative  which  he  was  tJicii  in 
charge  of  as  Director  ol  Dcfcn.se  Infonnation  in  the  Office  of  the 
Secretary  of  Dcfcn.se.  He  outlines  a  .series  of  initiatives  to  achieve 
a  cumulative  stiviiig  of  .1.35  billion  in  DOD  infonnation  systems 
by  the  end  of  Fi.scal  Year  1997.  The  initiatives  include  improving 
.soltwarc  dcvciopinctii  ;uid  accjui.sition,  increasing  the  reuse  ol 
softv/are,  siatidardizing  interfaces  in  information  systems,  ;uid 
stiuidardizing  the  .software  “tools"  u.sed  for  infonnalioti  sy.stcms. 
He  visualizes  a  future  where  computing  power  is  cottsidcred  ju.st 
atioUicr  utility,  paid  for  by  u.scrs  on  a  fcc-for-scrvicc  basis.) 

Kuhn.  D.  R  ichard  “(BBE’-S  Posi.x:  Making  Progress,"  !EEE  Spa  I  rum, 
December  1991.  pp.  3()-3X.  | Describes  the  sttuidardization  efforts 
being  made  so  that  application  software  can  become  portable 
from  workstation  to  work.station.  An  "o|X!n  sy.stcms”  environment 
lor  computers  will  be  achieved  by  the  c.stablishincni  of  <i  statidanl 
interface  between  applications  software  and  the  software  of 
operating  systems.  Posix  is  an  acronym  hitsed  on  the  initials  of 
“portable  operating  .sy.stom  inlerlace"  with  Ihc  additioti  of  the 
letter  “,X’  Irom  Unix,  the  operating  system.  This  dc.scriplion  of 
elforts  to  identify  and  develop  interlace  sltuidards  is  a  useful 
reminder  of  the  complexities  of  acliicving  standardization  in 
computers.] 

Rechtin,  Ebcrluirdt,  Systaux  An  hila  liup;  Creatinj^  and  liuildiny 
Complex  Systems.  Englewood  Ulilfs,  NJ;  Prentice  Hall,  1991. 
|Thc  text  for  a  pioneering  course  in  system  archiicclure  at  the 
University  of  Southern  Calilontia,  written  by  a  practitioner  who 
had  been  director  of  deep-space  Iciccommunictilions  ;uid  radio- 
tiavigation  systems,  who  had  as  Assistant  Secretary  of  Defense 
(Telecommunications)  made  important  architectural  deidsions  to 
facilitate  the  ctncrgcncc  of  secure  voice  sy.stcms  and  tactietd 
satellite  communications  systems,  and  had  later  been  president  of 
Aerospace  Conioration.  Drawing  primarily  on  examples  from 


C  System  Anixiiecturc  *  141 


systems  in  the  tclecominunicalions  and  aerospace  world,  Rcchliii 
(icscrihes  how  architectures  lor  complex  systems  arc  developed, 
what  special  challenges  arc  laced  by  system  architects,  and  how 
system  architects  relate  to  intmagers.  to  users,  to  systems 
engineers,  and  to  system  builders.  He  emphasizes  the  problems 
of  complex  systems,  and  distingui.shcs  between  system 
architecting  tuid  sy.stcm  engineering  by  pointing  out  that  system 
architectures  arc  1  unction-based  while  system  engineering  is 
primarily  involved  with  iiucgrat ion.  This  practical  bi)ok  includes 
some  “big  picture"  insights  in  the  lonn  of  heuristics  (.some  of 
them  been  used  in  this  course  as  epigraphs).] 

Beaumont,  Roger.  “Nelson’s  1'clc.scopc;  The  Problems  of  Tension  in 
C'  Systems”  in  Noval  Command  and  Control:  I’olicy,  Proyjams, 
People  (&  Issues,  Fairfax,  VA:  AFCEA  Intcnialiotial  Press,  1991, 
pp,  6()-6X.  IThc  “tensioti”  of  Beaumont’s  subtitle  is  that  between 
echelons  in  tltc  chain  of  command,  the  tension  hot  ween  hierarchy 
and  1  unction.  He  cites  extunpies  of  this  tctision  from  hi, stony  and 
suggests  that  fre.sh  considcnilion  he  given  to  the  use  of  milititry 
history  as  a  basis  for  doctrine,  tniining.  and  sensitization.  The 
basic  issue  that  Beaumont  raises  is  whether  or  not  these  “vertical” 
tensions  need  to  be  taken  seriously  into  account  in  the 
development  of  supporting  systems.) 

Allard,  C.  Kenneth,  “Building  Joint  Approaches;  Of  JINTACCS  and 
JTIDS,”  Chapter  7,  Command,  Control,  and  the  Common 
Defense.  New  Haven,  CT:  Yale  University  Press,  1990.  {Here 
Aliar,  J  tirkcs  up  the  case  of  JTIDS  (Joint  Tactical  Infonnation 
Distribution  .System),  and  notes  that  differing  preferences  as  to 
whcUicr  control  of  aircraft  should  be  by  digital  or  voice  methods 
liecarne  a  factor  in  the  contention  between  the  Air  Force  and  the 
Navy  on  this  project.  He  draws  from  the  JTIDS  story'  several 
conclusions;  acquisition  is  a  complex  process,  tliere  seems  to 
rcmiiin  skepticism  abr)ut  pursuing  commonality,  there  was  not 
enough  strategic  planning  of  architectures  for  total  systems  by  the 
Services,  each  Service  focuses  on  its  own  operational 
cnvironmetits  and  preferred  weapons  systems,  and  JTIDS  in  the 
end  proved  botli  loo  expensive  (in  dollar  tenns)  and  too 
disruptive  of  contemporary  practice.) 
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Beam,  Walter  R.  Command,  Control,  and  Communications  Systems 
Engineering.  New  York:  McGraw-Hill,  1989,  (Written  as  a 
textbook:  a  techiiicjiJ  treatise  on  the  technologies  and  the  sj'Stcms 
engineering  considerations  (hat  need  to  be  accommodated  in  the 
design  atid  integration  ot  C’  systems.] 

Holley,  l.B.  Jr.  “Command,  Control  and  Teclmology,”  Defense 
Analysis,  Vol.  4,  No.  3,  pp.  267-286,  Septcniber  1988.  (Holley 
coiLsidcrs  the  generic  pn)blcm  for  military  commanders  to  be  one 
of  adopting  tcctmological  advances  without  losing  their  coinmmid 
authority  or  freedom  of  action.  He  examines  (he  inllucnce  (hat 
technological  developments  have  exePed  on  cominatid  ;mcl 
control,  and  finds  that  these  intluences  arc  not  always  positive. 
His  review  of  the  hi.story  of  command  and  control  differs 
somewhat  from  vait  Creveld's  and  Rechtin’s,  and  emphasizes  still 
other  developments  like  advances  in  cartography  ;uul  the  Gcnntui 
V-2  rocket  duritig  Wt)rld  War  11,] 

Beam,  Walter  R.  “A  View  of  MilitiU7  Command,  Control  atid 
Communicatiotts  Systems  ol  the  Future,”  Principles  of  Command 
and  Control,  pp.  427-438  (1987).  (Some  of  the  technological 
clues  to  future  C  sy.stems:  the  po.s.sibilities  ol  artificial 
intelligence,  increased  computing  power,  remotely  operated 
sy.stems,  high-rc.solution  sensors,  more  accurate  dcicnninalion  of 
time,  and  higher  quality  information.  Bc:un  raises  (he  issue  of 
wlicther  teduiological  dividends  ought  to  be  .spent  on  higher 
pcrlbnnancc  or  on  higlicr  reliability.! 

Krocning,  Donald  W.  “Anny  Comnnuid  and  Control  Infonnation 
Sy.stems  Requirements  Definition,”  Principles  of  Command  and 
Control,  pp,  84-94  (198()).  (Dc.scribcs  the  diffictdtics  in  defining 
the  requirements  for  C'*  .systems,  in  (his  ca,sc  for  the  U.S.  .Anny, 
and  in  acquiring  new  sy.stems  in  a  timely  mtuuier.] 

Latham,  Donald  C.  and  Israel,  David  R.  “A  Modular  Building  Block 
Architecture,"  Principles  of  Command  and  Control,  pp.  1 17-132 
(1986).  (Describes  the  Modular  Building  Block  (MBB) 
architecture  for  C*  systems,  a  stiuidanlizcd  approach  to  the 
packaging  atid  interconnection  of  Cf  systems  Uiat  is  intended  to 
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allow  the  configuration  or  replacement  of  individual  cabinets  of 
equipment  relatively  quickly.) 

Welch,  David  J.  “Evolutionai'y  Development  of  Comnumd  and 
Control  Systems;  The  Fort  Lewis  Experience,”  f’rincipU’s  of 
Command  and  Control,  pp.  133-141  (1986).  [Descrihes  the 
evolutionary  development  by  the  Army  of  a  disiribuicd  command 
and  control  system,  using  off-the-shelf  components,  and 
concludes  that  an  evolutionary  approach  to  the  development  ol 
such  systems  is  much  better  than  that  achieved  from  an  a  priori 
specification  of  the  ultimate  system,  even  though  evolutionary 
development  is  at  odds  willi  quality  control  and  configuration 
management  practices.] 

Fo.ss,  Rouidd  W.  ‘‘Processing  Environments  lor  Dispersed  Commmid 
and  Control,"  Principles  of  Command  and  Com  ol,  pp.  37()-  3HI 
(1986).  jSome  concepts  to  be  con.sidcrcd  during  the  development 
of  tnuisportablc  computer-aided  command  centers  for  tactical 
commanders:  the  use  of  functionally  modular  CP  facilities  with  lUi 
emphasis  on  virtual  processing  environments  itistcad  of  on  Ihe 
physical  modules  for  each  function:  decoupling  tnission  softwaic 
front  its  underlying  hardware;  and  using  common  system 
software  as  the  interface  between  functions.) 

Campen,  Alan  D,  “Force  :md  Force  Control — In  Pursuit  of  Balance,  ' 
Principles  of  Command  and  Control,  pp.  397-4116  (1986).  [Urges 
that  operational  commanders  involve  ihcm.scivcs  in  the 
requirements  generation  process.) 

Collard,  Keith.  ‘‘Systems  Engineering  and  Integration  in  the  U.  S. 
Navy,”  Principles  of  Command  and  Control,  p[),  142-1.65  (1985). 
IDc.scribcs  how  the  Navy  was  approaching  the  challenge  ol 
engineering  and  integrating  (7'  systems,  suggesting  (without 
proof)  tiiat  every  dollar  spent  effectively  “up  trout”  will  save 
possibly  a  hundred  dollars  in  Uie  long  niir.) 

Freck,  Peter  G.  “The  Role  of  Manned  Simulator  Test  Beds  in 
Evolutionary  Acquisition  of  C’l  Systems.”  Principles  of 
Command  and  Control,  pp.  156-l()4  (1983).  |Dcscrihcs  how 
manned  simulator  test  beds  could  be  used  during  the  evolutiontny 
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acquisiiioii  of  O'  systems,  pointing  oul  (heir  usefulness  in 
supponiiig  missioii-orienlcd  evaluations  undcitaken  to  dctcniiine 
operational  utility.  Freck  concludes  that  most  test  beds  arc  not 
being  used  to  assist  in  tlie  acquisition  process,  but  should  he,  and 
suggests  that  what  is  needed  is  “centralized  coordination  ;uid 
decentralized  execution,’’  meaning,  presumably,  that  someone 
ought  to  take  charge  of  all  the  test  beds.] 

Skantz.e,  Lawrence  A.  “Project  Forecast  II — A  Glimpse  at 
Tomorrow's  C’l,”  [’rinciplcs  of  Command  and  Control,  pp.  4.^9- 
451  (19X2).  I A  U.S.  Air  Force  project  to  idenliry  those  military 
tcchtiologics  tiiat  hohl  the  mo.st  pronii.se  for  exploitation  over  the 
next  twenty  years.  Skmitzc  reviews  the  impact  on  systems 
expected  to  be  caused  by  continuing  progjcss  in  such 
technologies  as  artificial  intelligence,  photonics,  acoustic  charge 
lriui,sport  devices,  software,  and  microelectronics.] 


Jacobs,  J,F.  Design  Approach  for  Command  and  Control.  SR- 102. 
Bedford,  MA:  MITRE,  1964.  |A  timeless  piece  written  in  19(>4 
to  engineers  and  .system  dc.signcrs  explaining  what  they  should 
understand  about  the  comnumd  mid  control  process  that  will  be 
supported  by  the  systems  they  will  be  culled  upon  to  design  and 
build.  He  uses  a  few  simple  but  powerful  examples  to  illustrate 
what  is  supposed  to  htippen  in  tlic  comnnuid  and  control  process, 
and  then  describes  the  elements  and  the  phases  o*  the  design 
procc.ss.  Jacobs’  cxphuiution  provides  ati  insight  into  how  mi 
experienced  systems  engineer  views  (he  command  mid  control 
procc.ss,  as  well  as  how  he  thinks  engineers  mid  designers  ought 
to  appniach  the  problem  of  creating  a  if  syslcni.  He  insists  that 
such  systems  .should  not  be  considered  as  existing  apail  Iroin  the 
hummis  involved,  and  he  einphasi/.cs  that  conuiiaiid  and  control 
is  concerned  primarily  with  the  communication  of  (coiiiiiiaiul) 
concepts.  He  characicri/.cs  such  coiiimuiiications  as  involving 
translation  (of  the  concepts  into  some  shared  symbols), 
embedding  (ol  the  coiiimunicatcd  concepts  into  the  universe  ol 
already  .shared  concepl.s),  mid  inaiiitenancc  (of  the  coniniuiiicated 
concepts  to  prevent  their  sub.sequeni  modilica(ion).| 


SESSION  iO 

Evaluation  of  C‘^  Systems 


▼ 


li's  very  hard  lo  <juanttfy  the  benefit  you  by  spendiii}’  a  million 
dollars  on  a  eommand,  eonirot  and  eommtiiiieatians  system... ^  The  system 
analyst  run  do  marvels  with  the  tank — probability  of  kill,  first  si.vhlin}’: 
add  a  laser  or  a  laser  designator  to  it  and  the  probability  of  kill  ,voes  up 
to  a  measurable  det’tec.  It’s  harder.  Ihotti’h.  to  cpiantify  the  benefits  if 
you  add  another  radar  which  fives  you  a  second  way  to  identify  a  Soviet 
ini.ssile  and  decide  that  it  is  indeed  aimed  at  you.  People  who  deal  with 
C'l  systems  analysis  and  cost  benefit  studies  would  be  iittieh  happier  if 
they  had  .some  way  la  do  that. 

I.cc  PiLSclial!  (19KI)),  quoluil  in 
C  7;  Issues  of  Command  and  Control 


I 


Focus 


n  ihis  final  session,  wc  iry  (o  conic  to  grips  will)  a  pair  of  ulliinulc 
questions  about  clTcclivcncss:  how  can  wc  evaluate  tlic  cflectivencss 
oi  C*  sysieiiis'.'  oiiij  fiow  can  wc  wcigli  tlic  utility  o!  Cr*  sysicp.'.s 
against  (he  utility  of  other  contributors  lo  couibal  cflcctivcncss?  Wc 
then  synthesize  and  conclude  the  course. 


Evaluation  of  C*  Systems 

There  arc  two  ultimate  problems  lor  aichilccls  and  engineers  of  C' 
systems; 
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▼  To  cstablisli  the  extent  ti)  wliich  their  C*  systcins  will 
support  tlic  effective  command  and  control  of  combat 
operations,  and 

▼  To  answer  the  cost-cffcctivcncss  question:  whether 
investment  in  a  more  capable  C*  system  would  result  in 
more  combat  effectiveness  tJian  an  equal  investment  in 
alternatives,  including  tlie  fighting  forces  themselves. 

Unless  a  C*  system  is  eviUualed  during  actual  combat,  it  is 
impossible  to  know  for  sure  flow  well  or  poorly  it  will  peribrm  under 
such  conditions.  Yet  some  failures  of  C*  systems  even  under  combat 
conditions  might  be  attributable  to  the  way  Uicy  have  been  uscil. 
After  all,  C*  sy.stems  provide  su|)ix)rl  to  the  command  and  control 
processes  (and  individual  command  .styles)  of  commanders 
functioning  in  command  structures  designed  to  .support  a  wide  variety 
of  possible  missions  and  task.s.  Ncvcrtheles.s,  it  should  he  possible 
prior  to  the  ultimate  test  of  combat  to  identify  at  least  the  rhiiracU'r- 
istics  of  a  C*  system  that  are  expected  to  make  a  diticrcncc. 

.Several  approaches  might  be  employed  in  an  attcmpi  to  rc.solve 
questions  about  the  cffecliveiie.s.s  of  C'  .sy.stems.  One  would  be  to 
study  recent  combat  or  crisis  experience  very  thoroughly  in  order  to 
cstabli.sh  what  contribution  was  made  by  individual  O'  systems  or 
what  [lenalties  wcruld  have  resulted  without  liio.se  systems,  1'here  are 
some  drawbacks  to  this  approach:  detailed  infonnalion  necessary  lor 
such  a  study  is  usually  classilicd  :uid  may  not  be  generally  available. 
Furthennore,  tciccommuniciitions  and  computer  teclmologics  arc 
developing  so  fast  that  it  could  be  argued  that  “system”  lessons 
le.iriied  from  one  situation  might  be  less  relevatit  to  later  situiition-s 
supported  by  systems  that  would  have  incorporated  better 
technologies,  A  .second  approach  to  establishing  effectiveness  of  C  * 
systems  would  be  to  develop  models  of  tlie  systems  under 
consideration  so  that  the  perfonnaiice  vrducs  could  be  mrmipulatcil  to 
replicate  ;md  reflect  improvements,  even  planiied  improvements.  7'he 
readings  for  this  session  will  offer  some  thoughts  or.  both  ol  these 
approaches. 

As  a  framework  lor  thinking  about  the  sevend  kinds  of  analysis 
lluit  might  be  accomplished,  we  will  revisit  the  lour  levels  ol 
effectiveness  rmd  perfonnance  postulated  in  the  previous  session: 


▼  Warfare  effectiveness 
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▼  functional  effectiveness 

»  C*  system  perfo  nuance 

▼  equipment  pcrfonnance. 

Starling  this  time  at  tlic  fourth  (or  lowest)  level,  network  models 
are  available  to  tr;uislatc  the  measured  (or  postulated)  pcrfoirntuicc  of 
individual  equipments  into  cstintates  of  the  pcrfonnance  of  a  large  C‘ 
system  engineered  lor  optimum  perfonmuicc.  This  son  of  modelling 
aitd  iUialysis  is  well  within  llte  abilities  of  inodcni  CT*  system  engi¬ 
neering. 

To  charactcri/,e  the  relationships  between  system  pcrfonnaiiLc  tutd 
functioital  effectiveness  (between  the  third  level  atid  the  second 
level),  the  C*  system  architect  could  develop  a  model  whose  inputs 
are  the  panunelers  of  (7*  system  perfunnance  and  wliosc  outputs  arc 
measures  (or  estimates)  of  the  perfomnutee  of  functions  ilccnicd 
essential  for  warfare,  Such  a  model  might  also  incorporate  ;m 
estimate  of  tlie  contribution  that  comntiuid  and  control  might  niiike. 
to  the  oilier  (warftirc  or  support)  models  afso  at  the  second  level. 
Modelling  the  transition  from  .system  pcifoniiiuicC  to  fuiictlunal 
effectiveness  has  generally  been  attempted  in  the  opposite 
direction — from  desired  funclioiitil  effectiveness  to  required  system 
pcrfomuuicc — but  without  much  rigor. 

The  relationship  between  the  second  level  (C‘  functional 
ctfectivcncss)  <uid  the  lop  level  (warfare  effectiveness)  requires 
primtuily  a  model  of  warfare,  not  a  model  of  Such  a  warfare 
model  is  needed  to  answer  the  top-level  cosl-clfcctivcncss  question, 
but  combat  tuul  theater-level  tuialyscs  now  u.scd  to  construct  warfare 
models  are  notoriously  deficient  in  their  representation  of  the 
dyiiamics  of  command  and  control. 

In  summary,  it  is  easiest  to  model  liow  well  C"*  equipments  will 
pcriorm  together  as  a  C*  system;  it  is  more  difficult  to  model  how 
well  a  C*  system  will  support  tire  eommand  and  control  lunctions,  hut 
occasionally  worth  the  effort.  Mo.sl  difficult  of  all  seems  to  be  the 
modelling  ol  the  contribution  of  command  and  control  to  warfare 
effect ivene.ss.  To  understand  the  extent  of  this  contrihulion  ap[x-;us 
to  require  lx)tli  combat  tlicory  ;uid  theory  in  order  to  model  the 
commatid  functions  usually  rni.ssing  from  warfare  modelling  mid 
anal  y. sis. 

Wfiilc  tlic  framework  described  above  recognizes  iierlonnancc 
;md  effectiveness  at  different  levels  of  system  integration,  it  fails  to 
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provide  lor  several  oilier  dimensions:  (lie  level  (whether  siratcgic, 
operational,  or  tactical)  of  the  commander  and  the  level  of  wati'are 
(along  a  spcctmm  of  violence).  Finally,  the  scope  of  eae’.  analysis 
may  he  limited  by  the  types  of  mca.surements  or  observations  that  are 
possible  to  make,  by  the  measure  of  effectiveness  that  v/ill  provide 
insight,  ;ind  by  the  need  to  draw  conclusions  that  arc  both  supportable 
luid  relevant. 


Commentary  on  the  Readin^^s 

Van  Crcveld  declares  that  the  history  of  command  lues  been  ;ui 
endless  quest  for  certainty,  resulting  in  a  race  between  the  ueiinind  ior 
information  and  the  ability  of  command  systems  to  meet  that  deimuid, 
a  race  he  believes  is  not  being  won  by  commiuid  system  dcsigiicrs. 
He  points  out  that  the  amount  of  unccilainly  to  be  rc.solved  depends 
both  on  the  nature  of  the  task  to  be  pcrfoniicd  and  on  the  structure 
of  the  command  organization  ii.scif.  When  less  infonnation  is 
available  than  is  needed  to  c;iny  out  it  task  effectively,  iui 
organization  can  attempt: 

»•  To  generate  and  process  more  nfonnation, 

▼  To  restructure  itsell  so  that  it  can  function  cifcctivcly  on 
Ic.ss  infonnation,  or 

y  To  restructure  the  task  into  parts  that  ciui  lx:  dealt  with 
separately  on  a  scmi-indcpcndcnl  basis. 

Noting  Ihitt  in  war,  conrusion  and  waste  arc  inevitable,  viui 
Crcveld  is  conviticed  that  of  these  three  options,  the  third 
( resiruciuring  tasks  into  parts)  will  remain  superior  to  the  other  two. 
He  is  al.so  convinced  thiit  comiiiiuidcrs  should  actively  seek 
infonnation  by  using  their  own  independent  mc;ms:  directed 
telescopes.  Are  van  Crcveld’ s  preferences  for  semi-independent  tasks 
and  for  directed  telescopes  consistent  with  each  other'!' 

One  of  van  Crcvcld’s  key  ideas  is  that  the  choice  between 
centralization  ;uid  decentralization  is  really  a  decision  about  the 
distribution  of  uncertainty  through  a  hierarchy.  He  assumes  that 
reducing  uncertainty  anywhere  will  increa.se  it  somewhere  else:  thus, 
centralization  reduces  uncertainly  at  the  lop  but  increases  it  at  the 
bottom,  while  decentralization  has  the  opposite  cflecl.  It  is  hunnui 
nature  for  each  of  us  to  want  to  eliiiiinale  (or  at  Ictisl  reduce) 
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uncertainty  al  the  level  whcie  we  liapiiicii  to  be,  no  ii  is 
understandable  that  decision  nurkers  al  higacr  levels  will  dchiai'd  that 
thi'ir  uncertainly  he  reduced,  driv  ing  C*  systems  toward  ccnlrali/alion. 
He  believes,  however,  that  decentralization  is  supciior  to 
centrah/a-ion,  and  there  Ikivc  ticcii  coiinnaitdcrs  (sucli  as  Niiniiv.)  who 
accepted  a  ievd  of  uncertainty  during  action  in  the  interest  ol'  better 
results  at  the  scene  of  actioi!.  Who'  would  /v  tho  pntciiati 
c(ir..S('(jU!>ncfS  of  tnore  decent! iilntiliim?  How  eoutd  it  he  achieved? 

Cleneral  Edge  sees  command  ;md  control  challenges  as  heirtg  as 
beiiig  ;'.s  operational  ;is  lliey  are.  technical.  He  disliiiguishcs 
"dclcnninalc"  C‘  systems  that  provide  rcal-umc  control  tiver  weapons 
systems  fnun  olhci  C*  sysicuis  used  (or  pt;mning  ant!  rcsoiin;e 
miaiiagciu  uif  He,  too,  sees  a  C'  system  as  coiisisting  tif  stand-ml 
opcraliiig  ptoccdurcs,  {tcople  that  execute  tiic  pniccdures,  iuid 
facilities  that  supp/orl  that  execution.  Would  you  ayree  with  him  that 
we  shouki  use  ''}>(uewuys"  to  resolve  interoperahility  jnohlecns,  and 
that  eiecti  onic  warfare  can  he  expeeied  to  hecome  more  i  eniraltzed? 

Evcfcll  talxs  t/U  the  uitiinatc  task — evitiuanng  tlic  v/orlh  of 
command  ;uid  control — l/y  applying.  Liuiciicsic.'‘.s  iineai  an'i  siiuaie 
laws  to  a  .simple  combat  situation.  He  uses  the  Ltmehester  models  to 
calculate  the  utility  of;  bcitig  le.ss  uncertain  abou!  ;ui  enemy’s  forces 
than  the  enemy  is  about  ours,  having  more  timely  information  litiui 
is  avaih  hle  to  an  enemy,  ;uid  heing  more  mobile  than  tltc  enemy.  Do 
Everett's  calculations  justify  his  cviiclusions?  Do  these 
characteristics — reduction  of  uncertainty,  dmeliness  of  information, 
and  ahil'y  to  employ  the  mohility  of  forces — constitute  the  major 
contributions  of  command  and  control'? 

Because  Everett  Iccls  that  it  is  quite  unreahsiu;  tt)  assume  perfect 
Cf  in  real  life,  he  .sugge.'^t.s  the  hurttrluctio!!  of  randort  errors  ;uid 
delays  inltt  wargames.  How  would  you  introduce  errors  and  delays? 
What  would  you  accomplish  by  doiny.  so? 

Dockery  suggests  that  fuzzy  set  thci'iy  be  considered  u.s  a  frame¬ 
work  for  undcrslcnding  inc,j.surcs  of  crfcctivenc.ss.  Does  fuzzy  set 
theory  show  any  promise  of  being  useful  in  understanding  or 
explaining  command  and  control? 

Beaumont  li;it.s  in  his  Chapter  5  some  paradoxes  of  command  and 
control  that  emphasize  his  three  themes; 

▼  It  is  not  dear  how  well  (or  badly)  C'  sy.stems  will 
function  under  attack; 
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▼  The  sophislicatioii  of  luardware  aiid  solYwarc  is  iiol 
matched  with  a  corresponding  sophistication  in  the 
selection  and  training  of  system  operators  (nor  arc 
systems  being  designed  to  match  Uie  abilities  of  operators 
to  use  them);  and 

▼  People  may  remain  unaware  that  machines  are  taking 
over,  until  tJicy  have  succeeded  in  doing  so. 

What  might  he  done  to  determine  how  C'  systems  will  function  under 
attack?  Must  greater  sophistication  in  systems  he  matched  with 
corresponding  sophistication  in  operators,  or  would  simplification  he 
a  better  answer?  Is  there  any  evidence  that  the  machines  ttre  rcailv 
taking  over? 

In  his  final  chapter  on  the  use  of  space,  particularly  for  the 
Strategic  Defense  Initiative  (SDI),  Beaumont  argues  that  coherent 
system  design  will  he  imperative  in  space,  but  coherence  lias  hardly 
been  achieved  in  terrestrial  systems.  He  wonders  what  role  (if  any) 
humans  will  play  in  the  future,  and  he  .speculates  that  the  momentum 
t)f  C’  systems  has  already  pushed  tlieni  beyond  human  mastery.  Is  the 
achievement  of  coherence  in  C  “  systems  realty  possihle?  How  is 
coherence  normally  achieved?  Are  his  concerns  about  the  declining 
role  of  humans  justified? 

General  Welch  hunents  the  lack  of  progress  in  the  ability  of 
analysts  to  assess  C‘  systems.  He  discusses  the  .shortcomings  of  the 
a.ssumption  (derived  from  economics  ihcory)  that  people  will  Ixhave 
in  a  rational  manner,  and  concludes  that  it  is  still  not  clear  how  real- 
world  commatiders  behave.  He  ciitici/.cs  the  narrowness  of  imalyscs 
that  examine  only  one  part  id  a  C?  system,  but  concedes  tliat  good  C’ 
inodeis  arc  iacking.  Noting  liiai  ail  parts  of  C’  systems  .seem  to  he 
evolving,  he  finds  that  concepts  of  combat  also  arc  evolving.  He 
urges  that  a.sscssmenls  of  a  system  consider  its  flexibility  as  well 
as  its  eflcctivcncss.  He  argues  lor  the  need  to  distingui.sli  between 
Itircc  different  measures — measures  of  |XMlormance,  measures  of  ('' 
cflcctivencss,  ;uid  measures  of  force  eflcctivcncss.  Are  these 
distinctions  consistent  with  the  Jour  levels  of  petformance  listed 
earlier  in  this  chapter? 

Gustavson  (writing  in  197^)  surveys  the  development  ot 
command  luid  control,  luid  the  evolution  in  our  thinking  about 
coinmand  and  control.  He  asserts  that  one  undcremphasi/.ed  puiiiosc. 
of  command  and  control  is  to  diagnose  what  is  happening,  even  if 
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unexpected,  and  developing  appropriate  strategies  ajtd  tactics.  He  tlicn 
outlines  an  imaginary  war  that  begins  gradually  sometime  in  the 
future.  He  poses  questions  that  might  arise  at  tlic  strategic  and  theater 
levels.  He  concludes  with  five  recommendations,  including  one  to 
develop  a  more  comprehensive  framework  for  understanding  the 
contributions  and  limitations  of  command  ;uid  control.  Have  you 
found  much  profircss  during,  the  past  decade  in  implementing  these 
recommendations?  Are  Gustavson’s  recommendations  still  valid  and 
relevant  today? 


Conclusion 

Wc  t>egan  this  course  with  a  reminder  of  the  nature  ol  the  milittiry 
cntcrpri.se — combat— accompanied  by  friction  and  the  fog  ol'  war.  Wc 
explored  the  several  kinds  of  decisions  a.s.sociatcd  with  command  atid 
control.  Wc  then  considered  the  comniand  and  control  process  in  the 
wars  and  crises  of  history.  Finally  wc  examined  some  of  the  C' 
systems  of  today  and  tomorrow. 

Certain  themes  that  have  recurred  through  the  course  include: 

»  There  is  a  distinction  between  the  process  of  command  and 
control  and  die  systems  that  support  it. 

▼  Tire  command  and  control  process — which  consists  ol 
developing  situation  a.ssc.ssmcnts,  imiking  operational 
decisions,  establishing  organi/atioms — is  characlcri/cd  by  the 
timely  reduction  of  uncertainty. 

»  Tlic  making  ol  infonnation  decisions  normally  requires  a 
iiet\v(jrk  ijilorniiilM)!!  !!o\v  fro!])  sensors  tUid  n*nniiiiip 
commanders  through  a  process  of  correlation,  filtering,  and 
analy.sis  that  converts  data  into  information  and  infonnation 
into  operationally  useful  knowledge  relevant  to  mission 
accomplishment. 

▼  Although  .some  infonnation  may  reach  commanders  without 
any  need  for  them  to  .seek  it,  they  should  anticipate  their 
infonnation  requirements:  I'lrsl  by  analyzing  the  types  of 
decisions  they  expect  U»  make,  then  by  identifying  the  infor¬ 
mation  they  would  u.se  to  make  such  decisions,  and  fmally  by 
requesting  or  collecting  that  infonnation,  perhaps  by  the  use 
of  “directed  telescopes.” 
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▼  Commanders  should  at  least  attempt  to  influence  tJic  agencies 
or  centers  tliat  correlate,  filter,  tind  analyze  infonnation  en 
route  to  them  by  encouraging  fusion  centers  to  perfomi  iliose 
functions  with  a  keen  sense  of  commimders'  perspectives  and 
needs  and  to  generate  information  relevant  and  in  a  hjnn  that 
can  readily  be  assimilated. 

»  Wliilc  some  commanders  may  starve  for  infonnation,  others 
may  be  drowning  in  it,  and  tlte  likelihood  of  the  latter 
situation  prevailing  is  expected  to  increase,  underlining  the 
importance  of  eliminating  irrelevant  infonnation. 

▼  Warfare  is  at  least  a  two-sided  problem,  and  outcomes 
depend  on  decisions  made  by  commajidcrs  at  several 
echelons  on  both  (or  all)  sidc.s. 

▼  Although  reduction  of  uncertainty  is  an  objective  of  most 
parts  of  the  command  :md  control  process,  the  utility  of 
uncertainly  reduction  is  ultimately  limited  by  the  two-sided 
nature  of  combiil  and  the  stochastic  pattern  of  combat 

liUiCOiiiCS. 

▼  It  is  po.ssible  to  become  the  victim  of  hidden  or  unstated 
assumptions  about  ibe  nature  of  the  current  situation  or  about 
the  course  of  future  events, 

▼  Etich  orgtmization  can  be  characterized  as  ficing  located  along 
a  centraliz.ation/dcccntralization  dimension;  the  extent  to 
wliich  that  authority  is  centralized  or  decentralized  is  likely 
to  alTcct  the  way  that  comnnuid  is  exercised,  the  nature  of 
the  command  ;uid  control  procc.ss,  and  the  allocation  of  assets 
to  systems. 

▼  The  comnuuid  and  control  procc.ss  relics  on  the  sluiretl 
understanding  ol  separated  comiiiiutders,  iui  undcrsttuiding 
that  c.'ui  he  enhanced  by  common  doctrine,  a  spirit  ol 
teamwork,  and  an  early  and  continuous  exchange  of 
infonnation. 

▼  While  the  comnuuid  ;uid  control  process  at  each  node  is 
closely  related  to  the  military  phuining  proce.ss,  the  comnuuid 
and  control  process  overall  could  be  characterized  as  a  web 
of  human  relationships  and  shared  understandings. 

»  Commanders  are  part  of  C*  systems,  not  Just  users  of  them. 

»  Matching  a  commaoder’s  command  “style’’  with  a  C'  system 
could  in  theory  be  accomplished  by  modifying  cither  the 
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Style  or  the  system,  but  is  probably  best  accomplislicd  by 
modifying  both. 

▼  AC*  system  etui  be  expected  to  reflect  some  underlying 
commtmd  philosophy. 

▼  One  objective  of  C*  systems  is  the  reduction  of  the  time 
required  for  the  accomplislimeni  of  each  of  the  steps  in  the 
command  and  coiilro!  process. 

▼  Timeliness  is  a  characteristic  of  information,  but  time  is  a 
ct)mmodity  to  be  apportioned  to  the  series  of  events  from 
initial  decision  to  the  taking  ol  action.  Because  there  is  only 
a  finite  amount  of  time — ("critical  time”)  from  event  to  a 
useful  reaction  to  it— for  the  total  command  ;uul  control 
process  to  function,  commanders  should  consider  the 
coitscious  allocation  of  time  to  tlic  .successive  parts  of  that 
procc.-is. 

r  RcliiUlce  on  sofiliisticated  C*  systems  and  new  technologies 
(because  they  offer  increased  capabilities)  may  create  some 
new  and  unprovided  tor  risks  and  vulnerabilities  Uiat  need  to 
be  recognized  and  understood. 

»  As  it  becomes  clearer  that  the  cxcrci.se  ol  command  is 
heavily  dependent  on  C  sy.stenis,  it  will  become  increasingly 
attractive  to  an  enemy  to  make  such  systems  prime  targets 
for  exploitation,  manipulation,  or  destructiuti, 

»  A  CT*  system  tnay  be  evaluated  using  four  types  of  criteria; 

-  the  pcrlomituicc  of  its  subsystems, 

-  its  pcrfonnance  as  a  total  system, 

-  its  contributions  to  the  exercise  o!  comimuul,  and 

-  its  contribution  to  the  success  of  military  operations. 
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Supplemeniary  Readitij>s  on  Evaluation  of  Systems 
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I  As  the  title  suggests,  ihi,s  piece  begins  with  a  theory  of  combat, 
and  tillcmpts  to  place  the  futiclion  of  coinmand  and  control 
within  that  theory,  Hughes  po,slulatc,s  that  instructions,  a  spccitil 
category  of  inlonnation.  empower  cominatid  to  pcrionn  its  role 
in  (lie  crciition  o!  pijwcr  •'!c  \js)ii\jluvlcs  hy  tis 

“fundiuncntal”  two  i,ssuc,s  that  need  further  study:  cslublishing  the 
contribution  of  commtuul  tuul  control  to  the  generalion  of  combat 
power  tuul  mea.suring  of  the  effectiveness  of  command  tuul 
control  per  se  instead  of  using  battle  outcomes  as  Ihe  measure  of 
cflectivencss,) 

Allard,  C,  Kenneth.  “Historic  Linkages  :ind  Future  Implications," 
Chapter  8,  Command,  Control,  and  the  Common  Defense.  New 
Haven,  CT;  Yale  Universily  Prc.s,s,  199(1.  |Allard  concludes  his 
book  with  a  look  to  the  fulure.  Me  feels  the  two  primary  tasks 
facing  the  command  and  control  community  arc:  how  lo  absorb 
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effectively  the  new  technologies  and  how  to  absorb  a  new  (joint) 
paradigm  for  combat.  He  notes  with  some  discouragement  tliat 
the  absorption  of  new  teclinologies  sometimes  takes  a  generation 
and  feels  tliat  tltc  writing  of  new  joint  doctrine  may  prove  futile 
widiout  joint  exercises,  joint  training.  Joint  readiness  tests,  and 
actual  joint  operations,  all  of  which  he  recommends.] 
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Acronyms 


CINCSAC 

Coniniasidcr-in-Cliief,  US  Strategii  Air  Command 

CINCSPACE 

Commander-in-Chief,  US  Space  Command 

COMINT 

comm  unications  intel  1  igcncc 

DOD 

Department  of  Defense 

EW 

electronic  warfare 

EXCOM 

executive  committee 

ISO 

International  Organization  for  Siandtirdization  (ISO) 

JCS 

Joint  Chiefs  of  Staff 

jTIDS 

Joint  Tactical  infonnation  Distribution  System 

JOFES 

Joint  Operation  Planning  and  Execution  System 

NKT 

non-rcal-timc 

NSC 

National  Security  Council 

NTDS 

Naval  Tactical  Data  System 

OFSEC 

ofKjrational  security 

OS  I 

Open  Systems  Interconnection 

SDl 

Strategic  Defense  Initiative 

SHF 

super  high  frequency 

SHOR 

Stimulus-Hypothcsis-Optioii-Response 

TADIL 

tactical  digital  infomialion  link 

VLF 

very  low  Ircqucncy 
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